09-11-2016-22:04:08 to 09-11-2016-23:04:08

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
5004
400+
300+4"
200+
Nunber 00
G | o
Attacks 1007
0- \~ 5\‘ - \. s\.
Q& &\ &\b &.\& &\é\ s\b & &\6 @L’Q 041‘6
) : > .
& < R O
O &
&
Top Tar get

[Top Attackers |

M navy.idf.il

Matal.idf.il

M aka.idf.il

M dover.idf.il

M nadimatal .idf.i

Wilawidf.il

[ aman. i df .il

M refuah.idf.il
eitan. aka.idf.il

B tikshuv.idf.il

Nunber
(6]

At acks

Top Attackers

Il 198. 50. 167. 175
5. 9. 44, 154
I 75. 56. 235. 20
71.248.191. 30
W 192. 223. 26. 181
M 109. 253. 217. 12
[ 37. 26. 149. 210
M 46.19. 85. 26
106. 38. 241. 105
Il 87.69.32. 65




09-11-2016-22:04:08 to 09-11-2016-23:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
79.178. 235. 26 | srael 147.237.76. 42 refuah.idf.il B ack List dr op 3
109. 67. 16. 148 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13.14 Irel and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-11-2016-22:04:08 to 09-11-2016-23:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Oount |
138. 201. 125. 143 |Ger many 147.237.76.200 |eitan.aka.idf.il [ClL000074: HITP. najestic bot Per mit 21
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 21
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 13
75. 56. 235. 20 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 12
75. 56. 235. 20 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variable Decl aration Evasion B ock 11
184.172.106.100 |Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
41.185.12.173 South Africa 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6
77.67.47.7 France 147.237.77.74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 6
166. 62. 42. 29 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
41.185. 30. 48 South Africa 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 5
138. 201. 125. 143 |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Permit 3
106. 38.241.105  |China 147.237.77.170 [mmarachot.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per nit 1
41.185. 30. 48 South Africa 147.237.77.233 |atal .idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
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Attacker Address

Target Address

At acker
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Signature

75. 56. 235. 20 147.237.77.233|Wited Sates |atal .idf.il S Injection - Select From 108
41.185.12.173 |147.237.77.233|South Arica [atal.idf.il SQ Injection - Select From 18
184. 172. 106. 100|147. 237. 77. 74 |Wnited Sates |[lawidf.il SQ Injection - Select From 18
41.185.30. 48 147.237.77.233|South Arica |atal .idf.il S Injection - Select From 8
77.67.47.7 147.237.77.74 |France lawidf.il SQ Injection - Select From 8
166. 62. 42. 29 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 8
50.84.213.146 |147.237.72.14 |lhited Sates |dover.idf.il(old) ET SCAN NVAP -sS w ndow 2048 1
111. 94. 251. 49  [147. 237. 77. 235 |I ndonesi a sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50.84.213.146 [147.237.72.14 |thited Sates |dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
106. 38. 241. 105 [147. 237. 72. 166 |Chi na aka.idf.il SER\/ER APAG_E. Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
46.172.71.251 |147.237.76.44 |kraine e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.95.106 |147.237.76. 198 [Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 158 |147.237.0.200 |lkraine . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240.144.65 |[147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
111. 94.251. 49  |147.237. 77. 235 |I ndonesi a sviva idf.il ET SCAN NMAP -sS w ndow 4096 1
50.84.213.146 |147.237.72.14 |thited Sates |dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
109, 253. 158, 185|147 237. 77 2331 5rael atal idh il ET DO5 Large anount of TCP ZeroVWndow - Possible Niller2 1
DDos attack

46.227.67.158 |147.237.76.44 [Sweden e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77. 205 |Net her| ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 |147.237.0.200 |lkraine . i df i | ET SCAN NVAP -sS wi ndow 3072 1
66.249. 93. 13 147, 237. 77. 226 |Eur ope v chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
61.240.144. 65 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240.144. 65 |147.237.72.14 |thina dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

At acker

Count ry Target Address Signature
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack noni t or 172
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 98
71.248.191.30 |Wnited Sates |147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 86
192. 223.26. 181 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 77
198. 50. 167. 175 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 19
141.0.12.215  |Norway 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 18
198. 50. 167. 175 |Canada 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |16
198. 50. 167. 175 |Canada 147.237.0. 17 TI""' kosher-kravi. 1df loy\| At t ack SYN -> SYNACK -> Tineout  |monitor |15
195. 60. 235. 57 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 85. 26 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |15
198. 50. 167. 175 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
46. 19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 15
198. 50. 167. 175 |Canada 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
198. 50. 167. 175 |Canada 147.237.77. 235 |sviva. i df .il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
198. 50. 167. 175 |Canada 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
198. 50. 167. 175 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
198. 50. 167. 175 |Canada 147.237. 72. 166 [aka i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
198. 50. 167. 175 |Canada 147.237.76. 200 |ei tan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
198. 50. 167. 175 |Canada 147. 237.77. 226 ;"”W“Cha”atz'aka' Haf-1oyN At t ack SYN -> SYN-ACK -> Timeout  |monitor |13
198. 50. 167. 175 |Canada 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
198. 50. 167. 175 |Canada 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
198. 50. 167. 175 [Canada 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 12
198. 50. 167. 175 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
198. 50. 167. 175 |Canada 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
87.69. 32. 65 I srael 147. 237. 72. 166 [aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 12
198. 50. 167. 175 |Canada 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
198. 50. 167. 175 |Canada 147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
198. 50. 167. 175 [Canada 147. 237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 11
198. 50. 167. 175 |Canada 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.77. 234 |hal ag.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 26 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
87.69.32.65 |Israel 147. 237.72. 166 |aka. i o . | Bad TCP sequence SYWAGC retransm { with moni tor |9
87.69. 32. 65 I srael 147. 237. 72. 166 [aka i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert
185.3.147.67  |Israel 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.149.210 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |7
37.26.149. 210 |lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
185.27.105. 71 |israel 147. 237. 77. 243 |robi l e i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
37.26.149.210 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.149. 210 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
37.26.149.210 |Israel 147.237.0.34  |tikshw.idf.il Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |6
37.26.149.210 |[lIsrael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 6
79. 180. 213. 197 |I srael 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dr opped.
2.53.38.160 | srael 147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
195. 60. 235. 57 [l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 26 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 26 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253.217.12 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
218.87.63.144 |[China 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 218. 87. 63. 144 B ock 17
79.179.134. 143 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 8
218.87.63.144 |China 147.237.77.216 |dover. i df . i | PHP At enpt B ock 6
46.120. 36. 19 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 6
77.124.23.51 I srael 147.237.72. 156 [anan. i df . i | Dstributed I11egal Byte Gode Character in Paraneter \al ue B ock 4
79.181.188.176 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock 3
5.102. 195. 37 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 2
77.138.71.214 |France 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29.26. 18 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 2
109. 253. 198. 175|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.251.92 |France 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock 2
5.29. 53. 156 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
109. 66. 9. 12 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
5. 29. 64. 59 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.237.138. 202 ggj%ric 147.237.77.170 |n@ar achot . i df . i | |Waut hori zed Met hod HEAD for / B ock 1
77.124.21.71  |israel 147.237.72. 156 |anan. i df . i | llegal Byte (e Craracter in Parameter \al ue at 101 for Bl ock 1
waw anan. i df . i |/ nodi i n/ quest i onnai res. aspx
. . . (|Unaut hori zed URL Access to
84.229.37.158 |Israel 147.237.0.19 |nadimatal .idf.il maci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx B ock 1
66.249. 65. 188 [l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1412- he/ r ef uah. aspx B ock 1
46.116.111. 93 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefi ned Bl ock
218.87.63.144 |China 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/index. asp Bl ock
. - . SS. Lhtraceabl e Gonnection - Protocal violation
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
77.124.26.190 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
46.116.117.87 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139. 10. 88 France 147.237.72. 156 [anan. i df . i | D stributed Unhaut hori zed URL Access on v anan. i df . i|/favicon.ico Bl ock 1
66. 249. 76. 70 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to ww aman. i df .il/scripts. asnx/ getjs B ock 1
157.55.39.34  [Uited Sates [147.237.77.216|dover. i df. i g"ﬁzy,ﬁ/zﬁo.r,'lzed LR Aocess to W Tdf. 111133 13437 hef dover. aspx. & gy oo 1
79.181.239.67 |[Israel 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed Request Content Type text/ping B ock 1
. . O stributed Whaut hori zed URL Access on
77.124.38.198  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
109. 66. 149. 20 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
77.139.10.202 |France 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
75.112.192.77 |nited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
- . Unaut hori zed Met hod PCBT for
5.29.64.59 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ nai n/ rabanut/ cont act us. aspx Bl ock !
82.2.226.217 LK!i“r:gegom 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwu aka. i df . i|/mai n/ hone/ def aul t. aspx |B ock 1
77.124.49.122  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/main/ guyus B ock 1
] - . D stributed Unauthorized Method for Known URL on
66. 102. 8. 213 Lhited Sates |[147.237.72.166|aka.idf.il v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 1
109. 66. 149. 20 |l srael 147.237.77.216 |dover. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
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