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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
2.53.27.80 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
62.219. 164. 2 | srael 147.237.77. 216 dover.idf.il B ack List dr op 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 82 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 39 Italy 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Swi t zer| and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
120. 76. 190. 112 Chi na 147.237. 76. 196 e.sviva.idf.il JLMPurple Gon Linit Tcp drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sii t zerl and 147.237.72. 14 dover.idf.il (ol d) |network flood | Pv4 | OWP drop 1
123. 59. 59. 52 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-trafl forward 1




09-11-2016-21:04:01 to 09-11-2016-22:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature Devi ce Action |Count ‘
81.177.24. 40 Russi an Federation |(147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
188.54.18.219 |[Saudi Arabia 147.237.76. 147 |chi nuch. aka. i df . i|]22280: HITP. Joonmha bject Injection Wl nerability B ock 2
106. 38. 241. 105 |Chi na 147.237.72.156 |aman.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 2
106. 38. 241. 105 |China 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
123.126.68. 115 |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
105.98.69.228 |Ageria 147.237.76.42 |refuah.idf.il 9221: HTTP: PUT Met hod Execution over HITP/ VébDAV B ock 1
105.98.69.228 |Ageria 147.237.77.170 |mmarachot.idf.il [9221: HITP. PUT Method Execution over HTTP/ \bDAV B ock 1




09-11-2016-21:04:01 to 09-11-2016-22:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count|
81.177. 24. 40 147.237.77. 233 |Russian Federation |atal .idf.il SQ Injection - Select From 8
105. 98. 69. 228  |147.237.76.42 |Ageria refuah.idf.il Tehi | a defacenment attenpt (-Hacked By- sent to Véb Server) 6
105. 98. 69. 228  |147.237.77.170 [Ageria mearachot.idf.il  |Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 6
84.93.84.77 147.237.77.216 [Lhited Kingdom |[dover.idf.il Tehila - Perl LW with fake user agent 2
45.79.103.178  |147.237.77.176 |Lhited Sates nat pash. i df . i WEB- M SC Chunked- Encodi ng transfer attenpt 2
132.252.173.4  |147.237.77.216 |Ger many dover.idf.il GPL SCAN nmap TCP 1
113. 240. 250. 154 [147. 237.77. 170 |China nearachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
216.81.230.167 [147.237.8.46 |[Wnited Sates e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
213.8.204. 40 147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
201.150.38.110 |147.237.0.35  |Mexico akaws. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
172. 245. 173. 142 |147.237.77.61 |lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |[147.237.8.28 |Unhited Kingdom |e.nobile-ks.idf.il [ET SCAN Potenti al VNC Scan 5900- 5920 1
163.172.129.15 |[147.237.0.35 |United Kingdom |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154 [147. 237.77. 212 |China e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.138.162.53  [147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.242.237 |(147.237.0.34 |[Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
211.141.78.56  |147.237.8.27 |China e.madimatal .idf.il|ET SCAN NMAP -sS wi ndow 1024 1
43.245,183.109 |147.237.0.200 |l ndonesia ndu. i df . il ET SCAN NMAP -sS wi ndow 3072 1
201.150.38.110 |[147.237.0.35 Mexi co akavs. i df . il ET SCAN NVAP -f -sS 1
163.172.129. 15 |147.237.76.38 |lhited Kingdom [e.eneitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
163.172.129.15 [147.237.8.14 |Wited Kingdom |e. orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack noni t or 151
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 101
141. 226. 161. 103|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |15
46. 19. 85. 26 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
s SN retransnmit wth different .
62.219. 225. 151 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |14
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141. 226. 161. 103l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 32.179. 207 |Israel 147.237.72. 167 |i shurimaka.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or
84.229.37.221 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor |8
w ndow scal e
213.8.204.78 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
141. 226. 161. 103|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 7
109. 253. 196. 19 |l srael 147.237.77. 243 |nobi le.idf . i1 dr op First packet isn't SN drop 7
91.224.119. 189 |Pol and 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
Sreanming Engine: TGP Invalid i i ssi
80.178.126. 47 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
. ) SYNtAXK retransmt with .
91.224. 119. 189 |Pol and 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent i ndow scal e nonitor |6
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
91.224.119. 189 |Pol and 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert
o SYNWAXK retransmt with .
2.55.147.199 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal e nonitor |5
62. 219. 225. 151 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different dert 5
w ndow scal e
46. 19. 86. 204 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
80. 178. 189. 54 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
46.19.86.234 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNRACK retransmt W th monitor 4
di fferent w ndow scal e
46.19.86. 12 I'srael 147.237.77. 226 [} chanatz.aka.1df |ga4 TOP sequence Inval i d ACK number monitor |4
87.69. 114. 33 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
Sreamng Engine: TCP Invalid i i ssi
199.30.16. 163 |Uited Sates [147. 237. 76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
87.69.114.33  |Israel 147.237. 77. 216 |dover. i f . i Bad TCP sequence STNACK retransmt with monitor |4
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
77.139.102.82 |France 147.237. 72. 156 |anan. i of .1 9 =9 Invalid segnent retransmssion. o 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 37 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 234 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaming Engine: TGP Invalid i i ssi
73.133.199. 209 |Wnited Sates [147. 237. 77. 216 |dover i df i1 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
192.116. 95. 229 | srael 147.237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 65 I'srael 147.237.77. 226 [ chanatz. aka. 107 |paq TOP sequence Inval i d ACK nunber monitor |3
2.53.23.41 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 145 I srael 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
100. 40. 122. 116 |Wited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different alert 3
. ) SYNtAXK retransmt with .
176.13.11.209 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 3
100. 40. 122. 116 |Wited Sates |147. 237. 76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different monitor |3
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 166 || srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 32 I srael 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> Ti meout aert
87. 70. 30. 37 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert
100. 40. 122. 116 |lhited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
2.53.59. 215 I'srael 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 232. 162 |l srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 32 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
87. 70. 30. 37 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor |3
176.13. 1. 252 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 32 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
66.249.79.61  |United Sates [147. 237, 77. 243 |nobile.i i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
o SYN+ACK retransmt with .
87.70. 30. 37 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence ditferent window scal e nonitor |3
100. 40. 122. 116 |Uited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
109. 67. 184. 251 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 161
176.13.19.27 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 71
37.26.147.205 |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 44
109. 253. 217. 12 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 41
77.138. 240. 101 [France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wwwe aka. i df . il/giyus/| eshakot/ B ock
85.64.60.117  |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock
84.108.3.202 |Israel 147.237.77. 216 |dover. i df . i | Unaut hor i zed HTTP Met hod B ock
- . Unhaut hori zed URL Access to
84.108.3.202 |[lIsrael 147.237.77. 216 |dover. i df . i | v i i 1/ hebr ew or gani zat i on/ homef r ont / B ock 5
46.19. 85. 12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
37.26.147.133 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.126.41.166 |lsrael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 2
176. 13.242.58 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
75.40.152. 196 |Wnited Sates 147.237.77.74 lawidf.il Paranet er Type .\/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 2
in wwlawidf.il/14-hel pat zar. aspx
77.138.70.242 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wawu aka. i df . i/ mai n/ sachar Bl ock
77.138.71.214 |France 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
. . D stributed Unauthorized Method for Known URL on
109. 202. 107. 10 |Net her| ands 147.237.72.166 |aka. i df . i | vow aka. i ff i 1/ rai v smal i i snal | m aspx B ock 1
77.139. 226. 119 |France 147. 237.72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
viwy anan. i df . i |/ favi con. i co
77.138.139.81 [France 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
90. 41. 166. 166 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df .il/favicon.ico Bl ock
. . Unaut hori zed URL Access to
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ i tan/ prat i i pi rt eychayal / B ock 1
- . Unaut hori zed URL Access to
84.108. 193. 245 |l st ael 147.237.72. 156 [anan. i df . i | ww anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
31.154.81.61 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wan idf.il/https:/wwnidf.il/ Bl ock 1
. . D stributed Unauthorized Method for Known URL on
77.139. 81. 145 |France 147.237.72.166 |aka. i df . i | vow aka. i ff i 1/ rai v smal i i snal | m aspx B ock 1
77.138.41.212 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod POST f or B ock 1
wan aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
46. 19. 86. 10 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/163-7353-en/ patzar.aspx |B ock
87.69. 215. 183 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Russi an . . Unaut hori zed Met hod PCST for
79.165.162.202 | o o 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
. . D stributed Unauthorized Method for Known URL on
77.138. 150. 159 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 1
176. 13. 250. 177 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
95.86.94.250 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |H ock 1
84.109. 113. 192 |I srael 147.237.72. 156 [anan. i df . i | Distributed Suspici ous Response Code Bl ock 1
77.139.81. 145 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waw aka. idf.il/main/snalin B ock 1
- kosher-kravi . i df
157. 55. 39. 59 Lhited Sates 147.237.0. 16 niyl Unhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
46.117.8.32 I srael 147.237.76.42 |refuah.idf.il Mil tiple Unaut horized URL Access from46. 117.8. 32 Bl ock 1
87.70.25.29 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
. . . D stributed Unauthorized Method for Known URL on
80.77.47.181 |Wkraine 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
77.138. 152. 161 |France 147. 237.72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on Bl ock 1
wn aka. i df . i1/ mai n/ snal i nd smal i m aspx
176. 228. 164. 15 |l srael 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 4/ Bl ock 1
95.86.96.101  |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  [B ock
77.125.37.2 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
. - . Unaut hori zed URL Access to
84.229.37. 158 |[lsrael 147.237.0.19 |nadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt ty. aspx B ock 1
77.139.102.82 |France 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 1
157.55.39. 111 |Lhited Sates |147.237.72.156 |anan. i df .i | Lhaut hori zed URL Access to waw anman.idf.il/... B ock 1
62.219. 225. 151 |I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset. css  |B ock
87.73.121.61 |Denmark 147. 237.72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on Bl ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
183. 89. 25. 101 |Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.125.49.17  |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.85.0 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
84.229.37.221 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
77.139.102.82 |France 147. 237.72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on Bl ock 1
viwy anan. i df . i | / favi con. i co
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