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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
46. 19. 86. 209 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
79.178. 223. 180 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 3
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgna1ure

Devi ce Action ‘Count |

106. 38. 241. 105  |Chi na 147.237.77.176 |mat pash.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 5
106. 38.241.105 |China 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 2
106. 38.241.105 |China 147.237.76.200 |eitan.aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 2
62. 0. 84. 108 I srael 147.237.72.167 |ishuri maka.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link S euth User Agent 2
45.79.71. 122 147.237.77. 216 |Wnited Sates dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
222.186.58.197 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
163.172. 169. 150|147.237.0.19 |United Ki ngdom |nadimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.77. 178 |Uni ted Ki ngdom |e. nat pash.idf.il [ET SCAN Potenti al VNC Scan 5900- 5920 1
o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.77. 2359 ngapore sviva.idf.il . . - 1
deni al of service attenpt
109. 60. 153. 178 |147.237.0. 35 ?ézzgzm akavs.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
23.254.209. 238 [147.237.76. 177 |thited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
222.186.58.197 |147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77. 227 |Uni ted Ki ngdom [e.hanaz.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
, o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
142.4.108.129 |147.237.0.33 |lhited Sates idf.il ) 1
Scan or Infection
. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 [147.237.8.45 |9 ngapore eeitanidf.il . . - 1
deni al of service attenpt
97.105.173. 114 [147.237.76.201 |Lhited Sates e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.254.209. 238 |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Addr ess Signature Action ‘Count
5.9.44.154 Ger nmany 147.237.76.86 |navy.idf.il SYN Attack noni t or 699
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor  |[391
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |60
Sreamng BEngi ne: TCP i i SSi
46.19.85.85  [Israel 147. 237.77. 243 |nobi l e.i df .i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 42
Inval i d Retransnission Packet dropped.
i S reamng Engi ne: TCP i i SSi
46. 19, 86. 203 | srael 147 237 77. 206 | chanat z. aka. i df ! g g > Invalid segnent retransnission. drop 24
il Inval i d Retransm ssion Packet dr opped.
46.19.85.35 |Israel 147.237.77. 226 [} chanatz.aka. 1df a4 TCP sequence Inval i d ACK nurber moni tor |16
77.125.77.35 | srael 147.237.72. 167 |i shuri maka. i df . il drop First packet isn't SYN drop 15
46. 121. 194. 223 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
. . . SWNretransmit wth different .
79. 180. 56. 184 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence vi ndow scal e noni t or 14
185.3.147.170 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |13
213.57. 154. 155 [l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
79. 181. 214. 100 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46.19.86.209 [l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence monitor |10
87.71.26.102 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different 1, o, 10
w ndow scal e
46.19.85.35  [Israel 147.237.77. 226 [} chanatz. aka. 1df |ga4 TOP sequence Inval i d ACK nunber alert 10
87.71.26.102 |israel 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence SWretransmt wth different opvor |10
w ndow scal e
S reamng Engi ne: TCP i i SSi
2.55.137.40  |israel 147. 237. 77. 243 |robi | e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
46. 19. 86. 209 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176. 13.242. 43 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop
46.19.85.35 |Israel 147.237.77. 226 "‘I”YN chamat z. aka. 1df | oyN At ack SYN -> SYN-ACK -> RST nonitor |7
46.19.85.244 |israel 147.237.77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST monitor |7
. . SWretransmit wth different .
84.108.136.3 |[Israel 147.237.77.234 |halag.idf . i Bad TCP sequence wi ndow scal e monitor |6
84.111. 104. 108 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor |6
46.19.86.209 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber monitor |6
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 6
176.13.12. 217 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
149. 56. 232. 141 |United Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 5
46.19.86.209 [l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 5
149. 56. 232. 141 |Wited Sates 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 5
149. 56. 232. 141 |United Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
79.178.12.105 |lsrael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4
5.22.134.178 |lIsrael 147.237.72.166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.179.113.80 |[Israel 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST nmoni t or 4
149. 56. 232. 141 |Lhited Sates 147.237.76.39 |mobile neitav.idf.il |SYN A tack SYN -> SYN-ACK -> Tinmeout |nonitor |4
149. 56. 232. 141 |Lited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
S reaming Engi ne: TCP i i ssi
85. 250. 167. 255 |1 srael 147. 237.77. 243 |nubi | e.i df .i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmi ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
. . SYNtAXK retransmt with .
84.111. 104. 108 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di Fferent wi ndow scal e noni t or 3
84.111. 104. 108 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
109. 65. 110. 224 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S reaming Engi ne: TCP i i ssi
2.53.10.99 | srael 147.237.72. 167 |i shuri maka. i df . il . 9 9 .. nval i d segnent retransmssi on. drop 3
Inval i d Retransmi ssi on Packet dropped.
149. 56. 232. 141 |Lhited Sates 147. 237. 77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 3
46.19. 86.247 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
84.111. 104. 108 || srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
109. 67.104.50 |l srael 147.237.77. 176 |nat pash.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
. . SYNtAXK retransmt with .
2.53.29. 219 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 3
149. 56. 232. 141 |lLhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
5.22.134.222 |[Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.43.100. 124 |FAEstinian Termitory, ,z 537 77 176 |at pash. i of i drop First packet ismt SWN drop 3
Qceupi ed
149. 56. 232. 141 |Lhited Sates 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 3
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
46.121. 148. 234 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 15
5.28.136. 71 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
2.55.188.218 |Israel 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Enail in nobile.idf.il/sachar/createaccount |B ock 5
2.53.58. 207 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
89.139. 213. 76 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
2.53.153.231 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 64.119. 84 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 65. 183. 113 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
wWwv. chamat z. aka. i d |Dstri i
46.19.86.203 |Israel 147.237.77.226], . Distributed Lhaut horized LR Access on B ock 2
f.oil wawv chamat z. aka. i df . i |1/t enpl at es/ honepage/ hormepage. aspx
. 5 D stributed Unaut hori zed Met hod for Known URL on
84.109. 198. 217 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i o . i 1/ nai v gj yus/ general . aspx Bl ock 2
176.13.0. 92 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
5.22.134.110 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in LR B ock
185. 3. 147. 170 |[lIsrael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
. . . Unaut hori zed Met hod PCST for
66.102. 9. 2 Uhited Sates |[147.237.72.166|aka.idf .il vow aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
46.19. 85. 75 I srael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 1
109. 66. 38.14 [l srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
. . Unaut hori zed URL Access to
84.108.136.3 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
m ny- kosher - kravi . i
66. 249. 76. 52 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 1
. . . S Untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.77.235|sviva.i df . il (SSL CONN LI ENT FELLO None 1
79.178.8.83 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response CQode B ock 1
. . . D stributed Unaut hori zed Met hod for Known URL on
66.102.9.5 Uhited Sates |[147.237.72.166|aka.idf .il vwe aka. i df . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . Unaut hori zed Met hod HEAD for
185.27.106. 72 |[lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i o i 1/ nai v i yus/ general . aspx Bl ock 1
46.19.85.183 |Israel 147.237.76.42 |refuah.idf.il Abnormal |y Long Request et hod B ock 1
109. 67.66. 176 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/wwtikshuv.idf.il Bl ock 1
84.108. 241.55 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . . Paraneter Type M ol ati on PageNumin
68.180.229. 190 [Lhited States  [147.237.77. 216 |dover. i df . i | v i df i 1/ 1381- he/ dover . aspx Bl ock 1
144.76.16. 162 |Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for ww aka. i df.il/rights/asp/info.asp [B ock 1
46.116.14. 218 |l srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
Russi an . . Unaut hori zed URL Access to
31.184.238.103 | - 0 147.237.77. 170 |maar achot . i df . i | 147.237. 77,170/ pdf /11 es/ 6/ 106906. pdf B ock 1
www. chanmat z. aka. i d |Ostri i
79. 180. 130. 214 |l srael 147.237.77. 226, . Distributed Lhaut hori zed LR Access on Bl ock 1
f.il wawv. chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
66. 249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
185. 120. 124. 83 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catld in ww aka.idf.il/main/giyus/ general . aspx |[None 1
46.19.85.183 |Israel 147.237.76.42 |refuah.idf.il Illegal HITP Version _pk_ses. 118. f dlc=* B ock 1
m ny- kosher - kr avi . i !
109. 253. 193. 58 |l srael 147.237.0. 17 df il Illegal Paraneter Encoding _vY:cQ None 1
2.53.176.121 |israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Caracter in URL /mai kapat z// res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
77.138. 228. 131 |France 147.237. 72. 156 |anan. i df . i | tnauthori zed URL Access to B ock 1
W anan. i df.il/https:/ww anan.idf.il/
46.116. 151. 216 [l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
37.142.10.122 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o . i |/ nai v gj yus/ general . aspx B ock 1
109. 65. 33. 189 [l srael 147.237.72. 156 [arman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
www. chamat z. aka. i d i
79. 180. 130. 214 |1 srael 147.237.77. 226, . Wnaut hori zed LRL Access to B ock 1
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
. . DO stributed Unaut hori zed URL Access on
66. 249. 66. 174 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ Showf or um asp Bl ock 1
m ny- kosher - kr avi . i _ _
109. 253. 193. 58 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 109. 253. 193. 58 None 1
Mal formed URL
46.19.85.183 |Israel 147.237.76.42 |refuah.idf.il _pk_i d. 118. f d1c=e9df b7f Of ccb5bb0. 1444115938. 4. 1473616693. 1 B ock 1
473616693. ;
85. 65.217. 134 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed Met hod PCST for
77.139.94. 237 |Fance 147.237.72. 166 |aka. i df . i | vaw aka, i o i 1/ mai v snal i i sl | m aspx Bl ock 1
. .. . Unaut hori zed URL Access to
180. 76. 15. 134 |Chi na 147.237.0.15  |kosher-kravi.idf.il [ o0 " o {1/t enpl at es/ shar ed/ user cont ol s/ header upper/ Bl ock 1
, ny- kosher-kravi .idf . i _ o
40.77.167. 17 Lhited Sates 147.237.0. 16 | Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
83. 130. 208. 199 [l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
. . D stributed Lhaut hori zed URL Access on
66.249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ Showf or Um asp Bl ock 1
. . . Mil tiple Uhtraceabl e SSL Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |9 ngapore 147.237.77.235|sviva.i df . il viol ation (SSL CONN QLI ENT HELLO) None 1
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