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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
41.250. 186. 118 Mor occo 147.237.77.216 dover.idf.il DOS- HTTP- t or shanmer f orward 406
41. 250. 186. 118 Mor occo 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 340
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 226 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
52.16. 5. 197 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
141. 22. 213. 34 Ger nany 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
82.81.90. 13 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

162. 210. 196. 129 Lhited Sates 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
45.79.71.122 147.237.72. 167 |Lhited Sates ishurimaka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
83. 20. 39. 39 147. 237. 77. 216 |Pol and dover.idf.il Xenu Link Seuth Wser Agent 2
79.180.56. 184  [147.237.76.86 |lsrael navy.idf.il ET SCAN NVAP -sA (2) 2
175. 142. 131. 240(147. 237. 77. 216 |\l aysi a dover.idf.il Xenu Link Seuth User Agent 2
20,181 10542 |147 237 76. 86 1< ael ey, i df i1 ET DO5 Large anount of TCP Zer oVWndow - Possible Nkiller2 DDos 5
attack
66. 249. 93. 69 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
202.170.80.40 [147.237.76.177|Mngol i a ncore.idf.il ET SCAN Potential SSH Scan 1
1.32. 43. 154 147.237.76. 42 |Mil aysia refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
163.172.129. 15 |147.237.76.42 |[United Ki ngdom |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 19 gj::;”ion lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 76. 42 ?éj:i;’}m refuah.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
95.211.144.96  |147.237.77. 234 |Net her | ands hal ag.idf.il ET VBB SERVER Poi son NUl | Byte 1
46.172.71.251 [147.237.0.35 |lkraine akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.8.50 [Netherl ands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
1.32.43.154 147.237.76. 42 |\l aysia refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
162.213.1.246 [147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 60. 153. 178 [147. 237. 76. 148 23::;'}0'1 gocenter. aka.i df .i [ET SCAN Pot ential VNC Scan 5900- 5920 1
103.207.39.11 [147.237.76.30 |M etnam hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.8.28 |[Netherlands e.nobi le-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Att ack monitor  |657
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |569
41. 250. 186. 118 [Morocco 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 458
103. 220. 215. 88 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |74
R SWNretransnmit wth different .
79.180.56.184 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |32
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |27
S reaning Engi ne: TCP i i ssi
46.19.85.244  |israel 147. 237.77. 243 |nobi l e. i f . | mng Engine: 1 Invalid segnent retransmssion. |, . 21
Inval i d Retransmnission Packet dr opped.
79.33.130.153 |italy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
S reanming Engi ne: TCP i i ssi
46. 19. 85. 10 I'srael 147.237.76.42 |refuah.idf.il mng Enhgine: 1 Invalid segnent retransmssion. | . 13
Inval i d Retransmssion Packet dropped.
46. 19. 85. 90 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
109. 253.209.5 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 12
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 86. 144 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
141. 226.162. 23 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |9
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
81. 218. 57. 230 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2.53.13.32 | srael 147.237. 72. 167 |i shurimaka. i df . il dr op Frst packet isn't SN drop 8
46. 19. 86. 247 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
185. 32. 179. 159 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |7
46.19. 85. 90 I'srael 147.237.77. 226 [\ chanatz. aka. 1df- |pa 4 TOP sequence Invalid ACK nurber moni tor |7
5.22.134.222 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber alert 6
149.56. 232. 141 |Uhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |6
74.208.230.195 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
158. 85. 253. 245 |lhited Sates 147. 237.72. 166 |aka. i df .i | drop SAMrul e drop 6
87.106. 184. 160 |CGer many 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 6
St reaning Engi ne: TCP i i ssi
176.13.250.78 |Israel 147. 237.77. 243 |nobile. i f . | mng tngihe. Invalid segnent retransmssion. |, . 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.229.25.35  |israel 147.237.76. 200 |ei tan. aka. i of .1 mng gl ne. 1 Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
149.56. 232. 141 |lnited Sates 147. 237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
149.56. 232. 141 |Wnited Sates 147.237.77. 226 :"l"‘w chanatz. aka. 1df- 1oy At ack SYN -> SYN-ACK -> Tineout [monitor |5
R SYNtACXK retransmt wth .
91.135. 102. 183 [l srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence g fferent vi ndow scal e nonitor |5
2.55.20.118 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
149.56.232. 141 |Uhited Sates 147. 237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor
Pal esti ni an s -
31.25.73.184 Territory, CGeeup ed 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SN drop 5
149. 56. 232. 141 |UWited Sates 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
37.26.148.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.53.50.92 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST mnitor |5
149. 56. 232. 141 |UWited Sates 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
91.135. 102. 183 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |5
Vb Server Enforcenent HTTP Deni
41. 250. 186. 118 |Morocco 147. 237. 77. 216 |dover. i df . . Véb Servers Sl ow Denial | o ect 4
Viol ation of Service
185.53.177.6 Ger many 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [alert 4
109. 253. 216. 146|1 sr ael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
149.56. 232. 141 |Uhited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |4
46. 19. 85. 148 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |4
84. 94. 170. 66 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |4
149.56. 232. 141 |Uhited Sates 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |4
149.56.232. 141 |lnited Sates 147.237.0. 17 ;”I"IV kosher-kravi . id [N At ack SYN -> SYN-ACK -> Timeout |monitor |4
185.53.177.6 Ger many 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 216. 117]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response CGode B ock 93
176.13.248.26 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 87
37.26.148.251 |[Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 56
109. 65. 49. 141 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode B ock 3
46.19. 85. 25 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
141. 226. 243. 47 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 3
80. 246. 136. 162 [lIsrael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response CGode B ock 3
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19. 85. 244 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
79.179.179.239 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 2
37.26.146.234 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2.53.2.24 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.102.8.217  |Uited Sates|147. 237. 72. 166 |aka. i df . i | mu;?:riid?‘??l ;\bn;jh:/dsaiﬁrlifgv\paysl - Bock |1
95.211.144.96  |Netherlands |[147.237.77.234|hal ag.idf.il I11egal HITP Version Bl ock 1
2.53.45.148  [israel 147.237.77. 233|atal . i df . | iy 230 19, 239 1194 et at ol - et Bock |1
79.180.130. 214 I'srael 147.237.77.226 \(;\;A_Mil.fhanat z-akad muiﬂz';af?atgich??slj tteonpl at es/ honepage/ honepage. aspx B ock !
141, 226.162. 23 |Israel 147.237.76.42 |refuah.idf.il o ;;?_“;294;;”;";2;:rdedlf}eﬁectclissi on Bock |1
77.125. 85. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
95.211.144.96  |Netherlands |[147.237.77.234|hal ag.idf.il Mil tiple NULL Character in Method from 95.211. 144. 96 B ock 1
93.172.158.17 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
77.138.234.231 |France 147.237.72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on v anan. i df .il/favicon.ico Bl ock 1
204.79.180.238 |[Wnited Sates|147.237.72. 166 |aka. i df.i | Uhaut hori zed Met hod POST for waw aka. i df.il/ishurininai n/ B ock 1
109. 65. 150. 51  |Israel 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/international _training Bl ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 66. 174 B ock 1
95.211.144.96  |Netherlands |[147.237.77.234|hal ag.idf.il Nal formed HTTP Header Line 2 B ock 1
2.55. 42. 206 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 136. 146 |l srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
77.138.51.133 |France 147.237.72. 156 |anan. i df . i | Distributed Whaut hori zed URL Access on wa anan. i df . il/favicon.ico B ock 1
46.19.85.156  |Israel 147.237.77.74 |lawidf il mult gsuriiéffji I%Oggleesfcéroe/ doc. gt/ doc. . a5 Bock |1
95.211.144.96 [Netherlands [147.237.77.234|hal ag.idf . i '[\tj;(';] ]%T%?ﬁr[[gg] ]F?F‘[d;é] ]'\;’{"E #alt8] (0401 Bock |1
95.211.144.96 |Netherlands |147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
77.139.105.211 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. idf.il/mluind Bl ock
207. 46. 13. 59 Uhited Sates|147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka.idf.il/tiznoret/gallery/ None
109. 66. 141. 63 |l srael 147. 237.72. 166 |aka. i df . i | mn;k‘f:i Z?rﬁr;e;;;/;;f]iﬁaﬁgmm in None |1
66. 249. 66. 176 | srael 147.237.72. 166 |aka. i df . i | ﬂ?tzgc;r_'7zfdlgg‘gf§3§ffotrﬂ o asp! show or um asp Bock |1
95.211.144.96 |Netherlands |147.237.77.234|hal ag.idf.il Mil formed LRL [[#20]], B ock 1
31.154. 81. 20 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wwidf.il/giyus B ock 1
77.138. 68. 62 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df . il /yohal an/ B ock 1
174. 44.65. 2 Lhited Sates|147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waw aka. idf.il/main/snalin Bl ock 1
95.211.144.96 |Netherlands |[147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237. 77. 234/ changel og. t xt B ock 1
95.211.144.96 |Netherlands |147.237.77.234|hal ag.idf .| I[I[Lg]g]al oeatof] fl[)f}'zoﬁ"f[rf;gﬁg'ﬁ{”[:f;d]e{ : #'\g’;e Bock |1
213. 8. 204. 33 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
109. 253.208.3 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.70  [Israel 147. 237.72. 156 |anan. i df . i | chaut hor zed LFL Aggess 10, appl - app- i 6 4550 at | on Bock |1
95.211.144.96 |Netherlands |[147.237.77.234|hal ag.idf.il Mitiple Illegal Byte Gode Character in Method from 95, 211. 144. 96 B ock 1
80.246.138.98 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.138.121.97 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for ww aka. i df . i|/mai n/sachar Bl ock

Unknown HTTP Request Met hod

. . . le va

95.211.144.96 |Netherlands (147.237.77.234|hal ag.idf.il [A[T?%Z][]#[%i]f]#([# ;g%%ﬁ]r]} E[o[[ﬁz]g][]#%]_[[[?2]255[[’?%][][[’?%]]ﬁ’gg;g{fg& Bl ock 1

0A A[#191Ain LR [[#20]].
95.211.144.96 |Netherlands |147.237.77.234|hal ag.idf.il Illegal Byte Gode Character in LR [[#20]]. B ock 1
79.180.56.184 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
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