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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 10
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
123. 59. 59. 52 Chi na 147. 237. 72. 167 i shuri maka. i df.il|bl ock-sp-traf 1 f orward 1
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 226. 145. 249 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
46.116. 19. 100 | srael 147.237.72. 166 aka.idf.il Invalid L4 Header Length drop 1
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
137.132. 80. 110 S ngapor e 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.116. 32. 59 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker At acker .
’Oountry ’Target Address |Site dgnature
Russi an . . ) .
81.177. 24. 40 . 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
Federati on
81.177. 24. 40 RF;Z:::I“I o 147.237.77.74 |lawidf.il 6134 HITP. S Injection Variabl e Decl aration Evasion B ock 4
199. 58. 86.209 |Lhited Sates 147.237.77. 216 |dover.idf .i | C1000074: HTTP. naj estic bot Per nirt 4
199. 58. 86. 209 |Lhited Sates 147.237.76.200(ei tan. aka. i df . il C1000074: HTTP. maj estic bot Per nirt 2
199. 58.86.209 |lhited Sates 147.237.72. 156 |anan. i df . i | C1000074: HTTP. naj estic bot Per nit 1
91.219.122.2 |Pol and 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 1

ny- kosher - kravi . i df .

66. 240. 236. 119 |Lhited Sates 147.237.0. 16 i 13840: TLS. (penSSL Heartbeat Packet B ock 1

91.219.122.2 |Pol and 147.237.77.74 [lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 1
) . . 34161: |QW. Gommuni cation with Destination Host is

199. 87. 254. 195 |Lhited Sates 147.237.77.74 |lawidf.il Acnini strati vel y Prohi bi ted (Gode 10) B ock 1

77.67.47.7 France 147.237.72. 166 [aka. i df . i | 5670: HITP. SQ Injection (SALECT) Bl ock 1

94.102.53.177 |Netherl ands 147.237.77. 216 |dover.idf .i | 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79.181.97.193 |147.237.76.86 |Israel navy. i df.il ET SCAN NVAP -sA (2) 33
91.219.122.2 147.237.77. 74 |Pol and lawidf.il SQ Injection - Select Fom 14
81.177.24.40  |147.237.77.74 gjzigﬂon lawidf.il SQ Injection - Select From 14
77.67.47.7 147.237. 72. 166 |France aka.idf.il SQ Injection - Select Fom 8
109. 60. 153. 178 [147. 237.76. 38 Eé;j:ﬂm e.eneitav.id.i[ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 |147.237.0.35 |China akavs. i df . i ET SCAN NVAP -sS w ndow 1024 1
185. 19. 218. 114 |147.237.76.38 |Ger many eeneitav.idf.i[ET SCAN NVAP -sS wi ndow 4096 1
46.227.67.158 [147.237.0.35 |Sweden akavs. i df i1 ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 243 |Uni ted Ki ngdom [nobi le.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.28.142. 196 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 226. 40. 40  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 86 gj::;”ion navy. i df il ET SCAN Potential VNC Scan 5900- 5920 1
95. 152. 80. 48 147.237.77.19 |Satzerl and lanforumidf.il|ET SCAN NVAP -sS w ndow 1024 1
87. 70. 40. 149 147.237.77. 216 |I srael dover . i df .i| portscan: TCP O stri buted Portscan 1
79. 182. 36. 54 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
79.177.182. 151 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185.93.185.10 |147.237. 76. 200 |Lkrai ne eitan aka.idf.il ET SON\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
66.249.66. 176  |147.237.72. 166 |Lnited Sates aka.idf.il portscan: TCP O stributed Portscan 1
185. 19. 218. 114 |147. 237.76. 38 |Ger many eeneitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
37.142.233.231 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 137. 128|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 117. 229 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address Signature
5.9. 44. 154 Ger many 147.237.76.86 [navy.idf.il SYN At tack noni t or 334
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 105
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 48
107.167. 112. 58 |Lhited Sates |147.237. 77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST noni t or 23
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
46.120.192. 34 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
46.19.85.116 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 145 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 12
198. 50. 167. 175 |Canada 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
198. 50. 167. 175 [Canada 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 11
100. 92. 127. 126 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 11
62.0.230.1 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 11
198. 50. 167. 175 [Canada 147.237.76.30 [hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.77. 226 :’“’W chamatz. aka. 1df- 1 |yt t ack SYN -> SYN-ACK -> Timeout  |mnitor |10
198. 50. 167. 175 |Canada 147.237.76.39 |nobile.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.0. 17 Tlny' kosher-kravi. i1 df |oyN At t ack SYN -> SYN-ACK -> Timeout  [monitor |10
198. 50. 167. 175 |Canada 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.72. 167 |i shurimaka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 [Canada 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 50. 167. 175 |Canada 147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
85. 130. 250. 224 |1 sr ael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |9
198. 50. 167. 175 [Canada 147.237.77. 235 |sviva idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
198. 50. 167. 175 |Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46.19.85.116  [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 9
85. 130. 250. 224 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
198. 50. 167. 175 |Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
198. 50. 167. 175 |Canada 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
198. 50. 167. 175 [Canada 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
46.19.85.109 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor |9
198. 50. 167. 175 |Canada 147.237.77. 234 |hal ag.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
198. 50. 167. 175 [Canada 147. 237.77. 176 |mat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
176.13.18.212 |[lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |8
176.13. 245. 34 |Israel 147.237.77. 176 |mat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
185. 27. 106. 126 |l srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
79.183.72.52 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 8
109. 67. 14. 129 |Israel 147.237.76.200 |eitan. aka. i of . Streamng Engine: TCP Inval id invalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dropped.
176.13.18. 212 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
193. 43. 246. 250 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 7
2.55.179. 24 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 52 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176. 13. 235. 185 |I srael 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.

176. 13. 245. 34 |l srael 147.237.77. 176 [nat pash.i df . i1 dr op Frst packet isn't SN drop 5
46.19. 85. 74 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber monitor |5
46.19.86.228  |[lsrael 147.237.77. 234 |nal ag.idf. il Bad TCP sequence I'nval i d ACK nunber monitor |5
77.139.56.94 |France 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
77.127.47.165 |lsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 21
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
37.26.148.154 |[Israel 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 12
176.13.243.5 | srael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 8
109. 65. 126. 200 |l srael 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode B ock 7
85. 65. 59. 213 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 5
2.53.176.219 I srael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 4
31.154.81. 14 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response CQode B ock 4
109. 186. 76. 154 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 3
46. 116. 208. 255 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 3
46.19. 85. 119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.173.19. 17 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 2
79.183.75.189 |lsrael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 2
46.19. 85. 126 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 207. 205|I srael 147.237.77.243|nobi le. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 2
188. 120. 154. 100|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
46. 19. 86. 249 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method i/601.1 in UR B ock 1
79.183. 8. 153 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132.115. 49 |Israel 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/hi nush/site/ hel hi nush. asp B ock 1
66.249. 66. 174 | srael 147.237.72. 166 |aka. i df . i | ?45; rzi;;“.tf; fggftg?‘;rljszﬁdo:i;‘ ggfﬁshoc\’; or um asp Bl ock 1
176. 13. 235. 185 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 1
192.117.134.89 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
109. 253. 198. 149]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
40.77.167. 49 Lhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
66.249. 66. 176 | srael 147.237.72. 166 |aka. i df . i | ﬂ?’;@?ifz?dlggfﬁseffoﬁ i aspl showf or um asp Bl ock 1
94.100.237.52 |Gorgia 147.237.72. 166 |aka. i df . i | m“;?;rii df?l;wn;jhr?/dsag/';g; ot rati omi zar st epd, asp B ock 1
79.178.97.145 [Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
192.169.7.223 |[thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 86/ Bl ock 1
46.120. 245. 200 |Israel 147.237.72. 167 |i shuri maka. i df . ijunt raceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
46.19. 85. 74 I srael 147.237.77. 216 |dover.i df . il I11egal HITP \ersion Bl ock 1
2.53. 4. 240 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.66. 177 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
176.13.247.15 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
107.167.112.58 |Wnited Sates |147.237.77. 216 |dover.idf.il maﬁfri IT/yfgsg_ gln‘;"t Jo‘\’/r;rc_t;sos)fm”t ent A acerbl der 18t xtEnai | in Bl ock 1
37.26.146.158 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.178.97.145 |[Israel 147.237.77.216|dover.i df . il SSL Untraceabl e Gonnection - ULhknown SSL Sessi on None 1
199.58.86.209 |Uhited Sates [147.237.72.156|aman.idf.il D stributed Waut hori zed URL Access on |ist.ips.gov.il/robots. txt B ock 1
65.55.210.253 |lhited Sates |147.237.72.156|aman.idf.il Lhaut hori zed URL Access to waw aman. i df.il/scripts. asnx/getjs B ock 1
46.19.85.74 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL sdch B ock 1
157.55.39.9 Lhited Sates [147.237.72.156|aman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
2.53.18. 167 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
87. 69. 238. 21 I srael 147.237.77.234|hal ag.i df .i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1
68.180.228.41 |Unted Sates [147.237.76.31 |nakchal .idf.il [Toore o TP _\fl‘j'fé;;”hgagzmgl”_gspx Bl ock 1
46.19. 86. 249 I srael 147.237.76.42 |refuah.idf.il Mal formed URL Bl ock
185.32.179. 40 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.199 [Israel 147.237.72. 156 [anman. i df . i | D stributed Suspicious Response Code B ock 1
79.181.128. 10 | sr ael 147.237.72. 166 [aka. i df . i | vmu;l?;rild??idl /l:‘;_scﬁ:rcceejzs;?f ol | owr esour ce/ cr eat e/ B ock !
207. 46. 13. 59 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter 4f9c0c80 in waw aka. i df . i|/mai n/ hone/ def aul t. aspx |None 1
66.102. 9.8 Wited Sates |147.237.72.166|aka. i df .i | m;:(:ﬂt;é ilﬂa:;hn(;rr:oi‘/j dr\ef;:??.g;)xmom UL on B ock 1
46.19. 85. 74 I srael 147.237.77.216|dover. i df .l Unknown HTTP Request Method e, in URL sdch B ock 1
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