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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 253. 210. 238 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
31.168. 133. 226 | srael 147.237.77.216 dover.idf.il B ack List drop 3
79.182. 39. 56 | srael 147.237.72. 166 aka.idf.il B ack List dr op 3
129. 93. 229. 139 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

Target Address

Site

’Sgnature

51.255.207.26 |France 147.237.77. 216 |dover . i df . i{C1000074: HTTP. naj estic bot Per nit

195. 154. 255. 20 |France 147.237.77.74 [law i df.il| [C1000074: HTTP. najestic bot Per nit
] . . |34161: 1QWP. Conmuni cation with Destination Host is Administratively

199. 87. 254, 195 |Whited Sates [147.237.77.74 |lawidf.il Prohi bi ted (Qode 10) Bl ock

37.228.249. 211 |lrel and 147.237.77. 216 |dover . i df . i[24910: HITP. Python urllib User-Agent Header B ock

46.120.131.28 |[lIsrael 147.237.72. 166 |aka. i df . i | [13840: TLS penSSL Heartbeat Packet Bl ock
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
82.81.76.144 |147.237.77. 170l srael mearachot.idf.il  |Xenu Link Seuth User Agent 2
79.178.110. 40 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
201.38.68.132 [147.237.0.34 |Bazil tikshuv.iof.il ET SCAN NVAP -sS w ndow 1024 1
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 66. 240 [147.237.72.166 |Whited Sates  [akaidf.il ) . - 1
deni al of service attenpt
116. 12. 175. 233 |147. 237. 77. 235 |S ngapore svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
46.116.0. 11 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 64. 87. 170 [147.237.77. 170 |I srael naarachot.idf.il  |ET SCAN NVAP -sA (2) 1
45.79.103.178 [147.237.0.34 [thited Sates  |tikshuv.idf.il VEB- M SC Chunked- Encodi ng transfer attenpt 1
109. 60. 153. 178 [147. 237. 77. 121 E;Z:::f‘ion e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.144. 74 147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 39 gz:::tnion nobi | e. nei tav. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
85.64.255. 23 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP O stributed Portscan 1
82.166.27.78  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.20. 7 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
212.235. 98. 139 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.39.17  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 170. 179. 39 [147. 237. 77. 216 |Col onbi a dover.idf.il Fotential Scan or Brute Foroe 1
62.219. 117. 116 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
116. 12. 175. 233 |147. 237. 77. 235 |S ngapore svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
46.19.86.204 |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 |147. 237. 77. 121 RR;Z:::SO” e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.168. 133. 226 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 44 ?;Z:::ﬂon erefuahidi.il  [ET SCAN NVAP -sS wi ndow 1024 1
2.53.5.240 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 172. 253. 186 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 4. 102 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack noni t or 665
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 242
212.143.91. 229 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
212.117. 140. 170|lI srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 48
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 47
82.81.129. 126 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 24
212.199.16. 171 |Israel 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SN drop 23
82.81.129.126 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 12
82.81.129. 126 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
62.90.143.156 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdﬁr::;m;t wWth different moni tor |11
109. 253. 159. 46 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 11
82.81.129.126 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni t or 10
198. 50. 167. 175 |Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
37.26. 149. 148 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 125 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert
46.19.85.184  |israel 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 9
Ret r ansmi ssi on Packet dr opped.
62. 90. 3. 102 I'srael 147.237.77. 243 |robi L e. i f .i | Streamng Engi ne: TCP Inval id invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
198. 50. 167. 175 |Canada 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
198. 50. 167. 175 |Canada 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
198. 50. 167. 175 |Canada 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
198. 50. 167. 175 |Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
198. 50. 167. 175 |Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
37.142.239. 251 |lsrael 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
109. 253. 158. 231 |l srael 147.237.0.19 nadi matal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.29.210. 131 |Israel 147.237.72.166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
198. 50. 167. 175 |Canada 147.237. 77. 170 |n@ar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
46.19. 85. 125 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 8
193. 106. 52. 37 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
198. 50. 167. 175 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
109. 253. 158. 231 |l srael 147.237.0.19 nadi matal .idf.il Bad TCP sequence Invalid ACK nunber alert 7
198.50. 167. 175 |Canada 147.237.77. 226 "f"l"”ha”atz' aka.-Tdf 1oyN At t ack SYN -> SYN-ACK -> Tineout  [monitor |7
198. 50. 167. 175 |Canada 147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
31.168.143.30 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
198. 50. 167. 175 |Canada 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
198. 50. 167. 175 |Canada 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
198. 50. 167. 175 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
198. 50. 167. 175 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
198. 50. 167. 175 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
212.199.16. 171 |lsrael 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
198. 50. 167. 175 |Canada 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
212.199.16.171 |israel 147.237.76.31 |nakchal .idf i Bad TCP sequence ;ﬁ?ﬁﬁ;ﬁ;g& ;“ th monitor |6
212.29.210. 131 |Israel 147.237.72.166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST aert 6
198. 50. 167. 175 |Canada 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
212.143.174. 37 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
198. 50. 167. 175 |Canada 147.237.72. 167 |i shurimaka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
2.53.153. 3 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansn ssi on Packet dr opped.
2.53.4.13 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 182 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
77.139.228.134 |Fance 147.237. 77. 216 |dover.idf.il Bad TCP sequence noni t or 5
198. 50. 167. 175 |Canada 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 158. 231 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 178
46.19. 86. 132 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 104
80. 246. 139. 215 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 57
185. 32.179. 188 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 16
46.19. 86. 133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 15
2.55. 155. 197 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 10
80.246.136.71 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
185.32.179. 2 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
2.53.159. 221 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
37.26.146.170 [Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
2.55.19. 202 I srael 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Qpen Mde None 2
2.53.9.52 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. ht m B ock 1
212.143.174. 37 |lsrael 147.237.77.216|dover. i df .i | Paraneter Type Mol ation aspxerrorpath in vwwidf.il/error. htm B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.47.0 France 147.237.72. 166 [aka. i df . i | vown aka. i df .|/ nai v kapat 2/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.66. 176 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ chi nuch/ nevs/ def aul t . asp B ock 1
176. 13. 236. 254 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
. . Unknown HTTP Request Method : in URL
46.19.85.150  |Israel 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1115- he/ nakhal . asp Bl ock 1
84.109. 160. 151 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v tikshuv.idf.il./favicon.ico B ock 1
77.139.65.137 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/nain/ kapat z/ B ock 1
2.53. 155. 86 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.41 |lhited Sates |147.237.76.31 |nakchal .idf.il vw nakhal i df i 1/ 1117- he/ nakhal . asp Bl ock 1
Lhited . . D stributed Unaut hori zed Method for Known URL on
194.9.252.237 | . ngdom 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ rai v sachar/vi ewpays! i p. aspx B ock 1
. . Unaut hori zed URL Access to
94.188.139. 68 I srael 147.237.77. 216 [dover . i df . i | vy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/ Bl ock !
46.19. 86. 182 I srael 147.237.77.234|hal ag. i df . i | Uhknown HTTP Request Method lyx in URL B ock
80. 246. 140. 180 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
2.53. 54, 241 I srael 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock 1
. . D stributed Lhaut hori zed URL Access on
77.138.155. 132 |France 147.237.72. 156 |anan. i df . i | e aman. i o i1/ avi con. i co B ock 1
. . Unaut hori zed URL Access to
66.249.66. 177 |l srael 147.237.77. 216 |dover . i df . il v i df . i 1/ 1283- 14650- en dover . aspx_1 Bl ock 1
185. 27. 106. 238 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 184 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
84.109. 179. 4 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i/ main/ B ock 1
79.177.98.130 [Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
104.9. 252 237 |Uted 147.237.72. 166 |aka. i df . i | Whaut hori zed Method PCST for . B ock 1
Ki ngdom v aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
] . . Unaut hori zed URL Access to
68.180.229.190 |Wnited Sates |147.237.77.216|dover.idf.il Wi df . i 1/ engl i ShY nevs/ gr apheat . st ) Bl ock 1
54.150.201. 133 [Wnited Sates [147.237.72. 166 |aka.idf. il Distributed thauthorized Mthod for Known LRL on Bl ock 1
v aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
31.168.109.82 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
82. 80. 60. 53 I srael 147.237.72. 156 |anan. i df . i | thaut hori zed UL Access to B ock 1
wan anan. i df.il/https:/ww aman.idf.il/
2.53.57. 190 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il./ B ock 1
. . D stributed Lhaut hori zed URL Access on
77.138.205.39 |Fance 147.237.72. 156 |anan. i df . i | e aman. i o i1/ avi con. i co B ock 1
. . Untraceabl e SS. Sessions: Protocol violation
66. 249. 66.240 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
84.111.241.194 [israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1
www. ch z.aka.i i
79.180. 130. 214 |Israel 147. 237, 77. 226 | W Chanat z. aka d'|thaut hori zed LR. Access to B ock 1
foil waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
2.53.161. 180 I srael 147.237.77. 216 |dover.i df .i | Wnt raceabl e SSL Sessi ons: (pen Mbde None 1
212.25.84.200 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .i|/mai n/ sachar/undefined |B ock 1
69. 120. 1. 67 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for v aka. i df.il/brothers/gall ery/ Bl ock 1
. . Unaut hori zed Met hod PCBT for
141. 0. 14. 211 Eur ope 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ nai v har edi i gener al . aspx Bl ock 1
66.102.9.5 Lhited Sates |147.237.72.166|aka.idf.il Distributed thauthorized Method for Known LRL on B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. - Unaut hori zed URL Access to
84.108. 86. 57 I sr ael 147.237.77. 176 [nat pash. i df . i | vow cogat i i1/t enpl at es/ nevs/ news. i n. aspx Bl ock 1
2.53.57.190 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.138.243.23  |France 147. 237.72. 156 |anan. i df . i | Distributed thaut hori zed LR Access on B ock 1
W anan. i df.il/favicon.ico
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