09-11-2016-15:04:02 to 09-11-2016-16:04:02

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
/

Top Tar get

M navy.idf.il

M aka. idf.il

M nadi matal .idf.il

W dover.idf.il

W refuah.idf.il

W anan.idf.il

[ ishurimaka.idf.i

M tikshuv.idf.il
nobi | e.i df.il

M halag.idf.il

Nunber
(6]
At acks

5.0 44 154
109. 253. 200. 206
I 147. 236. 238. 85
62.0.197.85
Il 109. 253. 159. 46
W 23.94.253. 20
I 109. 253. 206. 69
Il 37. 26. 146. 220
87.70. 25. 144
M 46. 116. 19. 100

Top Attackers




09-11-2016-15:04:02 to 09-11-2016-16:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 70
2.53.24.23 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
80. 246. 130. 210 | srael 147.237. 76. 42 refuah.idf.il network flood | Pv4 TCP- SYN drop 5
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
88. 53. 109. 186 Italy 147.237. 8. 24 elifestyle.idf.iflJLMPurple Con Limt Htp drop 2
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sntzerl and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

91. 201. 236. 158 147.237.0. 15 kr ai ne kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 250. 166. 240 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
79. 183. 55. 57 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 169. 70. 109 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link S euth Wser Agent 1
159. 122. 159. 28 147.237.72. 166 Lhited Sates aka.idf il portscan: TP D stributed Portscan 1
46. 19. 86. 109 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
104. 128. 144. 131 147.237.72. 166 Canada aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 30 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
94.102.52. 71 147.237.77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.52. 71 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237.0. 15 kr ai ne kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
91. 201. 236. 158 147.237.0. 15 krai ne kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
216. 81. 230. 167 147.237. 0. 33 Wited Sates idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 76 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
212.199. 185. 250 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 178. 247. 37 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147. 237. 76. 198 Uhi ted Ki ngdom e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 22. 126 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 226. 40. 40 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
46. 19. 85. 85 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
94.102.52. 71 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.102. 195. 41 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
94.102.52. 71 147.237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.52. 71 147.237.76. 31 Net her | ands nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack monitor 338
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |259
62. 0. 197. 85 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 66
147. 236. 238. 85 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |61
147.236.238.85 |lIsrael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 57
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |48
87.70.25.144 [ srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different | onor |34
w ndow scal e
46.116.19. 100 |Israel 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 29
212.143.79. 186 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
. . SWretransmit wth different .
79.177.158.192 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 20
82.145.221.92 |Europe 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |19
109. 253. 159. 46 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 18
109. 253. 159. 46 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [alert 16
109. 253. 159. 46 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |14
109. 253. 159. 46 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINFACK retransmit W th moni tor (14
different w ndow scal e
195. 60. 235.57  |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST nonitor |13
134.191. 232. 92 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.19. 85. 10 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |11
o SYN+ACK retransmt wth .
2.55.133.12 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal e nonitor |10
212.199. 154. 194|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 10
S reamng BEngi ne: TCP i i ssi
80. 246. 139. 131 |israel 147.237. 72. 167 |i shuri maka i df .| mng tngihe- 1 Invalid segment retransmssion. |, 9
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Inval i d segnent retransnission
93.190. 152. 160 |Eur ope 147.237.72. 166 |aka. i df . i | ) - " |dro 8
P Invalid Retransnission Packet dr opped. P
194. 90. 147. 229 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 222 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
S reaming Engi ne: TCP i issi
46. 19. 86. 45 I'srael 147.237.76.42 |refuah.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
2.54.196. 3 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 6
S reamng Engi ne: TCP i i ssi
109. 253. 150. 63 |I srael 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
82.80.193.240 [lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |5
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 86. 192 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
2.53. 60. 179 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 85. 85 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber aert 5
2.54.196. 3 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
185. 21. 120. 49 ga:lcisgi':éa” Territony s 47 237.77. 216 |dover. i df .1 drop First packet isn't SN dr op 4
2.53.175.189 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 86. 45 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
197. 38.192. 103 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
. . SYNtAXK retransmt with .
109. 253. 141. 131|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 4
s SYN+ACXK retransmt with .
46. 19. 85. 147 I srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence di fferent vi ndow scal nonitor |3
46.19.86.140  |Israel 147.237.77. 226 |} " chanatz. aka. 1df 1pad TCP sequence Inval i d ACK number moni tor (3
118. 173. 248. 240|Thai | and 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
23. 94. 253. 20 Lhited Sates 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |3
84.229.51.228 |lIsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST mnitor |3
46. 19. 86. 96 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 3
23. 94. 253. 20 Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |3
141.8.132. 78 Russi an Federation |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |3




09-11-2016-15:04:02 to 09-11-2016-16:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 200. 206! srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 165
37.26.146.220 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
109. 253. 206. 69 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
176. 13. 246. 143 |Israel 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 26
119. 128. 122. 132|Chi na 147.237.77.216|dover . i df . i Ml tiple Unhauthorized URL Access from 119.128. 122. 132 B ock 18
2.55.169. 77 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
2.53.159. 221 I srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 16
176. 13.227. 124 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
119. 128. 122. 132|Chi na 147.237.77.216|dover.idf .l PHP Att enpt B ock 6
185.32.176.40 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 5
81. 218. 60. 42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 45 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
197.38.192. 103 |Egypt 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df.il/894-ar B ock 2
46.19. 86. 12 I srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
167. 220. 196. 184 LK!iﬂr:gegom 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishurim B ock 2
81.218.46.131 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/main/scripts/css3pie. htc B ock 2
109. 253. 128. 67 |l srael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
118. 173. 248. 240|Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
62. 90. 143. 156 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
91.199.69.254 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
2.55.133. 12 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185.32.176.81 |Israel 147.237.77.216|dover. i df . il Ut raceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par anet er
2.53.31.197 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $enai | Updat e$t xt Emai | i n None 1
w aka. i df . i |/ mai n/ gi yus/ f aq. aspx
139.162. 13. 205 |Sngapore  |147.237.76. 200 |ei tan. aka. i df . i | %{“ﬁﬁ&%‘fﬂf& - Protocol violation None 1
77.138.236.17 |France 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Cpen Mde None 1
109. 253. 150. 63 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
66.249.66.177 |lIsrael 147.237.77. 216 |dover.i df.i |l Lhaut hori zed URL Access to wawn i df.il/newsite/english/nain. asp Bl ock 1
46. 19. 85. 26 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc |B ock 1
213.151.55.15 [Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
87.70. 40. 84 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.62.8 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
80.179.118.96 I srael 147.237.77. 234 |hal ag. i df . i | iét ;'33‘“7‘;(1zﬁi?ggzsfiiaﬂa/ﬁffsg l‘_”;i . Bl ock 1
77.127.6.226 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: CQpen Mde None
109. 65. 69. 101 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock
66.102. 9. 8 Wited Sates [147.237.72. 166 |aka. i df . i Dstrbuted Lrautori zed dﬁ;ﬂ?g_;’gxmo‘m R on Bl ock 1
82.102. 169. 113 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
194. 114. 146. 227 |l srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df.il/inages/ 1. he/ bot t oncap. gi f B ock 1
2.53.31. 197 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 254 |Uhited Sates |147.237.72.166|aka. i df .il Unknown Paraneter tmin v aka. i df.il/main/giyus/ None 1
77.139.119.56  |France 147.237.72. 166 |aka. i df . i | m”;grii dzf‘f?l '/\ﬁ;]hﬁ/dgiﬁifn‘zgr i on, aspx Bl ock 1
66. 249. 66. 180 I srael 147.237.72. 166 |aka. i df . i | ﬂ?’;g‘;r.ifze.dlég‘gxﬁ:ffotrz ol sl show or um asp B ock 1
217.194.206.30 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
88.53.109.186 |[Italy 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237.76. 86/ manager / ht m Bl ock 1
80. 246.137.5 | srael 147.237.72.166|aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
2.53.137. 243 I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mode None 1
77.138.35.66  |France 147.237.72. 166 |aka. i df . i | (SZ‘SS[ égc\liib/lu(ipﬁng:c# &;DZT‘XﬁigiﬂgE; on None 1
109. 66. 177. 179 |l srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gif  |B ock
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock
84.109. 38. 47 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock
31.154.4.18 | srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed LR. Access on Bl ock 1

wan i df . i | /i mages/ 1. he/ bot t ontap. gi f
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