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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
8. 37.225.189 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con_Htp drop 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 41 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Sai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

At t acker

At t acker

Gountry

’Tar get Address

Site

’Sgnature

(Code 10)

54.174.104. 157 |Whited Sates |147.237.77. 74|l aw i df . i 1[24910: HITP. Python urllib User-Agent Header B ock 10
54.197.163.83 |[Wited Sates |147.237.77.74|l aw i df . i1[24910: HITP. Python urllib User-Agent Header B ock 10
54.164.58.213 |lLhited Sates [147.237.77. 74|l aw i df . i 1[24910: HITP. Python urllib User-Agent Header B ock
188.40.95.70  |Ger many 147.237.76. 86 [navy. i df . i{C1000074: HITP: naj estic bot Per it
199. 87. 254. 195 |United Sates 147.237.77.74|awidf.i|3416l: | QWP. Gormmuni cation with Destination Host is Adnministratively Prohibited B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature \Count |
79.177.190. 1 147.237.76. 86 I srael navy. i df .il ET SCAN NVAP -sA (2) 6
116. 12. 175. 233 147.237.0. 16 S ngapor e ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
46.117. 183. 148 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 132. 24 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 16. 77 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
106. 120. 209. 154  |147.237.77.179 [China e.nazi.idf.il ET SCAN NVAP -f -sS 1
94.102.52. 71 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 81.38. 96 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 183 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
185. 120. 126. 24 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
67.211.219. 120 147.237.76.201 |Wnited Sates e.atal.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 129. 15 147.237.76.200 |Wited Kingdom |eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.0. 35 hi na akavs. i df . i | ET SCAN Potential SSH Scan 1
109. 253. 201. 175  |147.237.72.166 [Israel aka idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 88 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
106. 120. 209. 154  |147.237.77.179 [China e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
2.53. 61. 224 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
94.102.52. 71 147.237.76.197  |Netherl ands e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 81.193. 82 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 126. 222 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 44. 42 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
212.179. 21. 194 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.138.208. 77 147.237.72.166 |France aka.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 147.237.77.212 |Wited Kingdom |e dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
62. 90. 218. 34 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country Target Address |Ste Signature Action ‘Count
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At tack monitor (286
8.37.225. 189 Lhited Sates |147. 237. 77. 216 |dover.idf.il drop First packet isn't SN drop 176
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 152
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 137
107. 167. 103. 136|hited Sates [147. 237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor (83
80.178.20.116 | srael 147.237.76. 200 |ei tan. aka. i of .i Streaning Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 39
Ret r ansni ssi on Packet dropped.
77.124.41. 235 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 36
31.154.33.190 [Israel 147.237.77. 233 |atal .i df i1 Bad TCP sequence mdroitvrsa:aslnlt wth different moni tor |32
46.19.85. 3 I'srael 147. 237. 72. 167 |i shuri maka. i df . i Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 24
Ret ransm ssi on Packet dropped.
23.94. 253. 20 Wited Sates |147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 18
23.94. 253. 20 Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 17
23.94. 253. 20 Wited Sates |147. 237. 77. 235 |sviva i df .il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 17
23.94. 253. 20 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 17
23.94. 253. 20 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
46.19.85.7 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 16
23.94. 253. 20 Lhited Sates |147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 16
23.94. 253. 20 Lhited Sates |147. 237.76. 31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 16
23.94.253.20  |Wited Sates |147. 237. 77. 226 ;AMWCha"atz' aka.tdf-T o\ At ack SYN -> SYN-ACK -> Timeout  |monitor |16
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 16
23.94. 253. 20 Lhited Sates |147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
23.94.253. 20 Lhited Sates |147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
23.94. 253. 20 Lhited Sates |147. 237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 15
23.94. 253. 20 Lhited Sates |147. 237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
23.94. 253. 20 Lhited Sates |147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
23.94. 253. 20 Lhited Sates |147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
23.94. 253. 20 Lhited Sates |147. 237. 72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
23.94.253.20  [tnited States [147.237.0.17 [V kosher-kravi.id |qyn At t ack SYN -> SYN-ACK -> Timeout  |monitor  [15
23.94. 253. 20 Lhited Sates [147.237. 77. 234 |hal ag.i df i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94. 253. 20 Lhited Sates |147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
46. 19. 86. 109 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
23.94. 253. 20 Wited Sates |147. 237. 77. 233 |atal .idf il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94. 253. 20 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 13
185.32.179.83 [l srael 147. 237.72. 166 |aka. i df . i1 Bad TCP sequence ;ﬂ?ﬁ;j\;;ggz'&lfth monitor  [13
23.94. 253. 20 Lhited Sates |147. 237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
23.94. 253. 20 Lhited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
185.32.179.83  |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber noni t or 11
46. 19. 86. 109 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 11
185.32.179.83 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
46.19.85.131  |Israel 147.237.77. 216 |dover. i df .1 Streaning Engi ne: TCP Inval id Jinvalid segnent retransnission drop 11
Ret ransm ssi on Packet dropped.
185.32.179.83 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber monitor (11
2.53.186. 116 I srael 147.237.72. 167 |i shuri maka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 131 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 10
46. 19. 85. 197 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor (9
46.19. 86. 171 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
46.19. 85. 197 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid AGK nunber alert 8
185.32.179.83 |Israel 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
91.135.102. 171 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |8
62.0.207.1 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
82.212.86. 18 Jor dan 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber nmoni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 244. 113|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 180
2.53.22. 241 I srael 147.237.77. 170 |n@ar achot . i df . i | |Mitiple Unauthorized URL Access from2.53.22. 241 B ock 19
46.19. 86. 135 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
89. 139. 122. 192 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 8
2.53.59. 98 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
212.143. 137. 134/l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 6
46. 19. 86. 198 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 3
77.126.71.206 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.126. 71. 206 B ock 3
2.53.11. 215 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212. 143. 137. 134|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/sip storage/files/ 0/ Bl ock 3
46.19.85.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.246.136.51 |[Israel 147.237.72. 156 [anan. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
37.142.69.17  |israel 147.237.72. 166 |aka. i df . i | mu;: A d??idl /'\'::;jhn(;‘; (;33 gfh;z: cati onser vi ce. as get aut huser B ock 2
31.154.47.194 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176. 13. 236. 240 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.208 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
159. 122.159. 28 |Uhited Sates |147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/nsxm2 xmhttp.3.0 B ock 1
46.19. 85. 111 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
87.71.50. 108 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/consol e/ core/ doc_ngr/nul | |B ock 1
31.154.33.190 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
212.179.44.27 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U Bl ock 1
79.177.50.146 I srael 147.237.76.42 [refuah.idf.il  [J5 0 e b fori zed ﬁaﬁcgisp‘:‘( on Bl ock 1
185. 32.179. 153 |l srael 147.237.72.167|i shuri maka. i df . i|Untraceabl e SS_ Sessi ons: (pen Mvde None 1
66.102.9.5 lited Sates |147.237.72.166 |aka. i df i m;:(:.“it;q iﬁt}a;ihn(;uozrs dg;ﬂ??.;g;xmom UL on B ock 1
144.76.236. 183 |Ger many 147.237.72. 166 |aka. i df . i | m”atkr:i”dfzﬁ? /'i\'fmor?ﬂa'fpfg;grayonesd dier. asp B ock 1
80. 246. 136. 103 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53.152. 137 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.126.71.206 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ sachar B ock 1
176.13. 2. 170 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
46.19. 86. 13 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|Mal forned URL B ock 1
213.57.153.234 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/ sachar/ mai n. aspx B ock 1
79.178.50.201 |israel 147.237.77. 216 |dover . i df . i | muit:f?ziﬁfznpﬁ éacs/ieesni)l ;toecon“ol o gereri f B ock 1
66. 102. 9. 30 lhited Sates [147.237.72.166|aka. i df il m;li(:ﬂt;d_ iwa#;ihnc;rgozni(; d';f;ﬂ??_;g;xmo"‘" R on Bl ock 1
207.46.13.104 |lhited Sates |[147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.il/main/smalinmsnal i maspx [B ock 1
159. 122.159. 28 |Uhited Sates |147.237.72.166 |aka.idf .l Ml tipl e Unaut horized URL Access from 159. 122, 159. 28 B ock 1
80. 246. 136. 135 |l srael 147.237.77.216 |dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53.174.12 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
77.138.121. 222 |France 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed URL Access on v anan. i df.il/favicon.ico B ock 1
212.150. 178. 10 |israel 147.237.72. 166 |aka. i df . i | mn;?i ?rﬁfﬁbgﬁﬂﬁfmm in None 1
176. 13. 230. 228 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 86. 13 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|uhknown HTTP Request Method ynj2u in URL B ock 1
37.26.149.156 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
95. 86. 111. 66 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
2.53.35. 16 I srael 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
79. 180. 145. 218 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64.220 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_st orage/ fi | es/ 4/ 444. doc [B ock 1
207.46.13.113 |Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1137- he/ dover B ock 1
46.19.85.3 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df . i1/ mai n/ sachar/ undefi ned Bl ock 1
150.122.159. 28 |Uhited Sates [147.237.72.166|aka. i df . il mugsgr:éfdl Iﬁafffgef;ust/omx 2 Xk i . 3.0 Bl ock 1
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