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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 10
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

At t acker

At t acker
Country

Target Address

Site

’Sgnature

149. 202. 49. 56 |France 147.237.77. 216 |dover . i df . i{C1000074: HTTP. naj estic bot Per nit 154
199.58.86.206 [lLiited Sates [147.237.72.166|aka.idf.il |Cl000074: HITP. najestic bot Per nit 2

] . . |34161: 1QWP. Conmuni cation with Destination Host is Administratively
199. 87. 254, 195 |Whited Sates [147.237.77.74 |lawidf.il Prohi bi ted (Qode 10) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
91.201.236.155  |147.237.76.31  |lkraine nakchal . i df .i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
81.218.149.131  |147.237.72.166 [Israel aka. idf.il portscan: TCP O stributed Portscan 1
195. 189. 193. 1 147.237.77.216 |Israel dover . idf.il portscan: TCP DO stributed Portscan 1
77.125.38.9 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
185. 24. 207. 97 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
46.120.122.219  |147.237.76.200 |israel eitan aka.idf.il Xenu Link Seuth User Agent 1
163.172. 129. 15 147.237.77.178 |Wnited Ki ngdom e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 62 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 147.237.72.166 |United Ki ngdom aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
128.199.54.170  |147.237.77.216 |Netherlands dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
116. 12. 175. 233 147.237. 8. 46 S ngapor e e.chinuch.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 155 147.237.76.31  |Wkraine nakchal . i df. il ET SCAN NVAP -sS w ndow 1024 1
84.94. 159. 34 147.237.77.216 [Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
211.228. 55. 134 147.237.0. 19 Korea, Republic of  |[nadimatal.idf.il ET SCAN Potential SSH Scan 1
77.125.81. 117 147.237.77.216 |Israel dover . idf il portscan: TCP DO stributed Portscan 1
192.118. 68. 5 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
62.219.194.190  |147.237.77.216 |[israel dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 147.237.77.226 |United Ki ngdom vwwy chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 59 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
163.172.129.15  [147.237.77.176 |United Ki ngdom nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
37.26.147. 223 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
156. 204. 212. 202 |147.237.77.216 |Egypt dover.idf.il portscan: TCP Distributed Portscan 1
116. 12. 175. 233 147.237.8. 46 S ngapor e e.chinuch.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102. 48. 195 147.237.77.19  |Netherl ands | aw forumi df il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address Signature Action ‘Count
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Att ack nonitor  [401
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 335
103. 220. 215. 107 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 52
5.9.44.154 Cer many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 44
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
62.0.197.85 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 28
107.167. 112. 126|lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 22
62. 0. 197. 85 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 22
74.91.23.166  |United Sates |147. 237. 72. 166 |aka. i df .i | Bad TCP sequence SN retranemt with dfferent  oonitor 21
217.194. 206. 30 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
5.102.195.102 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |16
46.19.86.125  |[israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence ;ﬂ?ﬁ;j\;;ggz'&lfth monitor |14
46. 19. 86. 38 | srael 147.237.72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 13
46. 19. 86. 38 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 13
62.0.203.1 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
176.13.19.222 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
79.180.95.134 | srael 147. 237. 72. 167 |i shuri maka. i f . Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dr opped.
80. 246. 137. 142 I srael 147.237. 72. 167 |i shuri maka. i of . i Bad TCP sequence jm}”e]ﬁtrﬁf;jﬁl;ﬁ”h monitor |8
2.53.143. 103 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 8
80. 246.139. 131 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬂ;‘:ﬁtrs\:;:ngfth moni tor |7
37.26. 147. 170 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout alert
80. 246. 139. 131 |l srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN- ACK -> Ti meout alert
2.53.173.151 [ srael 147.237.72. 166 |aka.i df i Bad TCP sequence jm}”e]ﬁtrﬁf;jﬁl;ﬁ”h moni tor 6
31.168.14.74 | srael 147.237.77. 216 |dover.idf.il SYN Attack noni t or 6
37. 26. 147. 133 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
149. 202. 223. 158 |France 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
62.0.205.1 | srael 147.237.0.19 |nadimatal .idf.il drop First packet isn't SN drop 6
37.26.147. 170 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
217.194.206. 30 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 6
149. 202. 223. 158 |Fance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 6
149. 202. 223. 158|F ance 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
80. 246. 137. 142 |l srael 147.237.72. 167 [i shurimaka. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
149. 202. 223. 158 |Fance 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 5
46.19.86.0 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
149. 202. 223. 158 |France 147.237.77.235|sviva. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
149. 202. 223. 158|Fance 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 160 | srael 147.237.0.34  |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 5
149. 202. 223. 158|France 147. 237.77. 226 ;”’WChamZ' aka. Tdf- 1 |oyN At t ack SYN -> SYN-ACK -> Tineout  |monitor |5
80. 246. 137. 142 |l srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval id ACK nunber noni t or
149. 202. 223. 158|Fance 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
149. 202. 223. 158|France 147.237.0.17  ["V kosher-kravi.Td o\ At t ack SYN -> SYN-ACK -> Timeout  |nonitor |5
46.19. 86. 153 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 125 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
80. 246. 137. 142 |l srael 147.237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN- ACK -> Ti meout alert 5
31.168.14. 74 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 0 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
79.179.189. 104 |lsrael 147.237.72. 167 |i shurimaka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 174 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
23.94.253. 20 Lhited Sates |147.237. 76. 86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
149. 202. 223. 158 |F ance 147.237.77. 176 |nat pash.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.19. 86. 191 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 309
2.53.44.8 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 145
176.13.243.5 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 97
46. 19. 86. 47 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
2.53.181. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
109. 253. 244. 113|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 37
185.32.179.54 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 29
77.127.22.57 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
37.26.149.167 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
85.130.216.49 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Gode Bl ock 12
109. 253. 205. 134/l srael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 10
176. 13. 244. 255 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
77.138.121.47 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from77.138. 121. 47 Bl ock

80. 246. 138. 254 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
89.139.222.0 | srael 147.237.72. 166 |aka. i df . i | m ;i(:“it d‘fiw?‘m‘f :loéii ;ues g“f,fe':(;]’_;;’;xm’“” R on B ock 3
176. 13. 225. 204 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
109. 253.147.5  |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 244. 140|1 sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139. 122. 192 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 2
212.179. 132. 202|i srael 147. 237. 76. 147 |chi nuch. aka. i df . i m;wﬁhgﬂ izuf Z?”I ffﬂoﬁtfnccess on Bl ock 2
109. 253. 139. 29 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
2.53.20. 243 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 24 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
85. 64. 168. 82 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13. 5. 33 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 2
176.13.243.5 I srael 147.237.0.19 |nmadimatal .idf.il|Untraceabl e SSL Sessions: (pen Mbde None 2
85.130.216.49 |lsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code Bl ock 2
109. 253. 128. 188! srael 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 2
37.142.236. 247 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
77.139.125.230 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for wwn aka. i df.il/ishurin B ock 1
2.53.175. 220 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
176. 13. 224. 110 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
109. 253. 229. 237|I srael 147.237.77.243|nobi l e.idf . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi mi yoman/ enl ar ge. asp |H ock 1
46.19. 86. 136 I srael 147.237.77.233|atal .idf.il Mal formed URL B ock 1
5.102.195.102 | srael 147.237.76.31 |nakchal .idf.il ﬂ?g;g?f;g?gl;“g‘pfgfsfjg;ﬁi | es/ 8 1666 doc Bl ock 1
74.91. 23. 166 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
144.76.16.162 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . i1/ mai n/ hone/ def aul t. aspx |B ock 1
62.219.236.74 [Israel 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mde None 1
109. 253. 194. 174]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
212.179.197.66 |l srael 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to wawidf.il/https: /waidf.il/ B ock 1
77.237.146.28 |Czech Republic |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to / B ock 1
109. 253. 241. 130]I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
66.249.66.176 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ yohal an/ nai n/ mai n. asp  |Bl ock 1
46. 19. 86. 136 | srael 147.237.77.233|atal .idf.il Unknown HTTP Request Method .6,en;g=0.4 in URL B ock 1
109. 253. 146. 14 |l srael 147.237.72. 156 [aman. i df . i | Mil tiple Lntraceabl e SSL Sessions from 109. 253. 146. 14 (Cpen Mbde)  |None 1
37.26.147.145 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
194. 72, 238. 241 Ei“ir]tgegom 147.237.77. 216 |dover . i df .i | Unaut hori zed Method HEAD for / B ock 1
66.102. 9. 26 Lhited Sates |[147.237.72.166|aka.idf .il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock

106. 184. 21. 127 |Japan 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
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