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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
87.71. 246. 93 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 7
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 4
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
165. 242. 90. 129 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker

At t acker
Country

Target Address

Site

’Sgnature

Pr ohi bi ted (Gode 10)

149. 202. 49. 56 |France 147.237.77. 216 |dover . i df . i{C1000074: HTTP. naj estic bot Per nit 54
149. 202. 49. 56 |France 147.237.77.74 [law i df.il| [C1000074: HTTP. najestic bot Per nit
198.20.69. 74 |Wnited Sates |[147.237.76.177|ncore. i df . i]13840: TLS (penSSL Heartbeat Packet B ock
199 87. 254. 195 |Uni ted Sates 147.237.77.74 |lawidf.il 34161: | QWP Cormuni cation with Destination Host is Administratively B ock 1




09-11-2016-12:04:02 to 09-11-2016-13:04:02

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
66.249.64.14  |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 35
185. 110. 132. 201(147. 237.8.45  |tkrai ne e.eitanidf.il ET SCAN Potential SSH Scan 1
31.154. 81. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237.8. 24  |krai ne elifestyle.idf.il ET SCAN Potential SSH Scan 1
2.55.133. 236 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
185. 110. 132. 201|147.237.0. 16  |krai ne ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
176.13.19. 137  [147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
199.203.119.5 |147.237.77.216|Israel dover . idf.il portscan: TCQP D stributed Portscan 1
109. 253. 195. 144|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195.189.193.1 [147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
80. 246. 137. 198 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 235 |krai ne sviva.idf.il ET SCAN Potential SSH Scan 1
79.182.92.240 |147.237.72.166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 8. 46  |krai ne e. chinuch. i df .i | ET SCAN Potential SSH Scan 1
37.46.41. 108 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201(147. 237.8.28  |lkraine e. nobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
31.154.19.210 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201(147. 237.0.34  |krai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.53.133.29 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
18593 185. 10 |147. 237 77. 212 | ai ne o dover i df il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 203. 195. 121|147. 237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
163. 172. 169. 150(147. 237. 8. 14 LK?i;gegom e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.76. 177 |Uhited Sates |ncore.idf.il ET DRCP Dshi el d B ock Listed Source 1
84.229.67.9 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
192. 116. 202. 145|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 192 |147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 216 |krai ne dover . idf.il ET SCAN Potential SSH Scan 1
66.249. 85. 150 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201(147. 237. 76. 39 |krai ne nobi le.mei tav.idf.il |[ET SCAN Potential SSH Scan 1
1

46. 19. 86. 228 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Gountry |Target Address Signature Acti on ‘Count
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |542
5.9.44. 154 Ger many 147.237.76.86 |navy.idf.il SYN Att ack noni t or 514
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |50
2.55.148. 105 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 38
Pal esti ni an s -
46. 43. 110. 49 Terri tory, Qreupi ed 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 29
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
212.235.98.139 |[Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 24
46. 19. 85. 123 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |16
46.19.85.207  |[israel 147.237.77. 226 [ chanatz. aka.1df- |ga4 TOP sequence Invalid ACK nunber moni tor |15
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
2.55.148. 105 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 13
81.218.114. 170 |[Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
St reaning Engi ne: TCP i i ssi
176.13.12.240 |Israel 147. 237.72. 167 |i shuri maka. i f . i mng tngihe. Invalid segnent retransmssion. |, . 12
Inval i d Retransnission Packet dropped.
46. 19. 85. 149 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
37.26.148.218 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [monitor |11
62.0.213.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
62.0.222.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.55. 148. 105 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46.19. 86. 13 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
2. 55. 148. 105 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert
S reani ng Engi ne: TCP ' i ssi
109. 253. 140, 1551 sr ael 147.237.72. 167 |i shuri maka. i df . i mng gl ne. 7 Invalid segnent retransmssion. | . 9
Inval i d Retransm ssion Packet dropped.
46.19. 85. 123 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 149 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
o SYN+ACXK retransnmit wth .
87.70.30. 99 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence different vindow scal & nonitor |8
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
e SYNtACXK retransmt wth .
2.53.7.238 I srael 147. 237. 72. 156 |anan.i df . i Bad TCP sequence g fferent vi ndow scal e nonitor |8
46.19.85.207  |israel 147.237.77. 226 [ chanatz. aka. 1df. 1Ay TCP sequence Inval i d ACK nunber alert 8
R SYNtACXK retransmt wth .
46.19. 86. 13 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence g fferent vi ndow scal e nonitor |8
87.70.30.99 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor
81.218.114.170 |lsrael 147.237. 72. 167 |i shurimaka.i df . il drop First packet isn't SYN drop
2.53.7.238 | srael 147.237.72. 156 |anan.idf .il drop Frst packet isn't SYN drop
2.55.148.105 |l srael 147.237.76.42 |refuah.id.il Bad TCP sequence SYNRACK retransmt with moni tor |6
di fferent w ndow scal e
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
62.0.222.1 | srael 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 6
62. 0. 203. 129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6
62.0.237.1 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
. ) SYNtAXK retransmit with .
2.55.148. 105 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
176. 13. 245. 251 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5
37.26. 148. 218 | srael 147.237. 72. 166 |aka. i df .i dr op Frst packet isn't SN drop 5
2.55. 148. 105 I 'srael 147.237.77. 216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |5
62.0.212. 225 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
62.0.247. 1 I srael 147.237.0.17 ][nlnly kosher-kravi.id |4 o First packet ism't SWN drop 4
46. 19. 85. 236 I srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 4
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
2. 55. 148. 105 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
62.219.137.5 I 'srael 147.237.72. 166 |aka.i df . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
2.55.133. 12 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNFACK retransmt W th moni tor (4
di fferent w ndow scal e
89.138.112. 171 [lIsrael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |3
82.80.196.44  [Israel 147. 237.72. 166 [aka. i o . | Bad TCP sequence SYNACK retransmt with moni tor |3

di fferent w ndow scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
46.19.85.9 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 216
2.53.59. 98 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 53
80. 246. 136. 103 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 13
83. 130. 239. 165 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code Bl ock 9
192.115.252.2  |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 9
194. 114. 146. 227 |l sr ael 147.237.77. 216 |dover . i df . i | Ml ti pl e Unhaut hori zed URL Access from 194. 114. 146. 227 B ock 6
62.0.58. 114 I srael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 6
192.115.252.2 |lIsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from192.115. 252. 2 B ock 6
] . . D stributed Waut horized Met hod for Known URL on
216. 35.195. 247 |United Sates 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v/ gj yus/ general . aspx Bl ock 6
2.53.44.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
. . Unaut hori zed Met hod HEAD f or
188. 120. 154. 183|I srael 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx Bl ock 4
37.26.146.138 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
31.154.19.5 I srael 147.237.77. 216 |dover.i df . i | Mil ti pl e Wnaut hori zed URL Access from 31.154.19.5 B ock 3
176.13.1. 70 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
31.154.81.5 I srael 147.237.76. 147 |chi nuch. aka. i df .i| |Unhauthorized URL Access to wawn chi nuch. aka.idf.il/404.htm  |B ock 3
2.55.133. 12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 3
2.53. 186. 50 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
Unhaut hori zed Met hod CPTI ONS for
77.125. 66. 23 I srael 147.237.72. 166 |aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut hus |Bl ock 2
er
192.116.232.69 |Israel 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed UR. Access from 192.116. 232. 69 B ock
77.138. 115. 145 |France 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod PCST for wwwu aka. i df.il/ml uind B ock
176. 13. 13. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
. . Mul tiple Whaut horized Method for Known URL from
87.69.168.139 |l srael 147.237.72. 166 |aka. i df . i | 87 69. 168, 139 Bl ock 2
192.115.252.2 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
46.116.61.198 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
176.13. 13. 86 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87.69.168.139 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwwv aka. i df . il /nmai n/ sachar/ B ock 1
24.77.80. 79 Canada 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _Lhaut_horl zed Method for Known URL on 8 ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Mil tipl e Lhtraceabl e SS. Sessi ons from79. 180. 98. 197 (Prot ocol
79.180.98.197 [Israel 147.237.77.216|dover.i df .i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
2.53.139. 141 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
185.32.176.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Uhaut hori zed URL Access to
66.249. 64.220  |Israel 147.237.77.74 (lawidf.il 147, 237. 7. 741 913- 4400- he/ pat zar . aspx Bl ock 1
109. 253.139. 29 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
- kosher - kravi . i df i
40.77.167.17  |uwiited Sates 147.237.0.16 |V Wnauit hori zed URL Access to B ock 1
il vy ny- kosher -kravi . i df .il/robots. txt
Pal esti ni an . . . .
213. 6. 45. 54 . - [147.237.77. 176 |nat pash. i df . i | Ml tipl e Uhauthorized URL Access from 213.6.45. 54 B ock 1
Territory, Gecupied
. . Uhaut hori zed URL Access to
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . il 147, 237. 77. 216/ 1133- 20387- he/ dover . aspx Bl ock 1
2.53.58.236 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
192.115.252.2  |Israel 147.237.76.31 |nakchal .idf.il vw nakhal i of i 1/5i p, storagel il es/ 2/ B ock 1
176. 13. 235. 104 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
89.139. 99. 9 I srael 147.237.77.234|hal ag. i df . il 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . O stributed Uhaut hori zed URL Access on
2.53.155.100  [Israel 147.237.77.233(atal .idf.il 147, 237, 77. 233/ 1501- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
212.150.1.163  |Israel 147.237.77.233|atal . i df .il 147, 237. 7. 233/ 1501- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 228 |Israel 147.237.77.74 |lawidf.il 147.237. 77. 741 i p storagel f11 es/ 2/ 302, pdf Bl ock 1
] . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | ww aka. i df . i 1/br ot her s/ ski ral def aul t. asp B ock !
2.55. 45, 216 I srael 147.237.77. 216 |dover . i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213. 6. 45. 54 Pal estini an ) 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to waw cogat.idf.il/sip storage/files [B ock 1
Territory, Gecupied
. . . Uhknown Paraneter SearchText in
84.95.208.20  |Israel 147.237.76.200|ei tan. aka. i df . il v ei tan. aka. i o . i 1/ 938- hel i t an. aspx None 1
62.0.58.114 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www lawidf.il/sip storage/files/4/ |B ock 1
176. 228. 189. 230|1 sr ael 147.237.72.167|i shurimaka. i df.i| |untraceable SSL Sessions: (pen Mde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
93.172.101.37 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ rai | box, aspx None 1
212.235.62.200 |[lIsrael 147.237.77. 216 |dover.i df . i | D stributed Unaut horized HTTP Met hod Bl ock 1
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