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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
212.179.1.82 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
200. 19. 159. 35 Brazil 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
208. 94. 63. 194 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
82. 80.217. 70 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
77.139. 152. 93 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
37.26. 146. 194 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46. 19. 86. 232 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
109. 65. 4. 192 | srael 147.237.76. 42 refuah.idf.il B ack List drop 1
62. 90. 220. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At tacker At acker .
count ry rget Address |Site ’S gnature
151. 80. 31. 106 |France 147.237.76.42 |refuah. i df . i|Cl000146: HITP. AnrefBot craw er B ock 1
199.87. 254. 47 |Uited Sates 147. 237. 77. 216 dover.idf.il3416.1:.'om Gormmuni cation with Destination Host is Administratively B ock 1
Prohi bi ted (Code 10)
] . . 34161: | QWP Cormmuni cation with Destination Host is Adnministratively
199. 87.254. 195 [Whited Sates |147.237.77.74 |lawidf.il Prohi bi ted (ode 10) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.26.146.194 |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
94.188. 155. 158 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
179, 33. 38, 37 147 237 0.35  |col onbi & akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93. 157. 86. 35 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
168. 1. 128. 53 147.237.77. 243 |Wited Sates  |nobile.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87. 69. 148. 16 147.237.77. 216 [I srael dover.idf.il portscan: TCQP D stributed Portscan 1
168. 1. 128. 53 147.237.76.30 |lhited Sates  |hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 144, 233 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
168. 1. 128. 53 147.237.72. 156 |Lhited Sates  |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
62.0.102. 146 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 34 |United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 134 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 206. 164|147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
216.72.41. 33 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 3. 216 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
31.154.81. 43 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.117.158.54 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 196 gjj:tnim esvivaid.il |ET SCAN Potential VNC Scan 5900- 5920 1
2.53.5.189 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
195. 244. 23. 250 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.8.46 |Netherlands e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176. 228. 64. 5 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
91. 201. 236. 158 |147. 237. 76. 202 |kr ai ne e halagidf.il ET SCAN NVAP -sS wi ndow 3072 1
168. 1. 128. 53 147.237.76.198|lhited Sates |e.yohalanidf.il [ET SCAN Potential VNC Scan 5900- 5920 1
85. 130. 235. 202 [147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
168. 1. 128. 53 147.237.72. 217 |Whited Sates  [e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.125.26. 17 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
168. 1. 128. 53 147.237.8.28 |lhited Sates  |e.nobile-ks.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 193 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
141. 226.217. 70 [147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
45.79.103.178 |147.237.76.86 |[lLhited Sates  |navy.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
109. 253. 136. 198|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.154.92.217 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
213.151. 48. 223 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 65. 52. 62 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.180. 61 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 98 147.237.76.198 |Lhited Sates e.yonal an.idf.il |ET DROP Dshi el d B ock Listed Source 1
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|Top Attackers In FW |

‘Attacker Country |Target Address Signature
5.9. 44. 154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack noni t or 333
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 282
5.9.44.190 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 164
5.9.44.190 Ger many 147.237.76.86 |navy.idf.il SYN At t ack noni t or 94
5.9.44.154 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 45
84.95.208.20 |Israel 147. 237, 76. 200 |ei tan aka i i1 | S3M NG Engine: TP Invalid finvalid segnent retransnission drop 45
Ret r ansni ssi on Packet dropped.
160. 62. 4. 101 S tzerl and 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 41
62.0.221.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 35
62. 0. 203. 129 I srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 35
62.0.209.1 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 26
46. 19. 85. 95 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
91. 135. 102. 162 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
91. 135. 102. 162 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 14
46.19.85.75 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
80.246.138.12 [Israel 147 237.72. 167 |i shurimaka i i || € N9 Engi ne: TP | nvalid finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dropped.
46.19.85.75 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
95. 35. 201. 254 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 10
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 253. 129. 55 || srael 147,237, 77. 243 |mbi e i1 | SAmNg Engine: TP Invalid invalid segnent retransmssion. | o 9
Ret r ansni ssi on Packet dropped.
100. 92.5. 82 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
5.9.44.190 Ger many 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 8
87.69. 52. 88 | srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 8
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46.19. 85. 95 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
46.19.85.148 |l srael 147,237, 77, 243 |obi e i o1 |7 €8M NG Engine: TCP Invalid  invalid segrent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85.75 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
37.142. 8. 188 I srael 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.149 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 6
62. 0. 237. 132 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
95. 35. 201. 254 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
46.19.85.149 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46.19.86.118 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.75 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.54.199. 163 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 6
46.19.86.118 |[lIsrael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.0.211.129 |lIsrael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SYN drop 5
212.199. 57. 204 |l srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
185. 87. 183. 52 'F;ﬁ’b”'z'z?“ 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
95. 35. 201. 254 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 4
2.54.199. 163 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 95 I srael 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.137 |lIsrael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Invalid ACK nunber alert 4
219.134.63.89 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
37.26.146. 235 |lsrael 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 4
46.19.86.137 |lIsrael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 4
212.179. 21. 194 I srael 147. 237.76. 200 |ei tan aka i i1 | €M NG Engine: TP Invalid invalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
185. 87. 183. 52 IF;$B| : i' ‘;’fm 147.237.76.86 |navy.idf.il Bad TCP sequence iz'ureeécr:nsm W th different aert 4
37.142.8.201 |Israel 147.237.72. 156 |anan. i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
185. 87. 183. 52 ereSEBI : i' ?‘C 147.237.76.86 |navy.idf.il Bad TCP sequence iﬁureerﬁésnsmt wth different monitor |4
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A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 209 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 178
2.53.54. 37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 138
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 109
46. 19. 85. 90 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 87
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df.i| |Mitiple Unhauthorized URL Access from 84. 95, 208. 20 B ock 85
2.53.162. 24 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 82
109. 253. 222. 2501 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock
37.26.146.198 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock

84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP At enpt B ock
77.138.232. 143 |France 147.237.72.166 |aka. i df . i | m“;:':rii dzf?l '/\‘;;thldgip)f;ifncf’;r i on. aspx Bl ock 3
62.210.21.30  |Israel 147.237. 72. 166 |aka. i df . i | D st buted Wadt hor | rziep(: Sﬁsgf)icgfﬁt on Bl ock 2
80. 246. 137. 2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 65. 52. 62 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for ww aka. i df.il/nai n/sachar/fag. aspx B ock 2
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | PHP At enpt B ock 2
80. 246. 139. 207 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
2.55.8.178 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80.246.137.92 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
109. 253. 145. 12 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.143. 41 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80. 246. 136. 131 |l srael 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
77.138.238.139 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for v aka. i df.il/main/mluindabout.aspx  |B ock 1
37.26.148.161 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.172.156.20 I srael 147.237.72. 166 [aka. i df . i | mu;khgi Id?.e?I /l\':;jhn(;(:;i (;ijg gj\:shefn(zri cat i onser vi ce. asnx/ get aut huser B ock !
5.29.76. 212 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ main/ B ock 1
66.249.66. 174 I srael 147. 237.72. 166 |aka. i df . i | ﬁ?‘ftzg(;r_ifze_dleﬁ‘gxﬁsffotrﬂ i asp shov or urm asp Bl ock 1
46.19.86.6 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter doc in vwwy aka. i df.il/mai n/gi yus/ general . aspx None 1
202.66.60.168 |Hong Kong |147.237.72.166 |aka.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.143.101 | srael 147.237.72. 167 |i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 1
80. 246. 138. 123 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37. 46. 38. 63 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.181.10.21  |israel 147. 237.72. 166 |aka. i df . i | L'ulrigeill i?ageg??mng:ag:g;;oibgcﬁi/ fnai W kapat 2/ r esi012 B ock 1
66. 249. 66. 180 I srael 147.237.72.166 |aka. i df . i | ﬂ?tzrgIfz@ﬁ?}ﬁﬁiﬁiﬁ&uns J asp! shouf or um asp Bl ock 1
37.26.146.194 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
84.95.251. 245 |Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df . il/hebrew organi zat i on/ nakhal B ock
2.53.176.124  [Israel 147.237.76.42 [refuah.idf.il |50 buted hahort zed éﬂj‘aﬁCZ‘ZZi on Bl ock 1
82.80.198.164 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
46.19.86.6 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter catl in v aka.idf.il/main/giyus/ general . aspx None 1
185. 32.179. 140 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.139.197.93 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. idf.il/main/ hone/ def aul t. aspxa B ock 1
37.26.148.190 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.29. 109. 50 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
66.249.66.176 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 66. 176 B ock 1
46. 19. 86. 159 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
204.79.180.33 |Wited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Met hod PCST for www aka.idf.il/mluinitenpl ates/ hone. asp |B ock 1
2.53.157.9 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 240. 162 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.181.10.21 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from79.181. 10.21 B ock 1
68. 180. 230. 107 [Lhited States |147.237.77.234|hal ag. i df . i | mﬂt:g?gtfig_aﬁ_fcfisf/:gmates/shared/usercomml of headir tpper B ock 1
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