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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176. 13. 247. 219 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (o d) |[network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147.83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker At t acker .
Qount ry Target Address |Site ’S gnature
] . . 134161 1 QWP Gommuni cation with Destination Host is Adnministratively
199. 87. 254. 195 [lLhited Sates  [|147.237.77.74 |lawidf.il Prohi bi ted (Qode 10) Bl ock 2
89.248.172.16 |Netherl ands 147.237.77.216|dover . i df . i{13840: TLS. penSSL Heartbeat Packet B ock 1
193.90.12.87  [Norway 147.237.77. 216 |dover . i df . i[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

91. 224. 160. 106 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 2
66. 249. 93. 218 147.237.77. 176 Eur ope nat pash. i df . i | ET SCAN NVAP -sA (2) 1
163. 172. 129. 15 147.237.77. 243 Uni ted Ki ngdom nobi | e.i df.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147. 237.72. 217 Net her | ands e.idf.il ET SCAN Potential SSH Scan 1
62. 90. 139. 195 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
147. 236. 38. 135 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237. 72. 156 Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
46.19. 85. 84 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
132.72.81.195 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
217.194.193. 26 147.237.77.216  [Israel dover . i df.il portscan: TCP Distributed Portscan 1
2.53.22. 174 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147. 237. 8. 46 Russi an Feder ati on e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.8. 45 Net her | ands eetanidf.il ET SCAN Potential SSH Scan 1
194. 90. 251. 18 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
94. 102. 48. 195 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 118. 30. 102 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
91. 224. 160. 106 147.237.77. 235 Net her | ands sviva idf.il ET SCAN Potential SSH Scan 1
168. 1. 128. 61 147.237.77. 170 Lhited Sates naar achot . i df . i1 ET SCAN Potential VNC Scan 5800- 5820 1
91. 224. 160. 106 147.237.0. 16 Net her | ands ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.121 Net her | ands e.navy.idf.il ET SCAN Potential SSH Scan 1
168. 1. 128. 61 147. 237.8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
85. 64. 0. 98 147.237.77.216  |[Israel dover . idf.il portscan: TCP Distributed Portscan 1
91. 224. 160. 106 147.237. 76. 148 Net her | ands gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
79. 180. 25. 35 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
163.172.169. 150  [147. 237. 8. 45 Uni ted Ki ngdom eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
62.219.210. 1 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
163.172.129. 15 147.237.72. 14 Uni ted Ki ngdom dover.idf.il(ald) ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 234 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
141. 226. 236. 72 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
91. 224. 160. 106 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
31.168. 146. 194 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
109. 253. 140. 61 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
91. 224. 160. 106 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
213.57.193. 206 147.237.77.216  [Israel dover . i df.i | portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147.237.8. 45 Russi an Federation eetanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 147. 237.8. 28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
192. 118. 68. 65 147.237.77.216  [Israel dover . i df.i | portscan: TCP D stributed Portscan 1
93.172. 107. 15 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
168.1.128. 61 147. 237.77. 176 Lhited Sates nat pash. i df .| ET SCAN Potential VWNC Scan 5800- 5820 1
91. 224. 160. 106 147.237.0. 17 Net her | ands mny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.227  |Netherl ands e hamaz.idf.il ET SCAN Potential SSH Scan 1
168.1.128. 61 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5800- 5820 1
87.70.7.69 147.237.77.216  [Israel dover . i df.i | portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.76.199  |Netherl ands e. nakchal .idf .i | ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147. 237. 76. 42 Uni ted Ki ngdom refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 183. 26. 67 147.237.77.216  [Israel dover . i df.i | portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
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80. 246. 130. 99 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 186
62. 0. 203. 129 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 44
84.94.174.18 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md;?vrsa:aslnlt wth different moni tor |38
107.167.113. 89 |Lhited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 23
46.19.85.241 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 23
62. 0. 244. 129 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 18
46.19.85.241  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 17
37.26.149. 165 |Israel 147.237.77. 243 |vi e i i1 | €AM NG Engine: TCP Invalid - finvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
2.53.144.23 I srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SW drop 14
62. 128. 48. 50 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 13
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.19.86.206  |Israel 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
46.19.85.156 |[lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 8
46.19.85.156  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.235.98. 139 [l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 8
46.19.85.156 |[lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 8
46.19.85.232 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACGK nunber aert 8
199. 203. 179. 99 [l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
46.19.85.156 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19.85.232 |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACGK nunber aert 7
176. 13. 233. 147 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 6
79.178.110. 40 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
109. 64. 149. 49 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
46. 19. 85. 57 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
24.64.110. 244 [Canada 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
87.70.37.12  |israel 147.237.77. 243 |mobi e iop i1 [ SAMNG Engine: TP Invalid - finvalid segnent retransnissi on dr op 6
Ret r ansn ssi on Packet dr opped.
79.180. 105. 188 |l srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 30 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval id ACK nunber aert 6
46. 19. 86. 90 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
62.0.197. 69 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 6
87.68. 32. 83 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
31.210.187.58 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
109. 64.152. 81 |Israel 147.237.72. 166 |aka i f . i Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifterent Joonitor |5
199. 203. 179. 99 [l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
199. 203. 179. 99 [l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop
87.68.32.83 |Israel 147. 237. 77. 216 |dover i df . i Bad TCP sequence %ﬁsﬁ reansm't wehdifferent | onitor |5
176. 13.248.89 |[lsrael 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SYN drop 5
87.69. 49. 11 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 4
37.26.148.220 |Israel 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout aert 4
176. 13. 248.89 |l srael 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
87.69.49.11  [Israel 147.237.72. 166 |aka i f . i Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifterent Joonitor |4
109. 253. 135. 32 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN - > SYN-ACK -> Ti nmeout noni t or
176.13.3.203 |[lIsrael 147.237.77. 243 |nobi | e. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.26.148.220 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
37.26.148.220 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINACK retransmt wehdifferent | onitor |4
46. 19. 86. 30 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4
80. 246. 138. 159 |I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 4
37.26.148. 128 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 4
46.19. 86. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185.32.179. 169 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 125
176.13.230. 112 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 110
46.19. 85. 184 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 76
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 Bl ock 72
46. 19. 85. 90 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 71
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 59
2.55.173.35 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 38
46.19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 20
37.26.149.202 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 16
84. 95. 208. 20 I srael 147.237.77. 226 V\:,YN chanat z. aka. i df Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 15
77.139. 205. 187 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka. i df . il/sachar B ock 4
84.95.208.20 [l srael 147.237.77. 216 |dover. i df . i | PHP At t enpt B ock 4
2.55.131. 128 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.54. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.12.11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77. 226 V\:A:W chanat z. aka. i df PHP At tenpt B ock 3
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 3
2.55. 160. 154 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
37.26.149.165 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 3
2.53.131. 107 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 3
176.13.243.43 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.108.182.50 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ nai n/ sachar/ undef i ned |Bl ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95.208. 20 B ock 3
2.53.132.34 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 132. 42 |I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 3
66. 249. 66. 162 |l srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 66. 162 B ock 2
46. 19. 85. 206 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
62.210.21.30  |Israel 147.237. 72. 166 |aka. i df . i | D str) buted thauthort rziep(:jt SL/‘Z;S;CZS; on Bl ock 2
77.127.22.57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.180.130. 214 I srael 147.237.77. 226 V\:A:W chamatz.aka. 1l meC:Z:aiidallg-lngC?SIS} tteorrpl at es/ honepage/ honepage. aspx Bl ock 2
31.154.81. 4 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 2
46. 19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53. 49. 165 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 2
46.19.85.9 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 210. 103|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
46.19.85.75 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 2
37.26.149.226 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
5. 28. 168. 62 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter do in wwy aka.idf.il/main/giyus/general .aspx [None 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df .il/ B ock 1
46. 19. 85. 198 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
80.178.204.71 |[Israel 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Code B ock 1
46.19. 85. 49 I srael 147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock 1
109. 253. 211. 61 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
37.26.147.215 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
85. 65. 59. 75 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
68.180. 229. 181 [United Sates [147.237.77. 176 [nat pash. i df . i | mar:;;zi .T);‘:?i}ﬁ/(goaf_i&cﬁaetw;"s;; Bl ock 1
207.232.39. 2 I srael 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mode None

5. 28. 168. 62 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter ¢ in ww aka.idf.il/nain/giyus/general.aspx |None
84.95.208.20 [l srael 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
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