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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 5
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 4
160. 80. 221. 39 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 4
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
2.53.3. 44 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
159. 104. 163. 17 Lhited Sates 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
159. 104. 163. 18 Lhited Sates 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1
176.13. 4. 216 | srael 147.237.72. 167 i shurimaka. i df.i||DCBS- SSL- A ear Text drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
176. 13. 16. 115 | srael 147.237.72. 167 i shuri maka.idf.il|DOSS- SSL- A ear Text drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 31
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 12
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Permit

106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Permt
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
77.139. 251. 69 147.237.77. 216 France dover.idf.il portscan: TCP D stributed Portscan 1

191. 96. 249. 18 147.237. 76. 147 Qiile chi nuch. aka. i df . | ET SCAN Potential SSH Scan

2.53.53.225 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan

163. 172. 169. 150

147.237.77.179 Uni ted Ki ngdom e.nazi.idf.il

ET SCAN NVAP -sS wi ndow 1024

163.172.129. 15

147.237. 76. 200 Uni ted Ki ngdom eitan aka. idf.il

ET SCAN Potential VNC Scan 5900- 5920

163.172. 129. 15

147.237.76.176 Uni ted Ki ngdom test.ncore.idf.il

ET SCAN NVAP -sS w ndow 1024

163.172. 129. 15 147. 237. 76. 30 Lhi ted Ki ngdom hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920
109. 64. 98. 45 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan

212. 143. 222. 167 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan

87. 69. 37. 129 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan

199. 203. 215. 1 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan

80. 178. 203. 210 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan

192. 114. 91. 249 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan
2.53.57.11 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan

191. 96. 249. 18 147.237.0. 33 Quile idf.il ET SCAN Potential SSH Scan

163.172. 129. 15 147. 237. 76. 201 Uni ted Ki ngdom eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920
163. 172. 129. 15 147.237. 76. 196 United Ki ngdom e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920

163.172. 129. 15

147.237.76. 148 Uni ted Ki ngdom gacenter.aka. idf.il

ET SCAN Potential VNC Scan 5900- 5920

109. 66. 123. 200 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan
212.235. 60. 124 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan
87. 69. 50. 139 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan
212.143.154. 20 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan
81.218. 178. 243 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan

198. 20. 69. 74

147.237.76. 201 Lhited States e.atal .idf.il

ET DRCP Bshi el d B ock Li sted Source
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
Pal esti ni an . . .
46. 253. 89. 32 ; ) 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |52
Territory, Gecupied
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
147. 236. 34. 252 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
Sreamng Engi ne: TCP i i ssi
2.53.171. 14 I'srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 21
Inval i d Retransmi ssion Packet dr opped.
o SN retransnmit wth different
181. 174. 164. 77 |Panama 147.237.76.86 [navy.idf.il Bad TCP sequence sequence alert 15
S reanm ng Engi ne: TCP i i ssi
46.19.85.236  |israel 147.237.76.31 |nakchal i df il mng tngine: ! Invalid segnent retransmssion. | 14
Inval i d Retransnission Packet dropped.
181.174.164. 77 |Panama 147.237.76.86 |navy.idf.il Bad TCP sequence i’&'l;eer:é:”sn“ wehdfferent | onitor |14
181.174.164. 77 |Pananma 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |13
46.19. 85. 177 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |12
2.53.155. 6 I srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 12
81.218.178. 243 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |12
173. 198. 179. 254|United Sates 147.237.0.34  [tikshuv.idf. il Bad TCP sequence SiNretransmt wth different oo |12
w ndow scal e
88.202. 218. 233 |United Ki ngdom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |12
79.179.130. 63 |lIsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id sequence nunber monitor |11
46.19. 85. 153 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 153 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |10
Sreaning Engi ne: TCP i i ssi
66. 249. 76. 2 Lhited Sates 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | . 9
Inval i d Retransnission Packet dropped.
46.19.86.8 I srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
109. 253. 133. 171 ]I srael 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or
181. 174. 164. 77 |Panama 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
S reaning Engi ne: TCP i i ssi
66.249.76.30  |Uited Sates 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
46.19.86.200 | srael 147.237.76.31 |nakchal .idf. il Bad TCP sequence SYNRACK retransmt with monitor |8
di fferent w ndow scal e
46.19. 85. 36 I'srael 147.237.77. 226 [} chamatz.aka.idf oy TOP sequence Invalid ACK nurber moni tor |7
46. 19. 85. 236 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
. . SYNWAXK retransmit with .
2.53.155. 6 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence different vindow scal e monitor |7
46. 19. 85. 236 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19. 86. 134 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber alert 6
181. 174. 164. 77 |Panama 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |6
2.53. 163. 20 I srael 147.237. 77. 216 [dover.i df . i SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |6
2.53.155. 6 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[monitor |6
181. 174. 164. 77 |Panama 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber monitor |6
193.106.54.33 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
193. 106. 54. 33 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 86. 81 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
82. 80. 196. 44 I srael 147. 237. 72. 156 |anan. i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |5
217.132.187.76 |[Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
62.219.137.5 I srael 147.237. 72. 156 [anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[nonitor |5
82.80.196.44  |Israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SNFACK retransmt with monitor  [5
di fferent w ndow scal e
181. 174. 164. 77 |Panama 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 5
e SYN+tACXK retransnmt wth .
62.219.137.5 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different vi ndow scal & monitor |5
46. 19. 86. 62 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
o SYN+tACXK retransmt wth .
176. 13. 19. 96 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence g fferent vi ndow scal e monitor |5
192.118. 132. 160|l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
S reaning Engi ne: TCP i i ssi
199.30.24.125 |wnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval i d Retransnission Packet dropped.
2.53.29.224 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4
176.13.233.24  |Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |4
2.53.10. 216 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
181. 174. 164. 77 |Panama 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber alert 4
173.198. 179. 254|Wni ted Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence SiNretransmt wth different oo |4
w ndow scal e
. . SYNWAXK retransnmit with .
109. 253. 220. 86 |l srael 147.237.77. 176 |mat pash. i df . i | Bad TCP sequence different vindow scal e monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 132. 42 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 94
2.53. 140. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 93
80. 246. 136. 155 |[lIsrael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 66
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 63
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 35
185. 32. 179. 115 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 32
109. 253. 144. 35 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
46.19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 15
46.19. 86. 219 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 12
84. 95. 208. 20 I 'srael 147.237.77. 226 \A:A:W chanat . aka. i df Mil ti pl e Unaut horized URL Access from 84.95.208. 20 B ock 10
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .i | PHP At t enpt B ock

82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock

84. 95. 208. 20 I srael 147.237.77. 226 \A:/TN chamat z. aka. i df PHP Attenpt B ock 7
46.19. 85. 198 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 7
80. 246. 136. 103 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.53.159. 221 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 5
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 4
37.26.149.247 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 4
46.19. 85. 184 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.53.2.81 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.85.9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
132.74.209. 103 |l srael 147. 237. 77. 170 |n@ar achot . i df . i | mu;:gti'ﬁ" ilﬂ‘pgfc/cfeisl‘zst/g/m%a of Bl ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock

183. 240. 129. 158|Chi na 147.237.77.216|dover . i df .i | Ml tipl e Unaut hori zed URL Access from 183. 240. 129. 158 B ock
2.53.5.225 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
172.56.31.44  |Uited Sates [147.237.72.166aka. i df.il m“;::rii dzf?l'ﬁ;h?‘?hﬂ :rﬂogrener o asp B ock 3
213.151.53.52 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 3
2.55.175. 47 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 4/ B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
2.53.163. 20 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19. 85. 153 I srael 147.237.0.34 |tikshuv.idf.il Distributed Ml formed UR B ock 2
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
46. 19. 85. 153 I srael 147.237.0.34 |tikshuv.idf.il D stributed Wknown HTTP Request Met hod B ock 2
176. 13. 230. 112 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
82.166.73.153 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
82.166.91.202 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode B ock 2
77.139.137.29  |France 147.237.0.19 |nadi matal .idf.il ﬁ;”:nh;r;lz_?ifﬁ/gﬁ;e;;;jle pdt enakat Gaunt 1y, asp Bl ock 2
46.19.86.196  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : ?r(;fz‘f? } g;esgrcy‘fnptl oo/ i sthi | ddocunent of 1152 Bl ock 2
66.249. 66. 174 I srael 147.237. 72. 166 |aka. i df . i | Lot ;;fjl;‘:;egcicffjogn / yoran. asp Bl ock 1
40.77.167.81 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
81.218.241.25 | srael 147.237.76.42 |refuah.idf.il Paraneter Type Mol ation wb48617274 in B ock 1

v refua atal .idf.il/sip storage/fil es/ 6/ 2226. | pg
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