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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.110. 125. 52 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker At acker .
Qount ry Target Address |Site Sgnature
106. 38. 241. 105 |Chi na 147.237.77. 176 |n@t pash. i df . i {C1000071: HTTP: User Agent Sogou+web+spi der Per mt 3
1.179. 134. 194 |Thailand 147.237.77.216|dover.idf .i| |13076: HITP. Apache Struts 2 QAL Cormand I njection Vul nerability B ock
) . . 34161: | QW. Cormuni cation with Destination Host is Administratively
199. 87. 254. 195 [Wnited Sates [147.237.77.74 |lawidf.il Prohi bi ted (Code 10) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At acker Signature
Gountry
45.79.71. 122 147.237.0.34 |Wnited Sates |tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
173. 198. 179. 254|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCQP D stributed Portscan 2
104. 148. 120. 134(147.237.0.33 |Wited Sates |[idf.il ET SCAN Potential SSH Scan 1
89.138. 109. 108 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 246. 137. 193 [147.237. 77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
910,181 50. 63 |147. 237 0. 16 |Ore vosherkravi i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. . - Kosher - Kravi . . .
Republ i ¢ of W Potential Scan or Brute Force

163.172.129. 15 |147. 237. 72. 166 E;Ir:;cci]om akaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 253. 139. 75 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104.232.98.38 [147.237.77.226|Wited Sates |wwn chamatz. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
104. 148. 120. 134|147.237.0. 17 |lhited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
82.81.5.93 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.121. 152. 205 |147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.76.122.33 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.55.36. 112 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
191.96.249.18 |147.237.77.176|Cile nat pash. i df .i | ET SCAN Potential SSH Scan 1
163.172.129. 15 [147.237.72. 217 LKJ?';:gom eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 |147.237.0. 35 E?Ir:;gom akavs. i df i ET SCAN Potential VNC Scan 5900- 5920 1
109. 65. 106. 180 |147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Signature Action ‘Count
100. 16. 108. 137 |Uiited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 62
67.8.45. 41 Lhited Sates [147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 49
100.16.106.96 |Lnited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |46
173.198. 179. 254 Wi ted Sates |147.237.76.42 |refuah.idr.il Bad TCP sequence SNretransmt with different moni tor |32
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.16.67  |Israel 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. g 30
Ret ransni ssi on Packet dr opped.
173.198.179. 254 Wi ted Sates [147.237.0.34  |tikshuv. idf.il Bad TCP sequence SNretransmt with different moni tor |24
w ndow scal e
88.101. 183. 181 g‘;‘;ﬂ c 147.237.77. 234 |hal ag.idf .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
Sreamng Engine: TCP Invalid i i sSi
109. 253. 195. 2251 srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. |, 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.218 |Israel 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. g 15
Ret ransni ssi on Packet dr opped.
80.246.139.18 |[Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 15
46.19. 85. 176 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |15
Sreamng Engine: TCP Invalid i i ssi
2.55.173.170  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. o 15
Ret ransni ssi on Packet dropped.
46.19. 85. 176 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 14
109. 253. 206. 122|l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 13
46. 19. 85. 75 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 12
87. 70. 30. 159 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 12
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 12
87.70.30.159  [Israel 147. 237. 72. 166 |aka. i f . i | Bad TCP sequence SINWACK retransmt w th monitor |12
di fferent w ndow scal e
46. 19. 85. 75 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |12
31.168. 164. 126 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
46.19. 85. 176 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 10
46. 19. 85. 75 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 10
46. 19. 85. 176 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |10
46.19. 85. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
77.124.61. 44 | srael 147.237. 72. 156 |anan.i df .i| dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 86 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13. 233. 151 |l srael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
62. 0. 252. 161 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46.19. 85. 121 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 101 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
80.179.9. 7 I srael 147. 237.77. 226 "‘:’YNChamz' aka.1df |4 op First packet ism't SWN drop 5
46.19. 85. 188 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 188 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor  [5
192. 115. 177. 203|! srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
46.19. 85. 121 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
176. 13. 234. 234 |l srael 147.237.72.166 |aka.idf . il dr op First packet isn't SYN drop 5
37.26.148.198 |[lIsrael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
212.143.80.27 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
46. 19. 85. 31 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (4
46.19.85.110  |[israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber moni tor [4
46. 19. 85. 188 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
81.218.66.107 |lsrael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SYN drop 4
46.19. 85. 188 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 31 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
194. 114. 146. 227|I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST monitor |4
37.26.148.198 |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence SYNHACK retransmt with monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.230. 14 |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dr opped.
173.192.200. 77 |Uited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.53.52. 16 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 136 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
2.53.133.124 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 83
2.53.146. 38 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 79
37.26.146.138 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 40
80. 246. 137. 156 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 29
79.177.17.231  |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 13
2.55.173. 170 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 10
80.246.137.13 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 4
109. 253. 193. 153|l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
37.26.147.157 |[israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 64.119. 84 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
2.53.51. 209 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
185.32.179. 1 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
80.246. 133. 182 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/wan tikshuv.idf.il Bl ock 2
176.13. 13. 47 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
37.26.147.231 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
176. 13. 16. 67 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
173.63.18. 62 g‘;ttees 147.237.77.216|dover.idf .i | Paraneter Type Mol ation aspxerrorpath in wwidf.il/error. htm Bl ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed URL Access to wwwu kosher-kravi.idf.il/defaul t.aspx B ock 1
77.139.192. 160 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/ishurinmiexanpcert/ B ock 1
185.27.106. 72  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.i|/mai n/ gi yus/ gener al . aspx B ock 1
NULL Character in Method
139.162.13. 205 [Singapore  |147.237.77.234|hal ag.i df .i | [[40]] 0B[#01] [[#111[[#26]]+<M[#0]][[#11[[#011[[#011[[#11[[#011[[#0]1]1[[#0] |& ock 1
1II#OI T [[#O1] [[#O] [[#U ] [[#O] T [[#O1][[#O1] [[#1] 1 [[#O]1[[#]]]
37.26.148.218 |lsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 1
2.53.61.93 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.151.36.20 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
173.180. 24. 211 |Canada 147. 237.72. 166 |aka. i df . i | m;(:.uit;d. ilf}a:;ihn(;rrioﬁ(/’ dﬁ;ﬁf?.;‘s’gxmov‘n L on Bock |1
46.121. 252. 215 |Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
139.162.13.205 |Sngapore [147.237.77.234|hal ag.idf.il Ill1egal Byte Qode Character in Header Nane Bl ock
85. 65. 55. 187 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock
Unknown HTTP Request Met hod
139. 162. 13. 205 [Sngapore  |147.237.77.234|hal ag. i df . il [[#0]] B[ #O1 1 [ [#1] 1 [[#26] 1+<M [#O] 1 [[#U1[[#OI1[[#O1 1 [[#U1[[#O]1[[#011[[#O] |B ock 1
1I#OIT[[#O1] [[#O] [[#U]1[[#O1] [[#O1]1 [[#O1] [[#U]1[[#O1]1[[#0]] in LR
46.19. 85. 37 I srael 147.237.77. 216 |dover.i df . il Distributed M formed UR B ock 1
109. 253. 195. 225|I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 1
213.151.52.20 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwy aka. i df . i |/ mai n/ gi yus/ B ock 1
80.246.139.97 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
173.198. 179. 254 g;g: 147.237.76. 42 |refuah.idf.il Unaut hori zed Met hod POST for 147. 237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
54.196. 97. 44 ;h;:ee: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Illegal Byte de Character in Mt hod
139.162.13.205 [Sngapore  |147.237.77.234|hal ag.i df .i | [[#0]] B[ 4011 [[#1]] [[#26]]+<M [#0]1[[#11][[#0]1[[#01] [[#1 114011 [[#O1] [[#0] |Bt ock 1
JII#OI T [[#O1] [[#O] [[#U ] [[#O] ] [[#O1] [[#O1] [[#1] ] [[#O]][[#O]]
185.32.179. 132 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
144.76.16. 162 |Ger nany 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t . aspx B ock 1
46. 19. 85. 37 I srael 147.237.77. 216 |dover . i df . i | D stributed Uhknown HTTP Request Met hod B ock 1
139. 162. 13. 205 |Sngapore |147.237.72.167|i shuri maka. i df.i||Untraceabl e SS. Sessions: Protocol violation (SS._CGONN QLI ENT_HALLQ None 1
80. 246. 140. 137 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.69. 110 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ituri niasp/ di splayal | sol diers. asp B ock 1
139. 162. 13. 205 [Sngapore  |147.237.77.234|hal ag. i df.il Mal for med URL B ock 1
109. 66. 53. 75 I srael 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Qode Character in Paraneter Val ue from109.66.53.75 |B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/images/ 1. he/titlecap. png B ock 1
150.70. 173.6 Japan 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico Bl ock 1
46.19. 85. 37 I srael 147.237.77. 216 |dover.idf . il I11egal HITP \ersion B ock 1
2.53.183.71  [israel 147.237.77. 234 |hal ag. i df .i | o ;'33“;‘3(’221‘;"?;:‘;;';’2?161%/@?5?5; Cait HBock |1
139. 162.13. 205 |Sngapore  |147.237.76.30 |hi nush.idf.il SSL Untraceabl e Gonnection - Protocol violation (SSL_CONN QLI ENT_HELLO |None
82. 80. 55. 13 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
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