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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
131.179. 150. 72 Lhited Sates 147.237. 72. 167 i shurimaka.idf.il network flood | Pv4 | QWP dr op 3
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sii t zer| and 147.237.72. 156 anan. i df.i | network flood | Pv4 | QWP drop 1
128.223. 8. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 217 e.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
123. 59. 59. 52 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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106. 38. 241. 105 |Chi na 147.237.0.34 |ti kshuv. i df.|ClL000071: HTTP: User Agent Sogou+web+spi der Per mt 5
162. 210. 196. 97 |Uited Sates [147.237.77.216|dover. i df . i | |ClL000074: HITP. maj estic bot Pernirt 3
5.29.217.24 I srael 147.237.72. 156 [aman. i df . i | [32390: HITP. Suspi cious User-Agent (Mozilla) Bl ock 2
151. 80. 31. 168 |France 147.237.77.233|atal .idf.il| [Cl000146: HITP. AhrefBot craw er B ock 1
199. 87. 254. 195 |United Sates 147.237.77.74 |lawidf.il 34161: | QWP Cormmuni cation with Destination Host is Administratively B ock 1
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113. 176. 150. 19 [147.237.8.28 |V et nam e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147.237.0.35 |V etnam akavs. i df . il ET SCAN Potential SSH Scan 1
113.176. 150. 19 [147.237.0.16 |V etnam ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
191. 96. 249. 18 [147.237.77.226|Qiile ww chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
66. 102. 6. 2 147.237.72.166|Wited Sates  |aka idf.il ET SCAN NVAP -sA (2) 1
163. 172. 129. 15 [147. 237. 72. 167 |Uni t ed Ki ngdom i shuri maka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.255.90.133 |147.237.0.19 |Netherlands nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 176. 150. 19 [147. 237. 77. 216 |V et nam dover.idf.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147. 237. 76. 198 |\i et nam e.yohal an.idf.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147. 237. 72. 217 |\i et nam eid.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147. 237. 72. 156 |V et nam aman.idf.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 |147. 237.8.14 |V et nam e.orchot.idf.il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147.237.0.19 |V et nam nadi matal .idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 240 |147.237.72.166|Wited Sates  |akaidf.il SERVER: APACHE Apache nod_ssl non- SS9 connection to S3. port |,
deni al of service attenpt
171, 250, 147. 70 |147. 237 76.30 Wi etnam i vsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.161.40.17 [147.237.8.50 :ZZ::tl}on e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 [147. 237. 72. 167 |Uni t ed Ki ngdom i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 176. 150. 19 [147. 237. 77. 178 |\ et nam e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
113. 176. 150. 19 [147. 237. 76. 148 |\i et nam ggcenter. aka. i df .il ET SCAN Potential SSH Scan 1
113. 176. 150. 19 |147. 237. 72. 167 |M et nam i shurimaka.idf.il ET SCAN Potential SSH Scan 1
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69. 126.129. 217 |lLited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 35
24.187.233.90 |Lited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 34
! o Bad TCP o '
68.51.222.231 |Whited Sates 147.237.76.86 |navy.idf.il SYNretransmt wth different seguence aert 12
seguence
) o Bad TCP L ! )
68.51.222.231 |Whited Sates 147.237.76.86 |navy.idf.il SWNretransmt wth different sequence noni t or 12
seguence
68.51.222.231 |lnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 12
68.51.222.231 |Wited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
. L Bad TCP ) )
68.51.222.231 |lhited Sates 147.237.76.86 |navy.idf.il Inval id ACK nunber noni t or 11
sequence
72.4.27.241 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
172.56.21.122 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 10
! o Bad TCP o '
172.56.21.122 |lhited Sates 147.237.76.86 |navy.idf.il SYNretransmt wth different sequence aert 10
sequence
) o Bad TCP L ' )
172.56.21. 122 |lhited Sates 147.237.76.86 |navy.idf.il SWNretransmt wth different sequence noni t or 9
seguence
! o Bad TCP . )
172.56.21.122 |lhited Sates 147.237.76.86 |navy.idf.il Invalid ACK nunber noni t or 9
sequence
172.56.21.122 |uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
L Bad TCP ) )
46. 19. 86. 121 | srael 147.237.77. 176 |nat pash. i df .i | Inval id ACK nunber noni t or 8
sequence
172.56.21.222 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
Bad TCP
46.19. 86. 121 I srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber noni t or 7
seguence
) o Bad TCP . )
46.19.86.7 | srael 147.237.0. 34 tikshuv.idf.il Inval i d ACK nunber noni t or 6
seguence
) o Bad TCP L ! )
172.56.21.222 |lhited Sates 147.237.76.86 |navy.idf.il SWNretransmt wth different sequence noni t or 6
seguence
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
Bad TCP
46.19. 86. 121 I srael 147. 237.77. 216 |dover.idf.il Invalid ACK nunber alert 6
seqguence
172.56.21.222 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
Bad TCP
46. 19. 86. 109 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber aert 6
seguence
Bad TCP
46.19.86. 7 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber alert 6
sequence
! L Bad TCP o '
172.56. 21. 222 Lhited Sates 147.237.76.86 |navy.idf.il SYNretransmt wth different sequence aert 6
seguence
Bad TCP
46. 19. 86. 109 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber noni t or 6
sequence
101.184.78.24 |Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
) o Bad TCP ) )
172.56.21.222 |lhited Sates 147.237.76.86 |navy.idf.il Invalid ACK nunber noni t or 5
seguence
2.53.142. 57 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
.. |Bad TCP ) )
46. 19. 85. 112 | srael 147. 237. 77. 226 |ww chamat z. aka. i df . i | Inval id ACK nunber noni t or 5
seguence
2.53.24.236 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
184. 168. 48. 1 Lhited Sates 147.237.77. 235 |sviva idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
2.53.142. 57 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
184. 168. 48. 1 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
192.116. 111. 159|l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
Bad TCP
46.19. 86. 121 | srael 147.237.77. 176 [nat pash. i df . il Invalid ACK nunber alert 4
seguence
80.179.9.7 | srael 147.237.77. 226 |ww chanat z. aka. i df .i | [dr op First packet isn't SYN drop 4
184.168.48.1 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
184. 168. 48. 1 Lhited Sates 147.237. 76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
184. 168. 48. 1 Lhited Sates 147.237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
Bad TCP SYNH it owi i i
46.19.85.133  |israel 147. 237. 72. 166 |aka. i df . | AKretransmt wth different wndow | ., 4
sequence scal e
184. 168. 48. 1 Lhited Sates 147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
184. 168. 48. 1 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
184.168.48.1 |Wited Sates  |147.237.0.17 Im"y' kosher-kravi . 1df. 1 1qyN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
184. 168. 48. 1 Lhited Sates 147.237. 77. 170 |maar achot . i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
184.168.48.1 Lhited Sates 147.237.72. 167 |i shurimaka.i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
184.168.48. 1 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
184.168.48. 1 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
184.168.48.1 Lhited Sates 147.237.0.19 |madi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
184.168.48. 1 Lhited Sates 147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
218.156.17. 203 |FO8& RPUDIIC 17 a7 o 17 [ My-kosher-kravi.idf.ilqun At t ack SYN -> SYN-ACK -> RST noni t or 3

of
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2.53.146. 38 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 86
46.19. 85. 181 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 62
2.55. 25, 187 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 23
209. 88.198. 1 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 7
79.176. 0. 87 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.148.224 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.40.183 |[lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in WRL Bl ock 3
2.55.147. 173 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
77.139.184.232 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df.i|/mai n/hone/ defaul t.aspx  |B ock 2
2.53.31. 111 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 228 I srael 147.237.77.216|dover.i df . il Unknown HTTP Request Method | in URL B ock 1
109. 253. 203. 196! srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 109. 253. 203. 196 B ock 1
66.249. 66. 174 | srael 147.237.72.166 |aka. i df . i | ﬁ?ugggr'?;ef&ﬁ‘l ﬁfscte;rsaés il es/ 3 61358 pa Bl ock 1
31.154.19.5 I srael 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 31.154.19.5 B ock 1
207. 46. 13. 57 Lhited Sates [147.237.72.166|aka.idf.il Dstributed Lhaut hori zed URL Access on 147.237. 72. 166/ robot s. t xt B ock 1
46. 19. 86. 22 | srael 147.237.72. 156 |anan. i df . i | Suspi ¢i ous Response Code Bl ock 1
109. 253. 203. 1961 srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/mnai n/ newsservi ce. asnx/j s B ock 1
66.249.66. 176 I srael 147. 237.72. 166 |aka. i df . i | ﬁg;‘l‘tz';‘;r_if;'dlt%?‘gxﬁsffotrz i asp shou or urm asp Bl ock 1
79.176. 0. 87 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
46.116.79.183 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
2.55.47.88 | srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
109. 253. 212. 51 |l srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul | et 1. gi f  |B ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to ww i df.il/nazi B ock 1
209. 88.198. 1 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df . i1/ defaul t.aspx B ock 1
180. 76. 15. 135  |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to v aran. idf.il/robots.txt B ock 1
66. 249. 66. 240 I srael 147.237.72. 166 |aka. i df . i | %ﬁﬁﬂ?ﬁfﬁ:f& Protocol violation None 1
46.19. 85. 228 I srael 147.237.77. 216 |dover. i df . il Ml formed URL B ock
2.53.62.28 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - CQpen Mde None

217.132. 114. 131|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css Bl ock
109.66.53.75  |Israel 147.237.72. 156 |[anan. i df . i | megailmnéf; ?ﬁfng;ﬁi‘jﬁe;ﬂ pam a\flp;e a 523 for Bl ock 1
62.0.102. 190 I srael 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 1
31.154.4.18 I srael 147.237.77. 216 |dover.i df . il Mil ti pl e Unauthori zed URL Access from 31.154. 4. 18 B ock 1
204.79.180.161 [lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for aka.idf.il/portal mil ui nitenpl at es/ i nner. asp |Bl ock 1
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