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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 22. 150. 78 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
119. 57. 253. 157 Chi na 147. 237. 0. 200 ndu. i of i | JLMPurpl e Con Linmt_Tcp drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
193.1.13.12 Irel and 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At tacker At acker .
ount ry ’Target Address | Site ’Sgnature

97.74.215.165 |Whited Sates [147.237.77.74(l aw i df . i|5670: HITP. SQ Injection (SELECT)

Bl ock
Bl ock

158. 85. 253. 245 |lhited Sates  |147.237.77. 74|l aw i df . i|5670: HITP. SQ Injection (SALECT)

199.87. 254 195 |Lhited Sates 147. 237 77. 74 |aWidf.i?4Ql)g£ ;Llo()]\P Gommuni cation wth Destination Host is Adninistratively Prohibited B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |C0unt ‘
97.74. 215. 165 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
158. 85. 253. 245 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 8
66. 249. 93. 217 147.237.77.176  |Europe nat pash. i of . i ET SCAN NVAP -sA (2) 1
46. 161. 40. 17 147.237.72.167 |Russian Federation [ishurimakaidf.il |ET SCAN Potential SSH Scan 1
211.141.78.56 147.237.77.179  |China e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
191. 96. 249. 18 147.237.8.24 Gile elifestyle.idf.il ET SCAN Potential SSH Scan 1
176. 47. 81. 138 147.237.77.216 |Saudi Arabia dover . i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104.128. 144. 131  |147.237.8.27 Canada e.nadi matal .idf.il [ET SCAN NVAP -sS wi ndow 2048 1
46.172.71. 251 147.237.72. 14 Lkr ai ne dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
178.220. 165. 231  |147.237.77. 74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
104, 128. 144, 131  |147.237.8.27 Canada enadimatal .idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address Signature Action ‘Count
46.23.72.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 189
46.23.72.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack noni t or 50
162. 220. 247.57 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 38
172.56.21.222 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
172.56.21.222 |Uited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 20
172.56.21.122 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 19
172.56.21.122 |Wited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence i':ureert]gznsn“ wWth different moni tor  [19
172.56.21.222 |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence iﬁljeeéésnsn"t wth different monitor |19
172.56.21.122 |Wited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence i':ureert]gznsn“ wWth different alert 18
172.56.21.222 |lhited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
172.56.21.122 |Uited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 18
66. 150. 155. 174 [Lhited Sates  [147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 17
172.56.21.222 |wited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence iﬁljeeéésnsn"t wth different aert 17
172.56.21.122 |Whited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 17
37.26.149.167 |lsrael 147.237.72. 167 |ishurimaka.idf.il|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
162. 220. 247.57 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack noni t or 11
24.187.233.90 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
46. 19. 86. 118 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
69.126.129. 217 [lhited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 8
98. 126. 23. 45 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or 7
46.23.72. 120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
178. 255. 153. 114|Si t zer| and 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
2.53.142. 57 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
178. 255. 153. 114|Sat zerl and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
2.53.142. 57 I srael 147.237.72. 166 |aka i df i Bad TCP sequence SINAK retransmt with different 1oy o s
w ndow scal e
68.51.222.231 |lhited Qates  |147.237.76.86 [navy.idf.il Bad TCP sequence i’;ureeécr:nsm Wth different alert 4
189. 249. 114. 147 |Mexi co 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert
199. 203. 179. 99 |l srael 147.237.77. 170 |naarachot . i of .i1 |dr op Frst packet isn't SN drop
68.51.222.231 |Whited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence iz'l;eeécrsnsm W th different monitor |4
189. 249. 114. 147 |Mexi co 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
68.51.222.231 [Lhited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout alert
189. 249. 114. 147 |Mexi co 147.237.76.86 |navy.idf.il Bad TCP sequence zm:;;:nsn"t wth different moni tor  [4
68.51.222.231 |Wited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
178. 255. 153. 114|Sat zerl and 147.237.76.86 |navy.idf.il SYN Attack noni t or
68.51.222.231 [Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i sSi
109. 253. 196. 253 |1 srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
189. 249. 114. 147|Mexi co 147.237.76.86 |navy.idf.il Bad TCP sequence zm:;;:nsn"t wth different al ert 3
94.103.101. 74 |Satzerland 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
189. 249. 114. 147 |Mexi co 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
91.214.170.63 |Satzerland 147.237.76.86 |navy.idf.il SYN Attack noni t or 3
130. 193. 50. 33 RJSf;;”ion 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
68.87.72. 244 Lhited Sates |147.237.77.235|sviva idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 2
37.142. 80. 88 | srael 147.237.72. 167 |i shurimaka.i df . i [|]SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
68.87. 72. 244 Lhited Sates  |147.237. 76. 147 |chinuch. aka.i df .1 ||SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
68.87.72. 244 Lhited Sates |147.237.0.34 |tikshuv.idf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 2
68. 87. 72. 244 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
68. 87. 72. 244 Lhited Sates  [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
68.87.72. 244 Lhited Sates |147.237.76.200|eitan. aka idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 2
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|Top Attackers In V\AF|

A t acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
5.102. 254. 115 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
67.229.77.245 |lhited Sates |147.237.77. 216 |dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 67.229. 77. 245 B ock 17
67.229.77.245 |Lhited Sates |147.237.77.216|dover.idf .l PHP At t enpt Bl ock 6
91. 244. 149. 159 |Wkr ai ne 147. 237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation lang in Bt ock 4
wan cogat . i df . i | /1038- en/ cogat . aspx
185. 32. 179. 224 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.95.208.20 |lIsrael 147.237.77.74 |lawidf.il PHP At tenpt B ock 2
84.95.208.20 |Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 2
66. 249. 66. 177 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
5. 22.134.207 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch-i con- pr econposed. png Bl ock !
m ny-kosher-kravi.i [Mitiple Untraceabl e SS. Sessions from139.162. 13. 205 (P ot ocol
139. 162. 13. 205 |9 ngapor e 147.237.0. 17 df il violation (SSL_QOWN QLI ENT_HELLO) None 1
. . Uhaut hori zed URL Access to
84.108.51. 177 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ | ayout dev. css Bl ock !
87.69.248.129 |Israel 147.237.72. 166 |aka. i df . i | Ilegal Byte Qode Character in R /mai v kapatz//rest012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
188. 120. 154.8 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/main/ B ock 1
67.229.77.245 |Lhited Sates |147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
91. 244. 149. 159 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Paraneter Type Vol ation Sortdr in Bl ock 1
waw cogat . i df . i | /1038- en/ cogat . aspx
46.19.86.137 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
204.79.180.95 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp |B ock 1
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