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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13.14 Irel and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128.42.142. 41 Lhited Sates 147.237.72.217 e idf.il network flood | Pv4 | QWP drop 1
147.83. 29. 234 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72.217 e idf.il network flood | Pv4 | QWP drop 1
128.223.8. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 B azi | 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-11-2016-05:04:00 to 09-11-2016-06:04:00

|Top Attackers In IPS|

At t acker

At t acker

Country

Target Address

Site

’Sgnature

110. 89. 60. 122 [Chi na 147.237.72. 166 [aka. i df . i | [19791: HITP. WérdPress N-Media PHP File Wl oad B ock

110. 89. 60. 122 [Chi na 147.237.72. 166 [aka. i df . i | [22611: HTTP. WérdPress Logi nvél | Fake P ugin Usage B ock

151. 80. 31. 182 |France 147.237.72. 166 |aka. i df . i | [C1000146: HTTP. AhrefBot craw er B ock
] . . 134161 1 QWP Gommuni cation with Destination Host is Adnministratively

199. 87. 254. 195 |lhited Sates [147.237.77.74 |lawidf.il Prohi bi ted (ode 10) Bl ock

89. 234. 157. 254 |France 147.237.77. 216 |dover . i df . i[24910: HITP. Python urllib User-Agent Header Bl ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
45.79.71.122 147.237.72.167 |Wited Qates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
45.79.103. 178 147.237.72.167 |Lhited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
45.79.71.122 147.237.77.74  |Wited Sates lawidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
46. 161. 40. 17 147.237.76.197 |Russian Federation |e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.79.103. 178 147.237.72.156 |Lhited Sates aman. i df.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
172. 245, 173. 142 |147.237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 161. 40. 17 147.237.76.198 |Russian Federation |e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.189. 141. 17 147.237.76. 44  |Ger many e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 18 147.237.0. 17 Chile mny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.0.34 Uni ted Ki ngdom tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 161. 40. 17 147.237.76.202 |Russian Federation |e.halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address Signature

98. 126. 23. 45 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 69
23.109.36.154 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 53
54.183.146.47 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 37
54.165.212. 224 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 23
23.88.103. 90 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 18
45.32.227.233  [Net herl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
199. 201. 106. 179|Wited Sates |[147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
54.183.146.47 |Wited Sates [147.237.76.86 |navy.idf.il SYN At t ack noni t or 12
66. 150. 164. 100 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
198.7.57. 185 Lhited Sates |[147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
155.94.254. 15 |[lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
155.94.254.15 |Wnited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
50. 97. 47. 166 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
67.86.61. 74 Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
54. 68. 150. 50 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
98.143.36.203 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
50. 97. 47. 166 Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack noni t or 5
67.86.61. 74 Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’;l;:tné:m”ht W th different al ert 5
204.188. 238. 232|lhited Sates |147.237.76.86 [navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 4
107.179.95. 151 |lLhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
67.86.61. 74 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
67.86.61.74  |lhited Qates |[147.237.76.86 |navy.idf.il Bad TCP sequence SS;Z'J:;Cr:mmt Wth different moni tor |4
107.179.95. 151 |[Wnited Sates [147.237.76.86 |navy.idf.il SYN At t ack noni t or 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
155.94.254.15 |Uhited Sates [147.237.76.86 |navy.idf.il SYN At t ack noni t or 4
23.88.103. 90 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack noni t or 4
157.55.39.80  |Uited Sates [147.237.77. 243 |mbilevich. i1 |0 camNg Engine: TGP Invalid i malid seonent retransmssion. |y o) 3

Ret r ansni ssi on Packet dr opped.

184.173.16. 186 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
82.102. 169. 113 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 86. 118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
66.151.138.217 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
54. 68. 150. 50 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack noni t or 3
107.179. 95. 151 |Wited Sates |[147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46.19.85.9 | srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
66. 150. 164. 100 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack noni t or 2
23.88.103. 90 Lhited Sates |[147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
64.111.26.8 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack noni t or 2
69.197.137.38 |lLhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
98.143.36.203 |Lhited Qates |[147.237.76.86 |navy.idf.il Bad TCP sequence SS;Z'J:;Cr:mmt Wth different aert 2
64.111.26.8 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
98.143.36.203 |lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence f::l;:r:é:nsmt Wth different monitor |2
54.183.146.47 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
69.197.137.38 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack noni t or 2
66.151.138. 217 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 2
98.143.36.203 |Lhited States |147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
74.201. 57. 36 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
67. 86. 61. 74 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout alert 1
139. 162. 37. 147 |wnited Sates [147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
107.161. 23. 4 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
64.37.57. 114 Lhited Sates |[147.237.76.86 [navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
110. 89. 60. 122  |China 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
110. 89.60. 122 |China 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 110. 89. 60. 122 B ock
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock
. . Unaut hori zed Met hod HEAD f or
46.4.22.136 Ger many 147.237.72. 166 [aka. i df . i | v aka i o i 1/ri ght s/ aspl i nf 0. asp Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 181 |lhited Sates |147.237.77.176|nat pash.idf.il vaw cogat . i df . i 1/ 901- he/ cogat . aspx B ock 1
204.79.180.214 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for www aka. i df.il/ishuri ndnai n/ B ock 1
. . Unhaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il v | awi i1/ tenpl at es/ general / pi wi k. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 174  |Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.229.190 |lhited Sates [147.237.77.216(dover.idf.il v i df i 1/ 1397- en/ dover . aspx Bl ock 1
207.46.13.173 |lnited Sates [147.237.72.166aka.idf.il Uhaut hori zed URL Access to aka. i df.i|/banachane/ B ock
84.108.152. 115 |[lIsrael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/https:/wanidf.il/ Bl ock
. . DO stributed Whaut hori zed URL Access on
66.249.66.176 |lIsrael 147.237.72.166|aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
110. 89. 60. 122  |Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/license. php Bl ock 1
68.180.229. 190 |Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/kesher B ock 1
107. 141. 209. 208|Uhited Sates [147.237.77.216|dover.idf .l Unaut hori zed URL Access to v i df.il/894-en/idf gdover.aspx  |B ock 1
66. 249. 66. 197 |l srael 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
110. 89.60. 122 [China 147.237.72. 166 |aka. i df . i | Uhknown Parangter yiw contact[] in aka.idf.il/ None 1
77.237.138. 202 gg;lhic 147.237. 77. 176 |nat pash. i df . i | Unaut hor i zed Met hod HEAD for / B ock 1
40. 77. 167. 66 Lhited Sates [147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to nadimatal .idf.il/robots. txt B ock
110. 89. 60. 122  |Chi na 147.237.72. 166 [aka. i df . i | Admin Bl ocki ng B ock
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock
m ny- kosher-kravi . id ion - i i
139. 162. 13. 205 |Si ngapore 147. 237.0. 17 ny S Whtraceabl e Gonnection - Protocol violation None 1

f.il

(SSL_CONN_CLI ENT_HELLO)
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