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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 82 Czech Republic 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
79.181. 238. 164 | srael 147.237.76. 42 refuah.idf.il B ack List drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 82 Czech Republic 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
177. 75. 222. 231 Brazi 147. 237.77. 233 atal.idf.il JLMPurple Con Linit Tcp drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
66. 249. 75. 46 | srael 147.237.77. 226 wan chanat z. aka. i df . i | network flood | Pv4 TCP- SYN drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
177.75. 222. 231 Bazil 147.237.77. 235 svivaidf.il JLMPurple Gon Linit_Tcp drop 1
128.223.8. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.224.160. 106 |147.237.76.30 [Netherlands hi nush. i df i | ET SCAN Potential SSH Scan 3
91.224.160. 106 |147.237.76.176|Netherlands  [test.ncore.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237. 77. 205 [Net her | ands prishaidf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237. 76. 197 [Net her | ands e. hinush. i df .il ET SCAN Potential SSH Scan 2
91.224.160. 106 |[147.237.77.234|Netherlands  |halag.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237. 77. 170 |Net her| ands naar achot . i df . i | ET SCAN Potential SSH Scan 2
45.79.71. 122 147.237.77. 234 |Wnited Sates |halag.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
220.242.82.185 |147.237.8.27 |China e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76.39 [Netherlands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
191. 96.249. 18 |147.237.76.86 [Qiile navy.idf.il ET SCAN Potential SSH Scan 1
172. 245. 173. 142(147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 [147.237.0.200 [Netherlands mdu.idf il ET SCAN Potential SSH Scan 1
139. 162. 13. 205 [147. 237. 77. 226 |9 ngapore wa chanat z. aka. i df . i | SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
91.224.160.106 |[147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.249. 66. 222  |147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 1
91.224.160. 106 |147.237. 76. 199 [Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237. 72. 156 [Sweden aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
45.79.71.122 147.237.77.170 |United Sates |[maarachot.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
91.224.160.106 |[147.237.76.177|Netherlands  |ncore.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237. 76. 148 |Net her| ands ggcent er . aka. i df . i | ET SCAN Potential SSH Scan 1
191. 96.249. 18  |147.237.77.170|Qiil e naar achot . i df . i | ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.38 [Netherlands eengitav.idf.il ET SCAN Potential SSH Scan 1
176.47.0.9 147.237.77. 216 |Sudi Arabia  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.224.160. 106 |[147.237.72. 217 [Net her| ands eidf.il ET SCAN Potential SSH Scan 1
172. 245. 173. 142|147. 237. 76. 196 |Lhited Sates |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 [147.237.0.35 |[Netherlands akavs. i df . i ET SCAN Potential SSH Scan 1
91.224.160.106 [147.237.0.33 [Netherlands idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237.76.31 [Sweden nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237. 76. 196 |Net her| ands e.sviva. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |Ste Signature
203.87.73.58  |Astralia 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rzcr:nsmt Wth different dert 5
203.87.73.58  |Austraia 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uree;(;:”smt with different monitor |5
46. 19. 85. 204 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
86.190.13.117 |UWnited Kingdom |[147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5
203.87.73.58 Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |4
179. 159. 167. 224|Brazi | 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
203. 87.73.58 Australia 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |4
46.19.85.204  |israel 147.237.77. 226 ["" chanatz. aka. 1M gy TCP sequence Inval i d ACK nunber moni tor |3
Sreaning Engi ne: TCP Invalid segnent retransnission
66.249.69.106 |Lhited Sates 147.237.76.86 |navy.idf.il . .. ’ drop 3
Inval i d Retransnission Packet dr opped.
e . illegal header fornat detected: .
46. 19. 86. 21 I srael 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Il egal start line in request monitor |2
67.86.61. 74 Lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |2
67.86.61. 74 Lited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uree;(;:nsmt with different alert 2
46. 19. 85. 204 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 2
64.246.178.34 |United Qates 147.237.72. 166 |aka. i of . i Header Rejection :':ﬂg;trej ection pattern found in |onivor |2
67. 86. 61. 74 Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uﬁé:’mt wth different moni tor |2
S reamng Engi ne: TCP i i ssi
207.46.13.173 |United Qates 147.237.76. 200 |6 tan. aka. i of . i mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmnission Packet dr opped.
203.87.73.58 Australia 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout alert 2
67.86.61. 74 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.223.24.215 |Uhited Sates 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout monitor |1
172. 245. 173. 142|nited Sates 147.237. 76. 148 |gqcenter. aka. idf .il  |dr op drop 1
109. 253. 203. 68 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |1
184. 105. 139. 123|lLhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
141.212.122. 41 |Wited Sates 147.237.0.200 |mdu.idf.il Geo- 1 ocati on enforcement |&0;!ocation inbound drop 1
enf or cenent
o SYNtACXK retransmt wth .
77.139.109.97 |France 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal e monitor |1
216. 218. 206. 104|Wnited Sates 147. 237. 76. 197 |e. hi nush.i df . i Geo-1 ocation enf or cenent ﬁ?glggﬁ;ﬁn I nbound drop 1
64.238.133. 4 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |1
192.223.24.215 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rzcr:nsmt Wth different dert 1
172.245. 173. 142|Uhited Sates 147. 237. 76. 200 |ei tan. aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |1
139.162.37. 113 |Wiited Sates 147.237.8.28 |embile-ks.idf.il  |Geo-1ocation enfor cenent ﬁ?olrgzx]f” I nbound drop 1
184. 105. 247. 208|ULhited Sates 147.237.76.202|e.halag.idf.il Geo-1 ocati on enf or cenment gﬁ?;'rggi'nfn I nbound drop 1
161.202. 72. 146 |Japan 147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enforcement |01 ocation inbound drop 1
enf or cenent
84.94.37.27 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |1
192.223.24.215 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’:uree:“;:m”"t wth different monitor |1
141.212.122.33 |lhited Sates 147.237.0.33 |idf.il drop drop 1
192.223.24.215 |Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
162. 219. 230. 208|Lhited Sates 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or
Pal esti ni an . . -
31. 25.73. 247 Territory, Ceeupi ed 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
180. 76. 15. 145  |Chi na 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
141.212.122.34 |lhited Sates 147.237.0.33 [idf.il drop drop 1
77.124.61. 44 I srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |1
46. 19. 86. 21 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber monitor |1
192.223.24.215 |Uited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
172.56.42. 25 Lhited Sates 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
109. 152. 115. 202|Uni ted Kingdom [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
37.26.146. 145 |lsrael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
184. 105. 139. 123|Uhited Sates 147.237.0.33 [idf.il drop drop 1
141.212.122. 40 |Wited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enforcenent |0;!ocation inbound drop 1
enf or cenent
; . SYNtAXK retransmt with .
77.124.61. 44 | srael 147.237.72. 156 |aman.idf .il Bad TCP sequence di Fferent i ndow scal e noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55.51.0 I srael 147.237.0.19 |madi matal .idf.il Suspi ci ous Response Code Bl ock 14
) . . Uhaut hori zed URL Access to
198.55. 46. 3 Lhited Sates |147.237.72.166|aka.idf .il o aka i o i 17 mai v har edi  undef i ned B ock 6
66.249. 66. 107  [Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 66. 107 Bl ock
66.249. 66. 107 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy assetlinks.json [B ock
. . . Uhaut hori zed URL Access to
207.46.13.178 |lhited Sates |147.237.76.31 |nakchal .idf.il ww nakhal . i df . i |/ consol e/ cor e/ doc_ngr/ doc_nur . asp Bl ock !
79.178.5.224 | srael 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 1
waw. chanat z. aka. i d |Miltiple Untraceabl e SSL Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |S ngapore 147.237.77. 226 fil violation (SSL GONN GLIENT HELLO) None 1
66.249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unhaut hori zed Met hod HEAD f or
217. 231. 205. 158|Ger many 147.237.72. 166 |aka. i df . i | v aka, i of i |/ rmai n/ home/ def aul t . aspx B ock 1
79.178. 5. 224 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnrpc. php Bl ock 1
www. chamat z. aka. i d [s3. Untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapor e 147.237.77. 226 i (SSL.CONN QLI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66. 249. 66.232 |lIsrael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
88. 163. 70. 42 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.il/giyus/ kadat z/ B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 181 |lhited Sates |147.237.77.176 nmat pash.idf.il v cogat . i df . i |/ 2065- he/ cogat . asp Bl ock 1
96.47.157.10  |Wited Sates |147.237.72. 156 |anan. i df .i | Distributed haut hori zed LRL Access on B ock 1
wan anan. i df . i1/ favicon.ico
} . . Unhaut hori zed Met hod PCST for
204.79.180.204 |lhited Sates |147.237.72.166|aka.idf.il v aka i of i1/l ui it enpl at es/ hone. asp B ock 1
68.180. 229. 190 [United Sates |147.237. 77. 216 |dover. i df . il Paraneter Type Viol ation PageNimin Bl ock 1
wa i df . i |/ 1398- en/ dover . aspx
108.14.66.38  |Lhited Sates [147.237.72. 156|anan. i df. il Distributed Whaut hori zed LR Access on B ock 1
www anan. i df . i |/ favi con.ico
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