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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 7
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
141. 22. 213. 35 Ger nany 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
160. 80. 221. 37 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 69 St zerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
192. 91. 235. 230 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 230. 49. 118 Lhited Sates 147.237.72. 156 anan. i df . i network flood | Pv4 | QWP dr op 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At tacker At acker .
Count ry Target Address |Site ’Sgnature

197. 40. 183. 93 |Egypt 147.237.77. 216 |dover.i df . i

3886 HITP. Qoss Ste Sripting in POST Request

Bl ock

199. 87. 254. 195 |Lhited Sates 147.237.77.74

lawidf.il 34161: | QWP Cormuni cation with Destination Host is Administratively
’ Prohi bi ted (Code 10)

B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
45.79.71. 122 147.237.77.74  |Wited Sates lawidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
163.172.169. 150 |[147.237.77.178 |United Ki ngdom e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
104. 148. 120. 134 [147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
69. 24. 208. 162 147.237.77.212 |Wited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.102. 6.5 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
197. 40. 183. 93 147.237.77.216 |Egypt dover.idf.il SQ Injection - Select From 1
193. 201. 225. 149  [147.237.8.50 krai ne e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 96. 249. 189 147.237.77.179 |Qile e.mazi.idf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 18 147. 237. 8. 50 Gile e tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 |147.237.77.226 |United K ngdom ww chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104. 148.120. 134 [147.237.77.216 |Uhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
104. 148. 120. 134 [147.237.0. 16 Lhited Sates ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
69. 24. 208. 162 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.161. 40. 17 147.237.76.42  |Russian Federation [refuah.idf.il ET SCAN Potential SSH Scan 1
197. 40. 183. 93 147.237.77.216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
5.189. 141. 17 147.237.77.234 |Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 189 147.237.77.234 |Qile hal ag.idf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 189 147.237.76.197 |Qile e. hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
191. 96. 249. 18 147.237.0.200 |Giile rdu. i df i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

79.181. 238. 164 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 1694
w ndow scal e
217.42.196. 211 |United Ki ngdom(147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 21
217.42.196. 211 |United Kingdom(147.237.72. 166 |aka idf.il Bad TCP sequence I'nval i d ACK nunber aert 21
99.149.190.20 |lhited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence f:zllfncrsnsmt wehdfferent 1 ert 8
99.149.190.20 |[Uited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;éj”s"“t Wth different monitor |8
99.149.190.20 |[thited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
192. 95. 13. 21 Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
99.149.190.20 |lLhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 5
85. 64. 147. 38 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
. . SYNWAKK retransmt with .
85. 64. 147. 38 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence different vi ndow scal e noni t or 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
37.26.146.225 |lIsrael 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
77.127.19.217 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 137 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber moni t or 2
99.149.190.20 |Wnited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
74.82.47.55 Lhited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.53.52.178 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.8.183. 16 stls;;”ion 147.237.77. 176 |nat pash.i df . SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |1
85. 65. 52. 125 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
46.19.85.104  |[israel 147.237.77. 226 | chanatz. aka.idf- |ga4 TCP sequence Inval i d ACK nurber moni tor |1
2.53.138. 165 I srael 147. 237.72. 156 |anan.i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
176.13. 233. 221 |lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
92.241.41.93 Jor dan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218.206. 86 |lited Sates  |147.237.0.200 |muidf.il Geo-l ocation enforcement | 0! ocation inbound drop 1
enf or cenent
5.22.134.179 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
Stream ng BEngi ne: TCP i
187.148.8.46  |Mexi co 147. 237. 72. 156 |anan.i df . mng =g I nval i d checksum Packet drop 1
Inval i d Checksum dr opped.
71. 6. 158. 166 Lhited Sates 147.237.77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218. 206. 120|Lhited S ates 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 210. 128|l srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SYN drop 1
5.102.195.182 |lsrael 147.237.72. 166 |aka.i df il Bad TCP sequence Invalid ACK nunber noni t or 1
i S ream ng Engi ne: TCP i
187, 148. 8. 46 Nexi co 147 23777, 226 | chanat z. aka. i df . _ g g Invalid checksum Packet drop 1
il Inval i d Checksum dr opped.

73.233.207.106 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
139.162. 37. 147 |Uhited Sates  |147.237.72.167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount

84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At enpt B ock 1

207.46.13.104 |Lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1

23.245.224.129 |thited Sates  [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to ww navy. i df . il /bl ogs/wp- | ogi n. php B ock 1

136. 243. 16. 208 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.i|/yohal an/ mai n/ mai n. asp |B ock 1

. - Unaut hori zed Met hod HEAD for

217. 231. 205. 158|Ger many 147.237.72. 166 [aka. i df . i | v aka. i df i |/ i n/ hore/ def aul t . aspx Bl ock 1

66. 249. 69. 92 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1401- he/ at al . aspx B ock

183. 160. 115. 35 [Chi na 147.237.77. 176 |mat pash. i df .i| [Miltipl e Uhauthorized URL Access from 183. 160. 115. 35 B ock 1
] . . Par anet er Type M ol ati on PageNumin

68.180.229. 181 |lhited Sates  [147.237.77.176|nat pash. i df . i | v cogat . i df i 1/ 1043- he/ cogat . aspx B ock 1
. . . Lhaut hori zed URL Access to

183.160. 115. 35 |Chi na 147.237.77. 176 |mat pash. i df . i | vanw cogat i df i 1/1035- he/ i df g. aspx/ t r ackback/ Bl ock 1

71. 6. 158. 166 Uhited Sates  [147.237.77. 170 |maar achot . i df . i l[JUnaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 1

187.148. 8. 46 Mexi co 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waw aman.idf.il/favicon.ico B ock

23.245.224.129 |lhited Sates 147.237.76.86 |navy.idf.il PHP At t enpt B ock
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