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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
79.181. 238. 164 | srael 147.237. 76. 42 refuah.idf.il B ack List drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
111.43.152. 176 Chi na 147.237.0. 34 tikshuv.idf.il JLMPurple Gon Limt_Tcp drop 1
131. 179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
128.223. 8. 113 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
193.1.13. 12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At tacker A tacker .

count ry ’Target Address |Site ’S gnature
36.110. 147.66 |China 147.237.77.74 |l aw i df . i|CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i|CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
199.87. 254. 195 |hited Sates 147.237.77.74 |lawidf.i ?4(21)Zi llo()]\,P Gommuni cation wth Destination Host is Administratively Prohibited B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
91. 224. 160. 106 147.237.77.74  |Netherl ands lawidf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 147.237.8.27 Net her | ands e.nadimatal .idf.il ET SCAN Potential SSH Scan 3
91. 224. 160. 106 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.0.35 Net her | ands akave. i df il ET SCAN Potential SSH Scan 2
45.79.71.122 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
91. 224. 160. 106 147.237.77. 243 |Nether| ands nobi | e.i df il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237. 8. 46 Net her | ands e. chinuch. i df .il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77.226 |Netherl ands wwwy chanat z. aka. i df . i | ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.199 |[Netherl ands e. nakchal .idf il ET SCAN Potential SSH Scan 1
212.224.109. 175 |147.237.77.227 |Ger many e. hanaz. i df .il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.196 |[Netherl ands e svivaidf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154 [147.237.76.202 |China e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.0. 16 Net her | ands ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.147 |Netherl ands chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
113. 240. 250. 154 [147.237.76.177 |China ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67. 158 147.237.77.226 |Sweden wwwy chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147. 237. 76. 34 Net her | ands yohal an. i df.il ET SCAN Potential SSH Scan 1
45.79.103. 178 147.237.77.170 |Wnited Sates naar achot . i df .i | WEB- M SC Chunked- Encodi ng transfer attenpt 1
104. 128. 144. 131 [147.237.0.200 |Canada rdu. i df il ET SCAN NVAP -sS wi ndow 2048 1
91. 224. 160. 106 147.237.72.217 |Netherl ands eidf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.77.178 |Netherl ands e. nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.234 |Nether| ands hal ag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.205 |Net her| ands prisha.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.201 |[Netherl ands eatal.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.197 |[Netherl ands e. hinush. i df .il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.0.15 Uni ted Ki ngdom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.0. 17 Net her | ands mny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.148 |[Netherl ands gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
113. 240. 250. 154 [147.237.76.198 |China e. yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.0. 35 Chi na akaws. i df i ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.38  [Netherlands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 [147.237.76.38 |Canada eengitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
46. 161. 40. 17 147.237.76.196 |Russian Federation [e.svivaidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.31  |Netherl ands nakchal .idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 [147.237.0.200 |Canada rdu. i df il ET SCAN NVAP -f -sS 1
91. 224. 160. 106 147.237.72. 14 Net her | ands dover.idf.il(old) ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |
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SWNretransmt wth different
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79. 181. 238. 164 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor  |134
w ndow scal e
141. 226. 161. 95 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 15
192.95.13.21 [Canada 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 14
89.187.71.164 |United Kingdom [147.237.77.233atal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 9
89.187.71.164 |United K ngdom [147.237. 76. 147 |chi nuch. aka.i df.i| SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
89.187.71.164 |United Ki ngdom [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 8
89.187.71.164 |United Ki ngdom [147.237. 76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 8
89.187.71.164 |United Ki ngdom |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 8
89.187.71.164 |united Ki ngdom |147.237. 77. 226 :""‘"“Cha”atz'aka' Haf-T lsyN At ack SYN -> SYNACK -> Tineout |monitor |8
Sreaning Engine: TCP Invalid ' i ssi
84.108. 248. 74 |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =9 Inval i d segnent retransmssion. |, ) 8
Ret r ansni ssi on Packet dropped.
89.187.71.164 |United Ki ngdom |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
89.187.71.164 |United Kingdom [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
89.187.71.164 |United Ki ngdom |147.237.77.235|sviva. idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
87.70.30.37  |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SINFACK retransmt with monitor |7
different wndow scal e
89.187.71.164 |United Ki ngdom [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
89.187.71.164 |Wnited Ki ngdom |147.237. 0. 17 ?’i"Iy'kOSher'kraV' T4 1syN At ack SYN -> SYN-ACK -> Timeout |monitor |7
87.70. 30. 37 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 7
89.187.71.164 |United Kingdom |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 6
89.187.71.164 |United Ki ngdom [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 6
89.187.71.164 |United Kingdom [147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 6
Sreaming Engine: TCP Invalid i i ssi
66.249.79.17 |lited Sates  |147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
89.187.71.164 |United Ki ngdom [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor 6
89.187.71.164 |United Ki ngdom |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
89.187.71.164 |United Ki ngdom |147.237.77.170 |na@arachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
87.68.52.243 |[Israel 147.237.77. 176 |nat pash.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
89.187.71.164 |United Ki ngdom |147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
89.187.71.164 |United Ki ngdom [147.237.77. 176 |nmat pash.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor 6
89.187.71.164 |United Ki ngdom |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
46. 19. 86. 94 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST roni t or 5
185. 87. 183. 52 :%:E'b”'z'zmc 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
109. 65. 94.22  [Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
89.187.71.164 |United Ki ngdom [147.237.72. 167 |ishuri maka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
Iran, Islamc . . SYNretransmt wth different .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence noni t or 4
Sreaming Engine: TGP Invalid i i sSi
131.253.27.190 |hited Sates  |147. 237.76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
89.187.71.164 |United Ki ngdom [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |4
192.95.13.21 [Canada 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Tineout [alert 4
185.87.183.52 | 1A Islame 1,42 537 76.86 [navy.id.il Bad TCP sequence SNretransmt wth different ) o 4
Republ i ¢ of seguence
139. 162. 13. 205 |S ngapor e 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 3
148. 251. 22. 208 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
5.22.134.191 |lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
148. 251. 22. 208 |Ger many 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 2
148. 251. 22. 208 |Ger many 147.237.0.17 ?’i"Iy'kOSher'kraV' T4 1syN At ack SYN -> SYN-ACK -> Timeout |monitor |2
. S . Geo- | ocati on i nbound
187. 61. 110. 201 |Brazil 147.237.77. 212 |e. dover.idf.il Ceo-1 ocati on enf or cenent onf or coment drop 2
e SYNtACK retransmt wth .
197. 36. 126. 238 |Egypt 147.237.77. 216 |dover.idf .i Bad TCP sequence di fferent vi ndow scal noni t or 2
Iran, Islamc . . )
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [alert 2
148. 251. 22. 208 |Ger many 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 2
79.177. 247. 147 |l srael 147.237.72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor 2
148. 251. 22. 208 |Ger many 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 2
148. 251. 22. 208 |Ger many 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Oount

2.53.187.209 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6

2.55. 26. 158 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
Unaut hori zed URL Access to

66. 249. 69. 191 |lIsrael 147.237.77.234|hal ag. i df . i | wan | ogi stics.atal .idf.il/tenpl ates/ shared/ usercontrol s/ navnenu/ und |Bl ock 1
efi ned

79.181. 238. 164 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1

66.249.79.17  |Israel 147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to madi matal .idf.il/robots. txt Bl ock 1

www. chanat z. aka. id ,

94.102. 49. 190 [Net herl ands 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1

46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | xfwavl”;kt:: ljfz'ei‘f /?I?er]ior?ﬂam;gayonesol dier. asp Bl ock 1

68.180.228.41 |Uited Sates [147.237.76.31 |nakchal .idf.il ma';?kﬁ;ﬂ‘g? _\fl‘;'fﬂ;’_“hgag;'(\ﬁ:'_gspx Bl ock 1

66. 249. 64. 236 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1

68. 180. 229. 181 |Uni ted Sates [147.237.77. 176 |mat pash. i df . i | mazztgjt%‘?e M /Oigéé?ﬁef?gngf‘aggx B ock 1

66.249. 66. 177 |l srael 147.237.77. 216 |dover.i df . il Paranet er Type Mol ati on PageNumin waw i df . i|/1086- he/ dover . aspx |B ock 1

77.138.216.8 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.138.216.8 |H ock 1
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