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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sni tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 H nl and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130. 217.77.2 New Zeal and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1




09-11-2016-01:06:35 to 09-11-2016-02:06:35

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
123. 126. 68. 101 Chi na 147.237.77.74 lawidf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.69. 198  |147.237.76.42 |Whited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 114
198.58.110. 199 [147.237.72.217 |thited Sates [e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
178. 220. 165. 231|147. 237. 76. 39 nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
178. 220. 165. 231|147. 237. 76. 39 nobi | e. nei tav.idf.i [ET SCAN NVAP -f -sS 1
94.102.48.195 |[147.237.77.61 |[Netherlands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237.0.33  |lkrai ne idf.il ET SCAN NMAP -sS w ndow 1024 1
178. 220. 165. 231|147. 237. 76. 39 nobi l e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 2048 1
150 234.169. 27 |147. 237. 76. 176 | azi | test. noore.idf il ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
69.24.208.162 |[147.237.76. 147 |ited Sates [chinuch.aka idf.il |[ET SCAN NMAP -sS wi ndow 1024 1




09-11-2016-01:06:35 to 09-11-2016-02:06:35

|Top Attackers In FW |

Devi ce

At acker

ountry Target Address |Ste Signature Action ‘Count
Sreamng BEngine: TCP Invalid i i ssi
85.64. 64.128 |l srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 124
Ret r ansni ssi on Packet dropped.
89. 187. 71. 164 k?'rf;gom 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |menitor |16
89. 187. 71. 164 gi“rf:gom 147. 237. 77. 226 :"”‘WCha”mz'aka' T lSyN At ack SYN -> SYN-ACK -> Tineout |monitor |15
89. 187. 71. 164 k?'rf;gom 147. 237. 77. 170 |mmar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |menitor  [15
89.187. 71. 164 k?';:gom 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |14
89. 187. 71. 164 k?'rf;gom 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |14
89.187. 71. 164 k?';:gom 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |14
89. 187. 71. 164 k?'rf;gom 147. 237. 76. 200 |ei tan. aka i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |14
89.187. 71. 164 gi“rf:gom 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
89. 187. 71. 164 k?'rf;gom 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |14
89.187. 71. 164 gi“rf:gom 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
89. 187. 71. 164 k?'rf;gom 147.237.77. 233 |atal .iof il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |14
89. 187. 71. 164 k?';:gom 147.237.72. 167 |i shurimaka.i of . | SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |14
89. 187. 71. 164 k?'rf;gom 147.237.77. 234 |hal ag.i of . i | SYN At tack SYN -> SYN-ACK -> Tineout  |monitor |14
89. 187. 71. 164 k?';:gom 147.237.0.19 |medimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |14
89. 187. 71. 164 k?'rf;gom 147.237.76.30 |hinush.idf. il SYN Att ack SYN -> SYN-ACK -> Tineout |menitor  [13
89. 187. 71. 164 k?';:gom 147. 237. 76. 147 |chi nuch. aka.i df . | SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |13
89. 187. 71. 164 k?'rf;gom 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout |menitor  [13
89.187. 71. 164 llgi“r::gom 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
89. 187. 71. 164 k?'rf;gom 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |menitor  [13
89. 187. 71. 164 gi“rf:gom 147.237.0.17 ";I"y' kosher-kravi. 1df |oun A t ack SYN -> SYN-ACK -> Tineout |monitor |13
89. 187. 71. 164 k?'rf;gom 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout  |monitor |13
89. 187. 71. 164 k?';:gom 147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |13
46.19.85.218 |Israel 147. 237.77. 226 :""‘WCha”m'aka' ' Bad TGP sequence Inval i d ACK number monitor |9
46.19.85.218 |Israel 147.237.77. 226 :"”‘WCha”mz'aka' 'di-1 IBad TCP sequence Inval i d ACK nunber alert 8
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah.idf.il drop SAMrul e drop
109. 66. 20. 206 |l srael 147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i ssi
65.55.210.16  |Wnited Qates |147. 237. 76. 200 [ei tan. aka.i df i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
192.95.13.21 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 3
5.22.134.191 |[Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber moni tor |3
131. 221. 47. 210 |Rrazil 147.237.77. 234 |hal ag. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |3
192.95.13.21 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
131. 221. 47. 210 |Rrazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
131. 221. 47. 210 |Rrazil 147.237.0.17 ”?I"y’kOSher'kra""'df SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
109. 67. 253. 180 [I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber monitor |3
131. 221. 47. 210 |Rrazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
131. 221. 47. 210 |Rrazil 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
192.95.13.21 [Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |3
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
131. 221. 47. 210 |Rrazil 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
74.91.119.13 |Wnited States |147.237.76.86 |navy.idf.il Bad TCP sequence f:’;'l;eer:cr:”s"“ vith different alert 2
131. 221. 47. 210 |Rrazil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
192.95.13.21 |Canada 147.237.0.17 ";I"y' kosher-kravi. 1df |oun A t ack SYN -> SYN-ACK -> Tineout |monitor |2
192.95.13.21 |Canada 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
131. 221. 47. 210 |Rrazil 147.237.76.39 |nobile.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
131.221. 47. 210 |Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaming BEngine: TCP Invalid i i ssi
89. 237.126.36 |France 147. 237. 77. 243 |robi 1 e, i of . i | g =g Invalid segnent retransmssion. |y ., 2
Ret r ansmi ssi on Packet dropped.
185. 27. 105. 74 |I srael 147.237.72. 166 |aka. i df .i drop First packet isnt SN drop 2
74.91.119.13 |tited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’;l;eer:;sns"“ wth different monitor |2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46.19.86.201 |Israel 147.237.0.19 |madi matal . i df. i ||Suspici ous Response Code Bl ock
77.139. 192. 160 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 77.139. 192. 160 B ock

Unknown Par anet er
84. 111. 234. 107 |l srael 147.237.72. 166 |aka. i df . i | ct100s$ct | 00$cphMai n$TochenP acetbl der $enai | Updat e$r pt Enai | Subj ect sLi st $c |None 1
t 1 00$chbEmai | Subj ect in vwwv aka. i df.il/nai n/ gi yus/ fag. aspx
157.55.39. 124 |lnited Sates |147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/1133- 15554- he/ dover . aspx-title= [B ock 1
77.139.35.108 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df.il/rights/asp/info.asp B ock 1
88.128. 80. 105 |Ger many 147.237.72. 166 |aka. i df . i | Distributed Unauthorized Method for Known URL on aka.idf.il/giyus/ Bl ock 1
66.249. 66. 174 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
106. 184. 21. 64 |Japan 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
66. 249. 66. 251 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . il/mai n/giyus/gen. .. px B ock 1
77.139. 192. 160 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 1
2.53.169. 114 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
109. 64. 33. 204 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to v chi nuch. aka. i df.il/404. htm B ock 1
77.138.216.8 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 216. 8 Bl ock 1
77.237.138. 202 g;;hic 147.237.77. 235|sviva.i df . i | Unaut hori zed Method HEAD for / B ock 1
5.22.134.191 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/mai n/hone/ gi yus Bl ock
109. 66. 20. 206 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None
77.138.216.8 |Rance 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ kapat z/ B ock 1
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