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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.53.28.183 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 178 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 178 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

46.161.40.17  |147.237.8.27 gj::;”ion e nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.33.116.208 [147.237.0.35 [Lhited Sates akaws. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
201. 150. 38. 110 |147.237. 77. 226 |Mexi co v chanat z. aka. i dof . i | |[ET SCAN NMVAP -sS w ndow 3072 1
201.38.68.132 |147.237.77.176 |Razil nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237. 8. 14 EZZli}on e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
69.24.208.162 |147.237.77.212|lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 84.213.146 [147.237.77.234|Wited Sates hal ag. i df.il ET SCAN NMVAP -sS wi ndow 3072 1
46.161.40.17  |147.237.8.28 |SSIan e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1

Feder at i on
Russi an . ) . .
46. 161. 40. 17 147.237.8.24 | o ion elifestyleidf.il ET SCAN Potential SSH Scan 1
23.92. 20. 154 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
201. 150. 38. 110 |147.237. 77. 226 |Mexi co v chanat z. aka. i dof . il [ET SCAN NVAP -sS w ndow 1024 1
139. 162. 160. 132]147. 237. 76. 44 [Lhited Sates e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
106. 38. 241. 105 |147. 237. 72. 156 [Chi na anan.idf.il ) i — 1
port denial of service attenpt
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
66.249. 66. 240 |147.237.72. 166 |Lhited Sates aka.idf.il ) ) - 1
port denial of service attenpt
46.161.40.17  |147.237.77. 179 [1SSI @ e.nazi.idf.il ET SCAN Potential SSH Scan 1

Federati on
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address [Ste Signature Action ‘Count
201. 46. 55. 42 Brazil 147.237.77. 216 [dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
201. 46. 55. 42 Bazil 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 21
201. 46. 55. 42 Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201.46.55.42  |prazil 147.237.77. 226 :’“"WCha"atz'aka' T 1syN At t ack SYN -> SYN-ACK -> Tineout  [nonitor |21
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201. 46. 55. 42 Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201.46.55.42  |prazil 147.237.0.17 |V kosher-kravi . 1d |qyn At t ack SYN -> SYN-ACK -> Timeout  [monitor |21
201. 46. 55. 42 Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201. 46. 55. 42 Bazil 147.237.77. 176 |nat pash. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 21
201. 46. 55. 42 Brazil 147.237. 76. 200 [ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
Sreaming Engine: TP Invalid i i ssi
85.64.64.128  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g, 20
Ret r ansni ssi on Packet dropped.
201. 46. 55. 42 Bazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
201. 46. 55. 42 Brazil 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
201. 46. 55. 42 Brazil 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
201. 46. 55. 42 Bazil 147.237.0.15 |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 19
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
201. 46. 55. 42 Brazil 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
201. 46. 55. 42 Bazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 17
201. 46. 55. 42 Brazil 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
201. 46. 55. 42 Bazil 147.237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
Sreaning Engine: TCP Invalid i i ssi
73.21.127.0 Wited Sates |147. 237. 77. 216 |dover. i of . 9 =9 Invalid segnent retransmssion. | . 14
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.206  |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 14
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.103  |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 11
Ret r ansni ssi on Packet dropped.
46. 19. 86. 103 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
46.120. 142. 119 |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence noni t or 10
84.94.155.121 |[lIsrael 147.237.72. 156 |aman. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
46. 120. 142. 119 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 8
85.130.179. 172 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
141. 226. 163. 175|I srael 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 6
85.130. 179. 172 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
141. 226. 163. 175]I srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
85.130. 179. 172 |l srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
e SYNWAXK retransmt with .
141. 226. 163. 175|I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence different vi ndow scal e noni t or 6
85. 64. 150. 94 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.120. 142. 119 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
46.120. 142. 119 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor (5
46.120. 142. 119 |l srael 147.237.72. 166 |aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
88.111.216. 168 LKTI;gegom 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.19. 85. 23 I srael 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
88.111. 216. 168 z‘;;gom 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
88. 111. 216. 168 | '°d 147.237.76.86 |navy.idf.il Bad TCP sequence SINretransmt wth different —f oy 4
Ki ngdom seguence
Lhi ted . . SWNretransnmit wth different )
88.111.216.168 | . ngdom 147.237.76.86 |navy.idf.il Bad TCP sequence sequence noni t or 4
88. 111. 216. 168 z";ggom 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nurber monitor 4
72.186.196.8  |Uited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Sszgur:rzcrs”s”"t wth different monitor |3
69.178.112.197 [United Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rt]ggnsmt wth different monitor (3
46. 19. 85. 206 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert
69.178.112. 197 [Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

147.237. 77. 233/ 1136- he/ at al . aspx

count ry Target Address |Site Sgnature Acti on ‘Count
85. 65.109. 186 [l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
37.26.146. 133 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
185. 27.106. 72 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 185. 27. 106. 72 B ock 3
2.53.2.65 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 66. 98. 181 [l srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ati on Password in nobil e.idf.il/sachar/l ogin B ock 2
77.139.79. 242 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 2
85.64.88.111 [l srael 147. 237.77. 216 |dover. i df . i | thaut hori zed LR. Access to : Bl ock 2
vwwy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/
66.249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
106. 38. 241. 105 [Chi na 147.237.72. 156 |anan. i df . i | (SSL CONN LI ENT FELLO) None 1
79.177. 146. 219 (I srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
. . . Unaut hori zed URL Access to
85.65.109.186 || srael 147.237.77.243|mobi L €. i df . 11|03 o Vo i1/ cat egoryt enpl at es i st chi | ddocunent s/ 1071 B ock !
. . SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 66. 240 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
79. 180. 129. 206 I srael 147.237.77.74 [lawidf. il vwwy | aw i df . i | /tenpl at es/ t enpl at econt r ol s/ news/ NXONN NANDY Bl ock !
. ] Distributed Lhaut hori zed URL Access on
37.26.149.133 |[Israel 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
87.71.242.166 |lIsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.249.76.98 |lsrael 147.237.72. 156 [arman. i df . i | D stributed Whaut horized UR. Access on list.ips.gov.il/robots. txt Bl ock 1
79.180. 218. 42 |Israel 147.237.77.216|dover . i df . il D stributed Lhaut hori zed URL Access on wwidf.il/https:/wawnidf.il/ |B ock 1
46.116.14.218 |Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
89. 237.89.196 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/nai n/ sachar/kl ali.aspx Bl ock 1
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |Bl ock 1
93.158. 152. 34 RJF ss::tni on 147.237.72. 156 [anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
77.139.241.14 |Fance 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df.il/mai n/smalinifag. aspx B ock 1
5.28.136.99  [Israel 147.237.77.233|atal .i df . il D stributed thauthori zed LR Access on Bl ock 1
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