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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
37.26. 147. 241 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
120. 132. 50. 135 Chi na 147.237.72. 156 anan. i df.il bl ock-sp-trafl forward 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnature Device Action |Count

197. 231. 221. 211 Liberia 147.237.77. 216 dover.idf.il |24910. HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address
201. 38. 68. 132

| Target Address

147.237.77. 226

Attacker Qountry
Brazil

Ste

waw chanat z. aka. i df . i |

Signature
ET SCAN NVAP -sS wi ndow 1024

130. 237. 215. 157 147.237.8.24 Sweden elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
130. 237. 215. 157 147. 237.76. 39 Sweden nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
104. 237. 146. 151 147. 237.76. 201 Lhited Sates eatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
37.26. 147. 235 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 18
37.26.147.222 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |16
2.53.142.57 I srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 16
2.53.142.57 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 16
2.53.142. 57 I srael 147. 237.72. 166 |aka. i df .1 Bad TCP sequence ;ﬁ;‘gﬁtrj\f;ggzr‘;&gth monitor |16
46.19.86.92  |israel 147. 237.76.31 |nakehal . i df il Streamng Engi ne: TCP Invalid imvalid segnent retransnission. |y 14
Ret ransm ssi on Packet dr opped.
37.46. 41. 203 I srael 147.237.77.233|atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor (14
37.26.147.235 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |12
207.46.13.192 |lhited Sates |147.237.77. 212 |e. dover.idf.il Geo- | ocati on enf or cenent Sg;’;ggﬁ;infn i nbound drop 12
37.26.148.151 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26. 147. 163 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 11
37.26.147.163 |israel 147. 237. 72. 166 |aka. i df .1 Bad TCP sequence ;ﬁ;‘gﬁtrj\f;ggzr‘;&gth monitor |11
37.26.147.222 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence jm}”e]ﬁtrﬁf;jﬁl;ﬁ”h moni tor |10
37.26.147.163 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
46. 19. 85. 162 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber alert 10
141. 226. 147. 158! srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 10
37.26.147.222 |lsrael 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |10
46. 19. 85. 162 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni tor |10
198. 50. 167. 175 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
141. 226. 147. 158]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
198. 50. 167. 175 |Canada 147. 237.77. 226 :’WChamz' aka.tdf-1|oyN At ack SYN -> SYN'ACK -> Tinmeout  |menitor |10
46.19.85.251  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dr opped.
198. 50. 167. 175 |Canada 147.237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
37.26.147.235 [Israel 147. 237. 77. 216 |dover . i of .i Bad TCP sequence ;W;‘g;rs;;g;;?c;?th moni tor 9
37.26. 147. 235 | srael 147.237. 77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout alert 9
198. 50. 167. 175 |Canada 147.237.72. 156 |anan. i df . il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |9
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor (8
198. 50. 167. 175 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
2.53.149.71 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
198. 50. 167. 175 |Canada 147.237.72. 167 |i shurimaka.idf .il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 8
37.26.147.230 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
198. 50. 167. 175 |Canada 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |8
198. 50. 167. 175 |Canada 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 8
198. 50. 167. 175 |Canada 147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
37.26.147.230 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence wﬁtrs\:;ggzr:c;?th moni tor |8
198. 50. 167. 175 |Canada 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 8
198. 50. 167. 175 |Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |8
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 8
5.102. 195. 49 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |7
198. 50. 167. 175 |Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
198. 50. 167. 175 |Canada 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
198. 50. 167. 175 |Canada 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |7
139. 162. 13. 205 |S ngapore 147.237.76.39 |nobile neitav.idf.il drop SAMrul e drop 7
198. 50. 167. 175 |Canada 147.237.0.17 [V kosher-kravi.1d |\ At ack SYN -> SYN-ACK -> Tineout  |nonitor |7
139.162. 13. 205 |9 ngapore 147.237.77.233|atal .idf.il drop SAMrul e drop 7
198. 50. 167. 175 |Canada 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |7
2.53.3.98 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
198. 50. 167. 175 |Canada 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |7
198. 50. 167. 175 |Canada 147.237.76. 200 |ei tan. aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 144. 243|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
37.26.148.178 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 8
77.139.163. 147 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df .il/mai n/ giyus/sitenap. aspx  |B ock 6
109. 253. 213. 126l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 120 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
195. 90. 103. 48  |Fol and 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.228.192. 32 |Israel 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
85. 64.191. 205 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
109. 253. 133. 171 ]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.176.82.230 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
46. 19. 86. 33 I srael 147.237.77. 216 |dover.idf .i | Ilegal HITP \ersion B ock 1
37.26.146.172 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
185.27.106.72 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/main/ gi yus/ general . aspx |B ock 1
93.172.122.35 [ srael 147.237.72. 166 |aka. i df . i | m”;’k‘“giﬁr_?ﬁg nf;;g?ﬁt;a?gffgzgisgfcphsaChar$°t' 251in None 1
66. 249. 69. 96 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
46.4.22.136 Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. idf.il/mai n/ hone/ default.aspx |B ock 1
79.178.195.120 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 167. 33 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
66. 249. 76. 72 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to v arman. idf.il/.well-know assetl i nks. j son |B ock 1
46.19. 86. 33 I srael 147.237.77.216|dover. i df . il Abnormal |y Long Request met hod B ock 1
84.108.118.11 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46.116.30.203 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 116. 30. 203 B ock 1
37.26.148.182 |israel 147.237.77. 243|nobi | e. i df . i | m;ﬂteh?;fff/é?eggf;ezjwt;es/Iistch” dsubeat egori es/ 1423 Bl ock 1
109. 66. 169.55 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
77.138. 144. 238 |France 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
46. 19. 86. 33 I srael 147.237.77. 216 |dover . i df . i | Dstributed Ml forned URL B ock 1
2.55. 40. 57 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77.234/i mages/ shared/bul l et 1. gif  |B ock 1
85. 64. 7. 149 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
46.121. 252. 215 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
37.46.41.203  [Israel 147.237.77.233|at al . i df . i | el ot o zed R Agscs)fs on Bl ock 1
109. 226. 45.85 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css B ock

46. 19. 86. 33 I srael 147.237.77. 216 |dover . i df . i | D stributed Wknown HITP Request Met hod B ock
5.102.195.49 [ srael 147.237.77. 234|hal ag.i df . i | ?ﬁ ;;29;‘;92527?;:;;52?1;& osess fréi . Bl ock 1
176.228.192. 32 |l srael 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

66. 249. 69. 92 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock

40. 77. 167. 43 Lhited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to wwy aman.idf.il/robots. txt Bl ock 1
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