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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site

|Signature |Device Action  |Count |
201. 55. 179. 62 Brazil 147.237.77. 235 sviva.idf.il |JLMPurple Gon_Lint_Tcp drop 1
201. 55. 179. 62 Bazil 147.237.77. 233 atal.idf.il |[JLMPurple Gon_Limt_Tcp drop 1
201. 55. 179. 62 Bazil 147.237.77. 234 halag.idf.il |JLMPurple Gon Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |Sgnalure Devi ce Action ‘Count |
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP: naj estic bot Per nit 3
106. 38.241.105 |China 147.237.72.167 |ishurimaka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
209. 58. 178. 49 S ngapor e 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
106. 38.241. 105  |Chi na 147.237.76. 31 nakchal .idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
106. 38.241.105 |China 147.237.77.170 |maarachot.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 2
46.4.32.75 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per mt 2
106. 38.241. 105  |Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
209. 58. 178. 49 S ngapor e 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot Per it 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

61.240. 144. 65 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
163.172.129. 15 |147.237. 76. 196 LKJ?i;:gom e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
163.172.129. 15 |147.237. 76. 147 E;ir:;cci]om chinuch. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
139. 162. 225. 219|147.237.0.19 |lhited Sates |[nadimatal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
, o SERVER APACHE Apache mod_ssl non-SSL connection to SSL port
106. 38. 241. 105 |147.237.76.86 [China navy.idf.il . ) 1
deni al of service attenpt
58. 218. 200. 137 |147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.8.24 |Wkraine elifestyleiidf.il |JET SCAN NVAP -sS wi ndow 2048 1
23.239.31.132 |147.237.76.201|lhited Sates |e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
85.130.189.4  |147.237.72. 156 | srael anan. i df .i | ET SCAN NVAP -sA (2) 1
212.116. 72. 226 |147.237.77.74 |Sweden lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
5. 255. 90. 133 147.237.76.30 |Netherlands hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
69.24.208.162 |147.237.77.61 |[Lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.141.78.56 |147.237.76. 200 |Chi na eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.240.144.65 |147.237.77.178|Chi na e.natpash.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
176.58.124.35 |147.237.76. 177 E;ir:;cci]om ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
163.172.129. 15 |147.237.76. 148 E?i;;gom gacenter. aka. i df .i [ET SCAN Potential VNC Scan 5900- 5920 1
61.240. 144. 65 |147.237.76. 147 |Chi na chinuch.aka.idf.il [ET SCAN Potenti al VNC Scan 5800- 5820 1
163.172.129. 15 |147.237.8.45 E?i;;gom eetanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144. 65 |147.237.76.42 |thina refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
139. 162. 160. 132|147.237.0. 200 |lhited Sates |[mdu.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240. 144. 65 |147.237.8.45 |China eetanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
91.201.236.50 |[147.237.8.24 |lkraine e.lifestyleiidf.il |[ET SCAN NVAP -sS wi ndow 4096 1
46.227.67.158 |147.237. 76. 202 |Sweden e halag.idf.il ET SCAN NMVAP -sS w ndow 1024 1
91.201.236.50 |147.237.8.24 |kraine elifestyle.idf.il [ET SCAN NVAP -f -sS 1
23.92. 20. 154 147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 64. 177. 37 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
211.141.78.56 |147.237. 76. 201 |Chi na eatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 93. 153  [147.237. 77. 170 |Eur ope nearachot.idf.il |ET SCAN NVAP -sA (2) 1
198.58.110. 199 |147.237.77.179|Wnited Sates |e.nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
93.173.162.57 | srael 147.237.76.31 |nakchal .idf .l Bad TCP sequence mdﬁr:éz"r Wth different moni tor |79
109. 253. 223. 145|i srael 147. 237. 76. 200 |ei tan. aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 45
Ret ransni ssi on Packet dr opped.
185.77.131.126 |Netherlands [147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |29
85.64.159.143 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence nmonitor |26
46. 19. 85. 122 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber monitor |25
82.81.172.211 | srael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 23
185.77.131. 126 |Netherlands |147.237.76.86 |navy.idf.il SYN Attack noni t or 23
46. 19. 85. 122 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber aert 20
82.81.172.211 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 17
46.121.82.102 | srael 147. 237. 77. 243 |nobi l e.i df .i | Streamng Engi ne: TCP Inval id linvalid segnent retransmission. | 14
Ret ransnm ssi on Packet dr opped.
185.77.131.126 [Netherlands [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |13
85. 64. 159. 143 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor  [13
82.81.172. 211 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 13
85. 64.159. 143 |l srael 147.237.72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout nonitor |13
5.102. 253. 59 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d ACK nunber alert 12
37.142.3.104  |Israel 147.237. 77. 243 |robi 1 e i of . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
5.102. 253. 59 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber monitor |12
85. 64. 159. 143 |l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 11
5.102.242.175 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 10
200. 187. 80. 115 |Brazil 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |9
200. 187. 80. 115 |Brazil 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.102.242.175 |lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |9
200. 187. 80. 115 |Brazil 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |9
200. 187.80. 115 |Brazil 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
200. 187. 80. 115 |Brazil 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |9
200. 187. 80. 115 |Brazil 147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |8
200. 187. 80. 115 |Brazil 147.237.72. 167 |i shuri maka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
200. 187. 80. 115 |Brazil 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
200. 187. 80. 115 |Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |8
200. 187.80. 115 |Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
200. 187. 80. 115 |Brazil 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
200. 187. 80. 115 |Brazil 147.237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |7
200. 187. 80. 115 |Brazil 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
200. 187. 80. 115 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
46. 19. 85. 156 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber nmoni t or 7
200. 187.80. 115 |Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
87. 69. 49. 202 | srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |7
139.162. 13. 205 |S ngapore 147.237.72. 166 |aka. i df il drop SAMrul e drop 7
5.29.213.139 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
200.187.80. 115 |Brazil 147.237.77. 226 :"”‘WCha”m'aka' Tt T lSyN At ack SYN -> SYN-ACK -> Timeout  |monitor |7
46.19.85.156  |Israel 147. 237. 77. 176 |nat pash. i f . | Streamng Engi ne: TCP Invalid fimvalid segnent retransmission. | o 7
Ret ransm ssi on Packet dr opped.
46. 19. 86. 25 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
87.69.49.202  [israel 147.237.72. 166 |aka. i of . Bad TCP sequence wﬁtﬁ;ggﬂg‘gm moni tor |7
200. 187. 80. 115 |Brazil 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
200. 187. 80. 115 |Brazil 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |7
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
85. 65. 17. 165 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
200.187.80. 115 |Brazil 147.237.0.17 ][”I"IV kosher-kravi.1d fqyn\ At t ack SYN -> SYN-ACK -> Timeout  |monitor |6
85. 250. 161. 168 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |6
109.67.202.86 | srael 147.237.72. 156 |anan. i of .1 Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176. 13. 20. 82 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 81
113.89.233.68 [China 147.237.77. 216 |dover . i df . i | Ml tiple Unaut hori zed URL Access from 113. 89. 233. 68 B ock 17
. . Unaut hori zed Met hod PCST for
213.151. 35. 221 |Israel 147.237.72. 166 |aka. i df . i | wiww aka. i of i |/ rai v har edi ndnas ul i nhi st. aspx B ock 6
113.89.233.68 |china 147.237.77. 216 |dover. i df .i | PHP At tenpt B ock 6
62.219.98.127 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 62.219. 98. 127 B ock 5
79.178.97.102 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
213.57.49.167 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
. . Unaut hori zed Met hod HEAD for
213.151.55.218 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ i yus/ si t enap. aspx Bl ock 3
89. 138. 170. 137 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
. . . Paraneter Type M ol ati on Repeat Password in
79.178.105. 225 |[lIsrael 147.237.77.243|mobi | e. i df . i | nobi l e, i df .| / sachar / changepassvor d B ock 3
79.179.141.32  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 253. 147. 153|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
Paraneter Type Mol ation
176.13.14.0 I srael 147.237.77.74 [lawidf.il Mast er $Cont ent Pl aceHol der 1$FAQLI st Vi ewTenpl at e1$l nt er nal Sear ch1$ |B ock 2
txt FreeText Search in wwy | aw i df.il/1133- he/ pat zar . aspx
109. 253. 221. 151 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
2.53. 151. 247 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
46.133.190.10 |kraine 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
. . . Unaut hori zed URL Access to
183.160. 251. 14 |Chi na 147.237.77. 216 [dover. i df . il v i df i | / 1283- 12634- en dover . aspx/ t r ackback/ B ock 1
] ] ] D stributed Unaut hori zed Method for Known URL on
66.102.9.6 Uited Sates |[147.237.72.166|aka.idf.il v aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
46. 19. 86. 126 I srael 147.237.77. 216 |dover . i df . i | Mal for med URL B ock 1
113. 89. 233. 68 Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. asp Bl ock 1
95.86.71.18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwx aka. i df . il /mai n/ gi yus/ def aul t. aspx[ |B ock 1
77.139.56.203 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCST for waw aka. i df.il/mai n/ sachar/kl ali.aspx |B ock 1
213.151.35. 221 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 213.151. 35. 221 |B ock 1
159.203.78.72 |Uited Sates |[147.237.76.200|eitan. aka.idf.il Uhaut hori zed Met hod HEAD for wwwu ei tan. aka.idf.il/ None 1
Russi an . . D stributed Uhaut hori zed Method for Known URL on
5.165.244.144 |- o ion  |147-237.72.166|aka. i df .| v aka, i df . i /i turi ndasp/ di spl ayal | sol di ers. asp Bock |l
; ; ; Unaut hori zed URL Access to
79.181. 249. 107 |lIsrael 147.237.77. 243 |nobi | e. i df . i | nobi | e. i df i 1/ cat egoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 1
Unaut hori zed URL Access to
207.46.13.124 |Wited Sates |[147.237.77.216|dover.idf.il WA, i df . i1/1133-17968- he/ dover . aspx<span B ock 1
styl e= font-fanily:tahona
. . Uhaut hori zed URL Access to
66. 249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
46.19. 86. 126 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method Dover.aspx in URL B ock 1
Russi an . . D stributed Unhaut hori zed Method for Known URL on
128.68.41.50 | ion  |147-237-72.166(aka. i df. il v aka, i df . i /i turi ndasp/ di spl ayal | sol di ers. asp Bock |l
) . . SS_ Unhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 [Chi na 147.237.76.86 |navy.idf.il (SSL OONN LI ENT HELLO) None 1
77.237. 138. 202 gg;lhic 147.237.77.235|sviva. i df .i | Unaut hori zed Method HEAD for / B ock 1
. . Unknown Par anet er modul eTo® in
62.219.98.127 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ @i v gi yus/ | ogi n. aspx None 1
31.154. 3. 222 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.182.102. 239 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
. . . Unaut hori zed URL Access to
66. 249. 69. 81 I srael 147.237.76.200(ei tan. aka. i df . i | W ei tan. aka. i of i |/t enpl at s/ nevs/ {"key": " B ock 1
i Waw. chamat z. aka. i )
207. 46. 13. 135 Lhited Sates |147.237.77.226 df il Uhaut hori zed URL Access to 147.237.77. 226/ robot s. t xt Bl ock 1
46.121.212.40 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . . Unaut hori zed Met hod PCST for
130. 0. 62. 180 kr ai ne 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ hoe/ def aul t . aspx B ock 1
108.0.219. 147 |Uited Sates |[147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
2.53.2.81 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
62.219.98.127 |israel 147.237.72. 166 |aka. i df . i | tnknown Par ameter nodul eToGoT in None 1
wn aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx
37.142. 3. 104 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 1
66.249.73.128 |[Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 1
212.76.122.88 |lsrael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
46.121.252.215 |Israel 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 1
157.55.39. 111 |uhited Sates |[147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/main/snalinismali maspx None 1
109. 67.202. 86 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Unaut hori zed URL Access to
183. 160. 115. 35 |Chi na 147.237.77. 176 |nat pash. i df . i | v cogat i df i | / 1043- he/ i df g. aspx/ t r ackback/ Bl ock 1
62.219.155.55 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
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