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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 121. 107. 15 | srael 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 4470
46. 19. 85. 178 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1431
183.131.19. 110 Chi na 147.237.76. 30 hi nush.i df.il |TGP Scan (vertical) drop 137
79.181.106. 173 | srael 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn drop 117
46.116. 125. 115 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 2
77.125.9.174 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 2
42.112. 10. 66 Wi et nam 147.237.77. 216 dover.idf.il |lnvalid TGP Hags drop 1
42.112.10. 80 i et nam 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
42.112.10. 70 Wi et nam 147.237.77. 216 dover.idf.il |lnvalid TGP Hags drop 1
79.182.3.3 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
42.112.10. 83 W et nam 147.237.77. 216 dover.idf.il |lInvalid TGP Hags drop 1
42.112.10. 74 Wi et nam 147.237.77. 216 dover.idf.il |lnvalid TGP Hags drop 1

79. 182. 60. 248 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1
42.112.10. 93 Wi et nam 147.237.77. 216 dover.idf.il |lInvalid TP Hags drop 1
42.112.10. 75 Wi et nam 147.237.77. 216 dover.idf.il |lnvalid TGP Hags drop 1
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|Top Attackers In IPS|

At acker A tacker . )
count ry rget Address |Site Sgnature

. . . |34161: 1QWP. Conmuni cation with Destination Host is Administratively

179. 43. 141. 208 |Sait zerl and 147.237.76.31 |nakchal .idf.il Prohi bi ted (Qode 10) Bl ock 1
. . . 34161: | AGWP. Communi cation with Destination Host is Administratively

179. 43. 141. 208 |Sai tzer| and 147.237.76.86 [navy.idf.il Prohi bi ted (Code 10) Bl ock 1
. . . 434161: 1QWP. Conmuni cation with Destination Host is Administratively

179. 43. 141. 208 |Sai t zerl and 147.237.76.200|ei tan. aka. i df . o oni bi t ed (ode 10) Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country Ste

Signature

84.93.84. 77 147.237.77.176  |United Ki ngdom nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
163.172.129. 15 147.237.0.35 United Kingdom |akavs.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 240. 250. 154  |147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104.128.144. 131 |147.237.77.121 |Canada e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
89. 218. 189. 253 147.237.76.196  |Kazakstan e.svivaidf.il ET SCAN Potential SSH Scan 1
69. 24. 208. 162 147.237.72.167 [Wited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54, 205. 154. 137 147.237.72.217 |Wited Sates e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
50. 87. 144. 145 147.237.77.216 |lLhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
179. 43. 141. 198 147.237.76.198 |Satzerland e.yohal an.idf.il ET SCAN Potential SSH Scan 1
23.92. 20. 154 147.237.76.176 |Lnited Sates test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
178. 79. 141. 130 147.237.77.235 |Wnited Kingdom  [sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
23.91.75. 231 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
144, 76. 172. 150 147.237.72.166  |Ger many aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
106. 186. 20. 183 147.237.76.199 |Japan e. nakchal .idf .i ET SCAN Potential SSH Scan 1
89. 218. 189. 253 147.237.77.176  |Kazakstan mat pash. i df .il ET SCAN Potential SSH Scan 1
54, 205. 154. 137 147.237.72.217 |Wited Sates e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
54, 205. 154. 137 147.237.72.217 |Wnited Sates eidf.il ET SCAN NVAP -f -sS 1
45, 33. 116. 208 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
179. 43. 141. 198 147. 237.76. 38 Shit zerl and eenetav.idf.il ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.77.226 |Lnited Sates wo charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | o ry Target Address [Ste Signature
. L St reaning BEngi ne: TCP TCP segnent out of naximum
77.127.57. 189 | srael 147.237.0.34 |tikshuv.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 1352
S reaning Engi ne: TCP [
75.58.167. 103 |tnited Sates|147. 237. 7. 216 |dover. i df .il 9 =g TCP segnent out of maxi mum drop 1124
Segnent Linmit Enforcenent al | oned sequence. Packet dropped.
. L St reaning BEngi ne: TCP TCP segnent out of naximum
94. 230. 86. 24 | srael 147.237.0.34 |tikshuv.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 1012
. . e Streamng Engi ne: TCP TCP segnment out of naxi num
109. 66. 117. 124 |l srael 147.237.72. 167 |i shurimaka.idf .i | Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 894
D St reaning BEngi ne: TCP TCP segnent out of naximum
37. 26. 148. 155 | srael 147.237.72. 156 |anan.i df . il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 649
. Streamng Engi ne: TCP TCP segnment out of naxi num
109. 64. 77. 205 | srael 147.237.77. 243 |nobile.idf .il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 592
S S reaning BEngi ne: TCP TCP segnent out of naximum
5.29.92. 155 | srael 147.237.77. 243 |nobile.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 592
R Streamng Engi ne: TCP TCP segnment out of naxi num
84.95. 208. 20 | srael 147.237.77. 170 |naarachot . i df . i | Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 590
D S reaning BEngi ne: TCP TCP segnent out of naximum
89. 237.104. 34 France 147.237.77. 234 |hal ag.idf .il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 570
S Streamng Engi ne: TCP TCP segnment out of naxi num
31.154. 81. 46 | srael 147.237.72. 156 |anan.i df . il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 550
WA i reanin ine: T i
46.19. 86. 24 I srael 147, 237, 77, 226 | chamat z. aka. i df |Streamng Engine: TP TCP segment out of maxi mim drop 529
Al Segrent Limt Enforcenent al l oved sequence. Packet dropped.
. e Streamng Engi ne: TCP TCP segnment out of naxi num
84.229. 242. 81 | srael 147.237.0.34 |tikshuv.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 506
D St reaning BEngi ne: TCP TCP segnent out of naximum
109. 64. 94. 51 | srael 147.237.72. 156 |anan.i df . il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 495
R Streamng Engi ne: TCP TCP segnment out of naxi num
2.53.35.108 | srael 147.237.72. 166 |aka. i df .i | Segment Limt Enforcenent al | oved sequence. Packet dropped. drop 425
D St reaning BEngi ne: TCP TCP segnent out of naximum
89. 237.104. 34 France 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 423
S Streamng Engi ne: TCP TCP segnment out of naxi num
79.182. 48. 122 | srael 147.237.72. 156 |anan.i df .i | Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 420
D St reaning BEngi ne: TCP TCP segnent out of naximum
84.94.180. 179 | srael 147.237.72. 156 |anan.i df . il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 414
R Streamng Engi ne: TCP TCP segnment out of naxi num
79.180. 193. 150 |l srael 147.237.72. 166 |aka. i df . i | Segment Limt Enforcenent al | oved sequence. Packet dropped. drop 412
_ L S reaning BEngine: TCP TCP segnent out of naximum
96. 246. 166. 92 Lhited Sates|147.237. 77. 176 |nat pash. i df . i | Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 410
S Streamng Engi ne: TCP TCP segnment out of naxi num
46. 116. 101. 136 |l srael 147.237.72. 156 |anan.i df .i | Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 407
_ S reaning BEngi ne: TCP TCP segnent out of naximum
5.102. 195. 9 | srael 147.237.72. 166 |aka. i df.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 406
e Streamng Engi ne: TCP TCP segnment out of naxi num
46. 19. 85. 30 | srael 147.237.76.42 |refuah.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 403
WA i reanin ine: T i
80. 246. 130. 251 |l srael 147, 237, 77, 226 | chamat z. aka. i df |Streamng Engine: TP TCP segment out of maxi mm drop 397
Al Segrent Linmt Enforcenent al l oved sequence. Packet dropped.
R Streamng Engi ne: TCP TCP segnment out of naxi num
141. 226. 162. 242|l srael 147.237.72. 166 |aka. i df . i | Segment Limt Enforcenent al l oved sequence. Packet dropped. drop 389
_ St reaning BEngine: TCP TCP segnent out of naximum
80. 246. 139. 183 |[Israel 147.237.72. 166 |aka. i df.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 383
e Streamng Engi ne: TCP TCP segnment out of naxi num
2.53.149.8 | srael 147.237.77. 216 |dover.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 372
D St reaning BEngi ne: TCP TCP segnent out of naximum
109. 253. 145. 116l srael 147.237.76. 42 |refuah.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 354
e Streamng Engi ne: TCP TCP segnment out of naxi num
77.138.42.129 |Fance 147.237.76.42 |refuah.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 354
D S reaning BEngi ne: TCP TCP segnent out of naximum
2.53.179. 116 | srael 147.237.72. 156 |anan.i df . il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 350
S Streamng Engi ne: TCP TCP segnment out of naxi num
89. 139. 129. 24 | srael 147.237.76.86 [navy.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 346
D St reaning BEngi ne: TCP TCP segnent out of naximum
31.154.81. 64 | srael 147.237.76.86 |navy.idf.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 330
. e Streamng Engi ne: TCP TCP segnment out of naxi num
46. 121. 64. 237 | srael 147.237.0.34 |tikshuv.idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 326
D St reaning BEngi ne: TCP TCP segnent out of naximum
2.53.137. 221 | srael 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dr opped. drop 320
R Streamng Engi ne: TCP TCP segnment out of naxi num
2.53.61. 208 | srael 147.237.72. 166 |aka. i df .i | Segment Limt Enforcenent al l oved sequence. Packet dropped. drop 304
D St reaning BEngi ne: TCP TCP segnent out of naximum
109. 67.163. 131 |l srael 147.237.72. 156 |anan.i df . il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 301
' Co Streamng Engi ne: TCP TCP segnment out of naxi num
46. 116. 62. 150 | srael 147.237.0.19 |nadimatal .idf.il Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 301
_ St reaning BEngi ne: TCP TCP segnent out of naximum
109. 66. 81. 211 | srael 147.237.72. 166 |aka. i df.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 300
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D St reaning BEngi ne: TCP TCP segnent out of naximum

185.3.147.69  |Israel 147. 237. 77. 216 |dover i df il Segnent Limit Enforcenent all oved sequence, Packet dropped, |% P 293
S Streamng Engi ne: TCP TCP segnment out of naxi num

141. 226. 218. 22 |l srael 147.237.72. 156 |anan.i df .i | Segnent Linit Enforcenent al | oned sequence. Packet dr opped. drop 291
_ St reaning BEngi ne: TCP TCP segnent out of naximum

2.55.173.31 I srael 147.237.72. 166 |aka i df .i Segnent Limit Enforcenent all oved sequence. Packet dropped, | P 290
R Streamng Engi ne: TCP TCP segnment out of naxi num

46.19.85.161 [l srael 147.237.72. 166 |aka i df .i Segnent Linit Enfor cenent all oved sequence. Packet dropped. |OT%P 281
L St reaning BEngi ne: TCP TCP segnent out of naximum

109. 64. 141. 115 | srael 147.237.76.31 |nakchal .idf. il Segnent Limit Enforcenent all oved sequence. Packet dropped, | P 278
e Streamng Engi ne: TCP TCP segnment out of naxi num

79.180.99.142 |lsrael 147.237.76. 31 |nakchal .idf.il Segnent Limit Enforcenent al | oned sequence. Packet dr opped. drop 276
_ St reaning BEngi ne: TCP TCP segnent out of naximum

109. 253. 240. 137 |l srael 147.237.72. 166 |aka i df .i Segnent Limit Enforcenent all oved sequence, Packet dropped, |%" P 273
R Streamng Engi ne: TCP TCP segnment out of naxi num

109. 253. 201. 232|I srael 147.237.72. 166 |aka i df .i Segnent Linit Enfor cenent all oved sequence. Packet dropped. |OT%P 267
D S reaning BEngi ne: TCP TCP segnent out of naximum

87.70.242.188 |Israel 147. 237. 72. 156 |anan. i df . i | Segnent Limit Enforcenent all oved sequence, Packet dropped, |%" P 265
S Streamng Engi ne: TCP TCP segnment out of naxi num

46.19.86.131 [l srael 147. 237. 72. 156 |anan. i df . i | Segnent Limit Enfor cenent all oved sequence. Packet dropped. |OT%P 257
_ S reaning BEngi ne: TCP TCP segnent out of naximum

85. 65. 218. 10 | srael 147.237.72. 166 |aka. i df.il Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop 253
S Streamng Engi ne: TCP TCP segnment out of naxi num

217.132.16. 156 |Israel 147. 237. 72. 156 |anan. i df . i | Segnent Limit Enfor cenent all oved sequence. Packet dropped. |OT%P 252
D S reaning BEngi ne: TCP TCP segnent out of naximum

2.53.144. 82 | srael 147.237. 72. 156 |anan.i df .i | Segnent Linit Enforcenent al | oved sequence. Packet dropped. drop 252
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79.180. 177. 48 |l srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 87
79.181. 106. 173 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 24
2.55.184.241 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 10
109. 67. 131. 171 |I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/natash B ock 1
77.126. 25. 145 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/wp-1ogin. php B ock 1
31.168.72.175 |[Israel 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx Bl ock 1
80. 246. 139. 153 |l srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 1
66.249.69.92 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1404- he/ at al . aspx B ock 1
207.46.13.57 |wited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.138.19.55 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwwv aka. i df.il/nain/snalinismali maspx |B ock 1
37.26.148. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.95.208.20 |[Israel 147.237.77.74 [lawidf.il PHP At tenpt Bl ock 1
66.249.69.96 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147. 237. 77. 233/ 1403- he/ at al . aspx Bl ock 1
212.129.62.79 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
77.139.241. 14 |France 147.237.72. 166 |aka. i df . i | m;:(s_”it;q iLIl}a#z:ihn(;rr:oeri(; d':fata:(l)?. ;;’;XK”O"‘" UL on Bl ock 1
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
84.95.208.20 |l srael 147.237.77.74 |lawidf.il mult 2\?\:; sfe_di IL/T_e :;C:IS; /th%mpage/ i vi k. php Bl ock 1
71.230. 147. 105 |Wited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df . i|/yohal an/ B ock 1
2.53. 60. 219 I srael 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.102. 9. 2 Uited Sates |147.237.72.166|aka. i df . i | m;’(s“f;d iﬁ‘}a;‘;ihn‘;rr:oﬁ d'\ef;:ff ;‘S’;XK”O"‘” UL on Bl ock 1
89. 237.104. 34 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
77.126.25. 145 |[Israel 147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock

66. 249. 66. 251 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/ pat zar Bl ock
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