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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
41. 107. 239. 167 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14322
194. 218. 27. 162 Sweden 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 11532
166. 137. 126. 35 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

68. 180. 229. 190 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack_Con_Tcp drop 2
134.147. 203. 115 Ger nany 147.237. 76. 42 refuah.idf.il B ack List drop 1

141. 226. 151. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

120. 132. 50. 135 Chi na 147.237.0.15 kosher-kravi .idf.il|bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
62.212.73. 211 Net her | ands 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Per it 2
91. 241. 236. 19 kr ai ne 147.237.77.176 nat pash.idf.il 12715: HITP. Bind SQ Injection in R B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

46.120.122.219 |147.237.72.166 |[lIsrael aka. idf.il Xenu Link Seuth User Agent 4
91.224.160.106 [147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137  |147.237.76.147 [China chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
200.58.214. 138  |147.237.77.205 |Col onbi a prisha idf.il ET SCAN NVAP -sS w ndow 4096 1
58.218.200.137 [147.237.0.17 Chi na mny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
163.172.129.15 |147.237.76.196 |United Ki ngdom e svivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
116.12.175.233  |147.237.72.14 S ngapore dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
45.79.71.122 147.237.72.167 |Wited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
116.12.175.233  |147.237.72. 14 S ngapor e dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
106. 186. 20. 183  |147.237.77.216 |Japan dover.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.39  |Netherlands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
91.224.160.106  [147.237.0. 34 Net her | ands tikshuv. i df.il ET SCAN Potential SSH Scan 1
91.197.232. 10 147.237.72. 14 Russi an Federation |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
212.7.199. 208 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.218.200. 137  [147.237.0.35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
200.58.214.138 [147.237.77.205 |Col onbi a prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218.200. 137  [147.237.0.15 Chi na kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
162.213. 1. 246 147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
46.19. 86.9 147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
116.12. 175. 233 |147.237.72. 14 S ngapor e dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
23.239. 31. 132 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 226. 40. 40 147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
91.241. 236. 19 147.237.77.176  |lkrai ne nat pash. i df .i | QA Injection - Select Fom 1
91.224.160.106  |147.237.76.30 Net her | ands hi nush. i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SN retransmt wth different

89.139.130. 74 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |36
w ndow scal e

o SN retransmit wth different .
46.120.102.72 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 20
66. 249. 93. 83 Eur ope 147.237.77.216 |dover.idf .il dr op drop 17
222.73.144.160 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il dr op drop 15
66. 249. 93. 83 Eur ope 147. 237.77. 216 |dover.idf.il Bad TCP sequence aert 13
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 13

e SYNWAXK retransmt with .
2.53.154. 46 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal € monitor |13
66. 249. 93. 87 Eur ope 147.237.77. 216 [dover.idf . i drop drop 12
85. 64. 75. 136 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

Sreanming Engine: TGP Invalid i i ssi
46.116.13.254  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 12
Ret r ansn ssi on Packet dr opped.
e SWNretransmit wth different .

46.117.61.159 [l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Vi ndow scal e noni t or 12
222.73.144.160 |China 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtlg:”mt wth different monitor |10
222.73.144.160 |China 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 10
79.177.246. 182 |lsrael 147.237.72. 167 |i shurimaka. i df .i | dr op First packet isn't SYN drop 10
46. 19. 85. 164 I 'srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber aert
46. 19. 85. 164 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
222.73.144. 160 |hina 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different alert 9
23.94. 253. 34 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
139. 129. 107. 21 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence zgur:rt];:nsmt wth different al ert 9
139.129.107.21 |Chi na 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
23.94. 253. 34 Lhited Sates |147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
149. 202. 223. 158|France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
139.129.107.21 |Chi na 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
23.94. 253. 34 Lhited Sates |147.237. 72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
149. 202. 223. 158|France 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 8
23.94. 253. 34 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
149. 202. 223. 158|France 147.237.77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
149. 202. 223. 158|France 147. 237. 76. 200 [ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
23.94. 253. 34 Lhited Sates |147.237.77. 235 [sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
149. 202. 223. 158|Fance 147.237.76.39 |[nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
23. 94. 253. 34 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
23.94. 253. 34 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
149. 202. 223. 158|France 147.237.76.30 |[himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
23. 94. 253. 34 Lhited Sates [147.237. 77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
149. 202. 223. 158|France 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
23.94. 253. 34 Lhited Sates |147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
149. 202. 223. 158|France 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
139.129.107.21 |China 147.237.76.86 |navy.idf il Bad TCP sequence SS;l;lur:r:Cr:nsnnt Wth different moni tor |7
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
23.94. 253. 34 Uhited Sates |147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
222.73.144.160 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
23.94.253.34 Lhited Sates |147.237. 76. 200 |eitan. aka.i df il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
23.94. 253. 34 Uhited Sates |147. 237. 72. 156 |anman.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
23.94.253.34  |wited Qates |147. 237.77. 226 "f"l"”ha”atz' aka. 10l 1o\ At ack SYN -> SYN-ACK -> Tineout  |nonitor |6
87.70. 30. 37 I srael 147.237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
23.94. 253. 34 Lhited Sates [147.237.76.39 |mbile.neitav.idf.il |SYN Atack SYN -> SYN-ACK -> Ti neout noni t or 6
23.94. 253. 34 Lhited Sates |147. 237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
23. 94. 253. 34 Lhited Sates [147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
185. 120. 125. 63 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 41
2.55.185. 217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 196 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.218.27. 162 [Sweden 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
37.26.146.213 |[Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
95. 65.196. 133 |Turkey 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df .il/894- g/ dover. aspx B ock 2
212.36.30.186 |Rilgaria 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/mai n/ haredi i general . aspx |B ock 2
189. 217. 175. 232|Mexi co 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.116.13.254 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
95. 65. 196. 133 |Turkey 147.237.77. 216 |dover.i df .i | Mil tipl e Untraceabl e SSL Sessions from 95. 65. 196. 133 (Qpen Mde) None 1
77.138.61. 47 France 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/pdf/files/5/112075. pdf B ock 1
66.102. 9. 3 Wited Sates |147.237.72. 166 |aka. i df . i | m;l'(g‘fgfd illhlar:’;hn‘;’riozr;‘j d'\ef;:??_;;gxmo"‘” R on Bl ock 1
37.26.149. 203 | sr ael 147.237.72. 156 fanan. i df . i | mu;rl::;.l izci‘d. iLIF/a_mﬁj‘i:(i:?ﬁetsgurces/i nages/ f avi con/ f avi con. png Bl ock !
157. 55. 39. 20 Lhited Sates |147.237.72. 156 [anan. i df .il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
2.53.34.110 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
85.65.52.46 [Israel 147.237.77.233atal . i df .i | O aed (e hor zed W .A;:;:gis on Bock |1
77.124.22. 96 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
46.117.61.159 |[Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ sip_storage/ fil es/ 8/ 1668. doc |B ock 1
204.79.180.216 |lLhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method POST for www aka.idf.il/nain/kapatz/default.aspx |B ock 1
95. 65. 196. 133 [Turkey 147.237.77.216|dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
37.26.146.237 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.138.211. 230 |France 147.237.72. 166 |aka. i df . i | m“;;:rii dsz"?l';‘an;hg/dgiﬁifn‘f’gr i on. aspx Bl ock 1
66.249.66. 174 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt Bl ock
40.77.167. 54 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237. 77. 216/ robot s. t xt B ock 1
185. 16. 163. 130 LK!iﬂr:gegom 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
89.237.74.105 |France 147. 237. 72. 166 |aka. i df . i | \?W;\:;L:lﬂt gfd. iﬁr}a#;ihn‘;rrioﬁ? d'\e‘:;:‘l’?. fa‘s’:)XK”OV‘" UL on Bl ock 1
77.125. 85. 19 I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
210. 162. 15. 6 Japan 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.120.102.72 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
37.26.148.224 |[israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.180.0. 213 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ sachar/ f ag. aspx Bl ock 1
66.249.66. 176 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ ei t an/ t muna/ Bl ock 1
40.77.167.78 Uhited Sates |147.237.76.31 [nakchal .idf.il |Unhauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
5.102. 242. 41 I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wanidf.il/ https:/twtter.cont B ock 1
93.162. 186. 174 |Denmark 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/iturinmasp/ displayallsoldiers.asp |B ock 1
77.127.5.23 I st el 147.237.72. 156 |aman. i df . i | : 'n' f\fﬁ ar:;ﬁ";tﬁrl /Enﬁj??in?%uit;t?%ig ?22?222? NSCPHMGI nCont ent $ct1 7082 1
46.120.122. 219 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.120. 122. 219 B ock 1
109. 64. 99. 194  |Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . i |/ mai n/ gi yus/ f ag. aspx B ock 1
37.26.148.224 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.180.227.79 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 73 I srael 147.237.0.19 |madimatal .idf.i|Wauthorized LRL Access to nadimatal .idf.il/appl e-app-site-association |B ock 1
93.172.252.63 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.131 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.127.5.23 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df.il/ishurinicityofficers/ Bl ock 1
109. 67.207. 108 I srael 147.237.77.233atal . i df .il e (ot hor zed W .A;’Scsis on Bock |1
37.26.148.255 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.17.123 | srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ sip_storage/ fil es/ 2/ 1682. doc |B ock 1
79.181.207. 111 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
68.180.230.33 |[Wnited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
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