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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature

Device Action |Count|

45.219. 172. 175 Mor occo 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
120. 132. 50. 135 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-traf1 forward 2
37.48.77.131 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

At t acker At acker .

count ry ’Target Address |Site dgnature
69.30.198.202 |Lhited Sates |147.237.76.86 [navy.idf.il C1000074: HTTP: naj estic bot Pernit
69.30.198.202 |lhited Sates [147.237.77.216|dover.idf.il C1000074: HTTP. maj estic bot Pernit

34161: |QW. Gonmmuni cation with Destination Host is

179. 43. 141. 208 |Sai t zer| and 147. 237. 76. 147 |chi nuch. aka. i df . i | Acnini strati vel y Prohi bi ted (Gode 10)

Bl ock 1

m ny- kosher - kravi . id
foil
85. 65.121. 109 |Israel 147.237.72. 166 |aka. i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1

71.6.135.131 Lhited Sates |[147.237.0.17 13840: TLS: (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
211.141.78.56 [147.237.77.19 |China I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 148. 120. 134(147. 237.76. 177 |Whited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
198.58.110. 199 |147.237.77.74 |thited Sates [lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 148. 120. 134|147.237.0.34 [Wnited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
117.135. 131. 60 |147.237.76.86 [China navy. i df.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 202 |Canada e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
107. 155. 25. 135 |147.237.76. 202 [Lhited Sates [e halag.idf.il ET SCAN Potential SSH Scan 1
103. 207.39. 82 |147.237.76.86 |M etnam navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 155. 25. 135 |147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 |147.237.76. 148 |Lhited Sates |[ggcenter.aka.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.8.46 |Netherlands  [e.chinuch.idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 |147.237.76.38 [lLited Sates [e.eneitav.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147.237.0.34 |Netherlands  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 |147.237.0.33 |lhited Sates |[idf.il ET SCAN Potential SSH Scan 1
104. 148. 120. 134|147. 237. 76. 196 [Lhited Sates [e. svivaidf.il ET SCAN Potential SSH Scan 1
211.141.78.56 |147.237.76. 197 |Chi na e. hinush. i df .i ET SCAN NVAP -sS wi ndow 1024 1
104. 148. 120. 134|147. 237.76. 44 |lhited Sates [e.refuah.idf.il ET SCAN Potential SSH Scan 1
191. 111. 133. 24 |147. 237. 77. 205 |Col onbi a prisha.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104. 148. 120. 134|147.237.0. 17 |Uited Sates |mny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
109. 123.101. 31 [147.237.77. 212 E?ir:;gom e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
103. 255. 47. 41 |147.237. 77. 205 |Hong Kong prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 155. 25. 135 |147.237.76.201 |lLhited Sates e atal.idf.il ET SCAN Potential SSH Scan 1
66.249. 66. 251 |147.237.72.166 |Whited Sates |aka.idf.il VEB- O3 redirect access 1
107. 155. 25. 135 [147.237.76.176|Lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.76. 200 |Nether|l ands  [eitan. aka.idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 |147.237.76. 44 |[lLhited Sates [erefuah.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.8.24 |Netherlands [e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.0.15 |Netherl ands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
107. 155. 25. 135 [147.237.0.15 |Wited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
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A tacker

Devi ce

Attacker Address | . ry Target Address |[Ste Signature Action ‘Count
89.139.130.74 [ srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrsac'znzt wth dfferent moni tor 150
46. 19. 86. 83 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber moni t or 23
46. 19. 86. 83 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 23
46. 19. 86. 83 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
46. 19. 86. 83 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 20
87.69. 36. 34 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
46.19.86.184  |israel 147.237.0.34  |tikshuv.idf.il Streaning Engine: TCP Invalid finvalid segnent retramsmssion. |, 14
Ret r ansm ssi on Packet dr opped.
79.182.114.79 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 13
46.19.85.121  |Israel 147.237. 77. 216 |dover. i df .| Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 13
Ret r ansm ssi on Packet dr opped.
201.46.55.34  |Brazil 147.237.77. 226 ‘IN"WCha"mZ' aka. Tdf-1 |oyN At t ack SYN -> SYN-ACK -> Timeout  [monitor |10
201. 46.55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
201. 46.55. 34 Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
201. 46.55. 34 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
201. 46.55. 34 Brazil 147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
201. 46.55. 34 Brazil 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 9
201.46.55.34  |mazil 147.237.0.17  ["V kosher-kravi.1d |qyn at t ack SYN -> SYN-ACK -> Tinmeout  [monitor |9
201. 46.55. 34 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
201. 46.55. 34 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46. 55. 34 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
149. 202. 223. 158|Fance 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46. 55. 34 Brazil 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
201. 46.55. 34 Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201. 46.55. 34 Brazil 147.237. 72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
149. 202. 223. 158 |France 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
201. 46.55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46.55. 34 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
79.177.239.9 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
149. 202. 223. 158|Fance 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46.55. 34 Brazil 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
108. 61. 239. 202 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
149. 202. 223. 158|Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
149. 202. 223. 158|Fance 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
105. 225. 117. 172|South Arica [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
149. 202. 223. 158|Fance 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46.55. 34 Brazil 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
187. 45. 13. 82 Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
176. 13. 248. 150 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
201. 46.55. 34 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
77.139.241. 166 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
149. 202. 223. 158|Fance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
187. 45. 13. 82 Brazil 147.237.76. 200 |ei tan. aka.idf .i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
79.182.114.79 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
149. 202. 223. 158|Fance 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
5.29.175.58  |Israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 6
Ret r ansm ssi on Packet dr opped.
187. 45. 13. 82 Brazil 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
187. 45. 13. 82 Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
201. 46. 55. 34 Brazil 147.237.77.176 [nat pash.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
77.138.6. 25 France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 182
85. 250. 238. 243 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 120
46.19.85.122 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 63
183. 14. 17. 241 |China 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 183.14. 17. 241 Bl ock 17
46.121. 252. 215 |I srael 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Code B ock 9
37.26.148.154 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 6
77.139.215.3 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i1/ nai n/ kapat z/ B ock 6
183. 14.17. 241 |China 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 6
217.132. 155. 55 |I srael 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to wawidf.il/sviva B ock 3
2.55.158.109 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . D stributed Unaut hori zed Method for Known URL on
62. 210.172.226 |France 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunsel ect quest i onnai r e. aspx Bl ock 2
79.179.60. 4 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw idf.il/inages/ 1. he/infocenteritend Bl ock 2
. . D stributed Unaut hori zed Met hod for Known URL on
88.198. 230. 173 |Ger nany 147.237.72.166 [aka. i df . i | wn aka. i df . i1/ nai n/ gi yus/ mi yun/ ni yunsel ect quest i onnai r e. aspx Bl ock 2
183.14.17. 241 |China 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/index. asp B ock 1
144.76.4.145 |Gernany 147.237.72. 166 |aka. i df . i | Distributed tnauthorized hethod for Known URL on B ock 1
wn aka. i df . i1/ nai n/ gi yus/ miyun/ mi yunsel ect quest i onnai r e. aspx
2.53.48. 61 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.93.87 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed URL is Above Root Directory B ock 1
157.55.39. 227 |Whited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. . Unaut hori zed Met hod HEAD for
62.210.89. 12 France 147.237.72.166 |aka. i df . i | wan aka. i df . i1/ mai n/ gi yus/ mi yun/ miyunsel ect quest i onnai r e. aspx Bl ock !
88.198.52. 114 |Ger nany 147.237.72. 166 |aka. i df . i | Distributed tnauthorized hethod for Known URL on B ock 1
wn aka. i df . i1/ nai n/ gi yus/ miyun/ mi yunsel ect quest i onnai r e. aspx
5.29. 175. 58 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
77.139.13.52 |France 147.237.72. 156 |anan. i df . i | D stributed Uhaut hori zed LRL Access on waw anan. i df.il/favicon.ico B ock
. . D stributed Unaut hori zed Met hod for Known URL on
62.210.178. 238 |France 147.237.72.166 [aka. i df . i | wn aka. i df . i1/ mai n/ gi yus/ mi yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
204. 79. 180. 170 |Lhited Sates [147.237.72.166|aka.idf.i | Unaut hori zed Met hod PCST for waw aka. i df .il/ishurind main/ B ock 1
144.76.27.230 |Ger nany 147.237.72. 166 |aka. i df . i | Distributed tnauthorized hethod for Known URL on B ock 1
wn aka. i df . i1/ nai n/ gi yus/ miyun/ mi yunsel ect quest i onnai r e. aspx
79.180.137.16 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from79.180. 137. 16 (Qpen Mde) None 1
2.53.48. 61 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LR Access to nobile.idf.il/mlluiniindex B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
176.9.10.108 Ger many 147.237.72.166 [aka. i df . i | wn aka. i df . i1/ nai n/ gi yus/ mi yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
. . D stributed Unaut hori zed Met hod for Known URL on
62.210.89.20 France 147.237.72.166 |aka. i df . i | wn aka. i df . i1/ mai n/ gi yus/ ni yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
66.102.8.217 |Whited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Method PCBT for ww aka. i df .il/mai n/ sachar/ vi ewpaysl i p. aspx |B ock 1
204.79.180.183 |lhited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Met hod POST for v aka. i df.i|/mai n/ hone/ def aul t. aspx B ock 1
62.210.82.112 |France 147.237.72. 166 |aka. i df . i | Distributed Unauthorized Method for Known LR on B ock 1
v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunsel ect quest i onnai r e. aspx
. . D stributed Unaut hori zed Met hod for Known URL on
144.76.32. 51 Ger many 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunsel ect quest i onnai r e. aspx Bl ock !
79.180.137.16 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . D stributed Lhaut horized URL Access on
2.53.59. 98 I'srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
77.138.17.182 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. i df .il/scripts. asnx/getjs B ock 1
62.210.89.61 |France 147. 237.72. 166 |aka. i df . i | Distributed Uhauthorized Method for Known LR on Bl ock 1
wn aka. i df . i1/ nai n/ gi yus/ miyun/ mi yunsel ect quest i onnai r e. aspx
46. 4. 15. 197 Ger many 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46. 4. 15. 197 B ock 1
. . DO stributed Unaut hori zed URL Access on
89.139. 130. 74 |Israel 147.237.76.42 [refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
78.46.89. 51 Ger many 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunsel ect quest i onnai r e. aspx Bl ock !
66.249.64.36 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1264- he/ r ef uah. aspx B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
144.776. 39,169 |Cer nany 147.237.72.166 [aka. i df . i | wn aka. i df . i1/ nai n/ gi yus/ mi yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
. . D stributed Unaut hori zed Met hod for Known URL on
62.210.82. 177 |France 147.237.72.166 |aka. i df . i | wn aka. i df . i1/ mai n/ gi yus/ ni yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
79. 180. 210. 248 |I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwidf.il/international _training B ock 1
2.53.132.12 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
77.138.153.54 |France 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138. 153. 54 B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
62.210.172.99 |France 147.237.72.166 [aka. i df . i | wn aka. i df . i1/ mai n/ gi yus/ mi yun/ ni yunsel ect quest i onnai r e. aspx Bl ock !
46.4.15. 197 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/rights/aspl/info.asp B ock 1
109. 186. 76. 154 [l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
- . Uhaut hori zed URL Access to
79.178. 201. 159 | st ael 147.237.72. 156 [anan. i df . i | wawe anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
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