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09-10-2016-16:04:00 to 09-10-2016-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
123. 57. 133. 154 Chi na 147.237.77.170 naar achot . i df . il JLM Purple Gon Linit_Tcp drop 1
149. 202. 89. 123 France 147.237.76. 34 yohal an.idf.il B ack List dr op 1
80. 82. 78. 27 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1




09-10-2016-16:04:00 to 09-10-2016-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
75. 134, 133. 243 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
75.134.133. 243 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 1




09-10-2016-16:04:00 to 09-10-2016-17:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
190. 252. 164. 249|147. 237. 0. 34  |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 72. 156 LK?';gegom anan. i df i ET SCAN NVAP -sS wi ndow 1024 1
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
79.176.33.217 |147.237.76.86 |Israel navy.idf.il 1
attack
46.227.67.158 [147.237.72. 167 |Sweden ishurimaka.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
37.48.93.217 147. 237. 76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 1
23.239.31.132 |147.237.77.234|lhited Sates |halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
176.58.124.35 |147.237.76. 147 LK?i;gegom chinuch. aka. i df .il|ET SCAN Potential VNC Scan 5900- 5920 1
104. 237. 146. 151|147.237.8. 14 |Uhited Sates |e.orchot.idf.il |ET SCAN Potenti al VNC Scan 5900- 5920 1
) . |ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
47.90. 22. 46 147.237.0.19 |Canada nadi matal .idf.il ) 1
Scan or Infection
37.48.93.217 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147. 237.76.30 |Net herl ands hi nush. i df i | ET SCAN Potential SSH Scan 1




09-10-2016-16:04:00 to 09-10-2016-17:04:00

|Top Attackers In FW |

?otuiikf; Target Address |[Ste Signature Z?tlli Zi
79.180. 10. 224 |l srael 147.237. 72. 167 |i shurimaka. i df . il dr op Frst packet isn't SN drop 92
46.121.82.102 |Israel 147. 237.77. 243 |nubi 1 e.i df i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 28
Ret ransnm ssi on Packet dropped.
2.53.54.218  |Israel 147. 237.77. 243 |nobi l e. i df i1 Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
187.45.13. 82 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
187.45.13.82 |mazil 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
187.45.13.82 |mrazil 147.237.76.39 |nobile.neitav.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 34 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
187.45.13.82 |mrazil 147.237.76.42 [refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
201.46.55.34 |Rrazil 147.237.76.39 |nobile.neitav.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
187.45.13.82 |mrazil 147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
187.45.13.82 |mrazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 34 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201.46.55.34 |Rrazil 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
187.45.13.82 |mrazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
201.46.55.34 |Rrazil 147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
201.46.55.34 |Rrazil 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
85.64.116.79 |Israel 147. 237.76. 200 |6 tan. aka.i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 12
Ret ransnm ssi on Packet dropped.
46. 117. 250. 57 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
201.46.55.34 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
31.154.81. 16 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SYN drop 10
84.109. 153. 252 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
37.26.149.157 |Israel 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retramsnission 9
Ret ransn ssi on Packet dr opped.
46. 116. 82. 176 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
138. 134. 192. 10 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Irvalid invalid segnent retransnission drop 8
Ret ransnm ssi on Packet dr opped.
5.28.183.251 |Israel 147.237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
31.154.81.16 |[Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence monitor |5
139. 162. 13. 205 |S ngapor e 147.237.0.16  |ny-kosher-kravi.idf.il |dr op SAMrul e drop 5
201.46.55.34 |Rrazil 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |5
46.19. 86. 151 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.55.134.219 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 5
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber monitor |5
201.46.55.34 |prazil 147.237.0.17 |7V kosher-kravi. 1df |oyn At t ack SYN -> SYN-ACK -> Timeout  [nonitor |5
201.46.55.34 |Rrazil 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
201.46.55.34 |Brazil 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
2.53.157.88 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
201.46.55.34 |Rrazil 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
82.114. 168. 157 |[Yemen 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 4
201. 46. 55. 34 Brazil 147.237.72. 156 |anan. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
201.46.55.34 |prazil 147.237.77. 226 :’“’“’“ha”m' aka.tdf-T|qyN At ack SYN -> SYN-ACK -> Tineout  |mnitor |4
82.114. 168. 157 |Yemen 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
201. 46. 55. 34 Brazil 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
201.46.55.34 |Rrazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
31.154.81.16  |[lIsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber nonitor |4
201.46.55.34 |Rrazil 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |4
201.46.55.34 |Rrazil 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
82.166. 235.55 |Israel 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 4
Ret ransnm ssi on Packet dropped.
77.138.194. 163 |France 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4




09-10-2016-16:04:00 to 09-10-2016-17:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site S gnature Action ‘Count
46.19.85.122 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 124
77.138.6.25 France 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 33
109. 253. 141. 93 |I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 27
82.236.37.74 |France 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 25
46.121. 252. 215 |I srael 147. 237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 18
85. 250. 238. 243 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 18
82.236.37.74 |Fance 147.237.77.74 |lawidf.il Mil tiple Unaut hori zed URL Access from 82.236. 37. 74 B ock 14
82.236.37.74 |France 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | aw i df.il/images/ B ock 11
84.111. 241. 194 |l srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 8
109. 66. 126. 123 [l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 7
2.53.54, 218 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 5
46.120.36.19 [Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 4
46.121.82.102 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
213. 8.204. 6 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
37.26.149. 157 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
5. 254. 65. 26 Tur key 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed URL Access on v anan. i df .il/favicon.ico B ock 1
93.173.19.17 |[Israel 147. 237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1
79.180. 241. 224 |l srael 147.237.76.31 |nakchal .idf.il |Paraneter Type Mol ation search in waw nakhal .idf.il/1072- he/ nakhal . aspx |B ock 1
66. 249. 64. 220 [l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. txt Bl ock 1
31.154.81.14 |[Israel 147. 237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1
85.64.116.79 |Israel 147.237.76. 200 |ei tan. aka. i df . i | mu;hto;']_sziﬁtfh??/ﬁ;gcom act s a5px None 1
77.138.236.38 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138. 236. 38 B ock
66. 249. 64. 228 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 992- he/ pat zar . aspx B ock
37.26.147.150 |Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock
85.64.247.51 |l srael 147.237.77.233atal i of .il e Lot hor i zed WL .Agscs)s(s on Bl ock 1
77.138.236.38 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for ww aka. i df.il/ishurind main/ B ock 1
46.121.40.183 [l srael 147. 237.72. 166 |aka. i df . i | Llulri%é:/ i?';geg’?ing;a;:g;eéoibgcﬁi/ fm"j W kapat 2/ r es#012 B ock 1
109. 66. 135. 122 |I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. idf.il/favicon.ico B ock 1
2.53.157.88  [israel 147.237.77. 233|atal . i df . | oy 230 19, 259 1194 et at ol - e Bock |1
66. 249. 66. 174 |Israel 147.237.72. 166 |aka. i df . i | i?’tzg;’.r;;efséf; F)A_Cs‘iisrz;e?fi e/ 7161267, gi 1 Bl ock 1
85.250.120.7 |israel 147.237.77. 233|atal . i df . | oy 230 19, 259 1136- et at ol - et Bock |1
79.176.82.230 |[lIsrael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1
5.22.134.207 |israel 147.237.76.42 |refuah. i df.il ﬂ{;‘_‘tzg‘;r_if;iﬁpgﬁi;&_i con- pr ecomposed. png Bock |1
68.180. 229. 181 |Lhited Sates |147.237.77.176|mat pash. i df .il [Paraneter Type Mol ation PageNumin wan cogat . i df . i1/1043-he/ cogat . aspx |B ock 1
37.142.3.223 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
79.180. 10. 224 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/1044- he/ honepage. asp B ock 1
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