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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature  |Device Action  |Count |
123. 59. 59. 52 Chi na 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
80. 82. 70. 230 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
80. 82. 70. 230 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

get Address

Site

Sgnature

Adnini stratively Prohi bited (Gde 10)

50.77.136.81 |lhited Sates |147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock

69.30.198.242 |lnited Sates |147.237.77.216|dover.idf.il C1000074: HTTP. mnaj estic bot Per nirt
. nobi | e. nei tav. i df . i|34161: 1w Communi cation with Destination Host is

179. 43. 141. 208 |Snit zerl and 147.237. 76. 39 Adnini stratively Prohibited (Gode 10) ock

179. 43. 141, 208 |Sitzerland  |147.237.76.42 |refuah.idf.il 34161 | QW Communi cation wth Destination Host is Bl ock
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Signature

Gountry
83.130. 208. 139 |147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 9
50. 77. 136. 81 147.237.77.233|Whited Sates |atal.idf.il SQ Injection - Select Fom 8
218.87.109. 253 [147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 237. 146. 151|147. 237. 0. 200 [Lhited Sates |mdu.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.87.109. 253 [147.237.8.24 |thina elifestyleidf.il ET SCAN Potential SSH Scan 1
77.124.45.8 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109. 253 [147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237.0.19 [Sweden medi matal . idf.il ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147. 237. 76. 197 |Col onbi a e. himush. i df .| ET SCAN NVAP -sS w ndow 4096 1
193. 201. 225. 149|147. 237. 76. 148 |kr ai ne gacenter. aka. i df il ET SCAN NVAP -sS wi ndow 1024 1
218. 87.109. 253 |147.237.77. 226 |Chi na win charat z. aka. i df . i1 [ET SCAN Potential SSH Scan 1
189 230. 1. 230 |147. 237 0.33  |nsxi co il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.87.109. 253 [147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
142.54.191. 210 |147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
218. 87.109. 253 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
142.54.191. 210 |147.237.76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN NVAP -f -sS 1
218. 87.109. 253 [147.237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
123.176. 80. 201 |147.237.77.61 [China e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.8.28 |[China e.mobi | e-ks. i df il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
201.38.68.132 |147.237.77.243|Fazil nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.92. 20. 154 147.237.0.16 |[Wited Sates |[ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
200. 58. 214. 138 [147. 237. 76. 197 |Col onbi a e. himush. i df .i| ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149(147. 237. 76. 147 |kr ai ne chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 72. 156 LK?i;gegom anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
142.54.191. 210 [147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
218. 87.109. 253 [147.237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
139. 162. 160. 132|147.237.0.33 |lLhited Sates [idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Signature Acti on ‘Count
149. 202. 196. 100|France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 140
185. 26. 122. 4 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |33
185.71. 67. 70 RJSIS::t”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |32
Sreanming Engine: TGP Invalid i i SSi
46.19.85.156 | srael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Inval i d segnent retransmssion. |, ) 15
Ret r ansni ssi on Packet dr opped.
84.229. 25. 28 | srael 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 10
. . SYNWACK retransnmit with A
84. 229. 25. 28 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence di Fferent wi ndow scal e noni t or 10
201. 46. 55. 34 Brazil 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
192. 185. 218. 141 |lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
201. 46.55. 34 Brazil 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
Sreaming BEngine: TCP Invalid i i ssi
2.53.54.218 I'sr ael 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansm ssi on Packet dropped.
201. 46. 55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
201. 46. 55. 34 Bazil 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 9
187. 45. 13. 82 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 9
201. 46. 55. 34 Brazil 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
192.185. 218. 141|Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
201. 46. 55. 34 Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
201. 46. 55. 34 Brazil 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
187. 45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
83. 130. 208. 139 I srael 147.237.77. 233 |atal i df i Bad TCP sequence S retransmt with different — Jooniior |
w ndow scal e
201. 46.55. 34 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
201.46.55.34  |mrazil 147.237.0. 17 ]["I"Iy kosher-kravi. Td lqyN At t ack SYN -> SYN-ACK -> Tineout |monitor |8
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
192, 185. 218. 141|thited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
187. 45. 13. 82 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
187. 45. 13. 82 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
192. 185. 218. 141|Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
201. 46. 55. 34 Brazil 147.237.77. 235 |sviva idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
187.45.13. 82 Brazil 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 8
192, 185. 218. 141|thited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
188. 72. 103. 227 ;:i'”taetdesprab 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
187. 45. 13. 82 Brazil 147.237. 76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
192. 185. 218. 141 |thited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
201.46.55.34  |mrazil 147. 237. 77. 226 :’“’“"‘Chanmz'aka' Hdf T fsyN At ack SYN -> SYN-ACK -> Tineout |monitor |7
201. 46. 55. 34 Brazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
192. 185. 218. 141 |lhited Sates 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
192.185. 218. 141|Lhited Sates 147.237.76.39 |nmobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147.237. 77. 170 |maar achot . i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147. 237. 72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Bazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147.237.0.19 |madimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
201. 46. 55. 34 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
Sreaming BEngine: TCP Invalid i i ssi
46.121.82.102 |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. |y 6
Ret r ansm ssi on Packet dropped.
201. 46.55. 34 Brazil 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
187. 45. 13. 82 Brazil 147.237.76.39 |nmobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
37.26.149.242 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFACK retransmt W th moni tor |6
different w ndow scal e
84.108. 132. 117 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
192. 185. 218. 141|thited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
192.185. 218. 141 |Uhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
93.172.117.191 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
87.71.14.129 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 88
109. 64. 10. 139 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
2.53.34.32 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 4
5.102.195.231 |[Israel 147.237.77.216|dover.idf . il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 3
77.138.26.190 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/snal i ndsmal i maspx |Bl ock 2
77.138.81.248 |France 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCBT for aka.idf.il/giyus/ B ock 2
2.53.54,218 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 2
109. 253. 144. 179]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.22.134. 253 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 245, 224 |1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
2.53.31.134 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109.67.124.81 |l srael 147.237.72. 166 |aka. i df . i | mn:k?i Z?Tﬁﬁ;rmgx]mfgmm in None 1
79.176.82.230 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
66.249.64.30 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg‘;r;gefzf‘p :’Sctcoef;, el 2297, bg B ock 1
192.116.94.67 |Israel 147.237.77. 216 |dover. i df . i | m“f (:'fo_ri'lzli”in;ﬁt :fses;;dc/’usercomml o nevmen i i df i | Bl ock 1
85.65.170.216 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.181. 216. 104 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
66.249.64.33  |Israel 147.237.76.42 |refuah.idf.il ﬂ?-utzg;)-r;;eyg_p :’;C;Sazglcf’i | es/ 012670, pg B ock 1
77.139.242.57 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.139. 242, 57 B ock 1
83.130. 208. 139 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249. 66.232 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/appl e-app-site-association |B ock 1
77.139.242.57 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka. i df.il/ishurindnain/ Bl ock 1
157. 55. 39. 74 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/nain/sachar/fag. aspx None 1
84.111.224.175 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136- he/ atal . aspx B ock 1
66.249.76.70 I srael 147. 237. 72. 156 [anan. i df . i | chaut hori zed LFL Aagess 10 appl e app-si t & assodi ot on Bl ock 1
79.176.82.230 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.121.82.102 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
157.55. 39. 244 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
85.64.245.112 |[Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1
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