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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
41.254.9. 228 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il DCs- HTTP-fi ref | ood dest - r eset 68
41.254.9. 228 Li byan Arab Janahiriya |147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
71.6.146. 185 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 1
173.242.116. 60 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1
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|Top Attackers In IPS|

A tacker ’Aé)tuictkre; ’Target Address |Site S gnature

195.8.208.80 |Netherl ands 147.237.72. 166 [aka. i df . i | 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 18
195. 8. 208. 118 |Net herl ands 147.237.72. 166 |aka. i df . i | 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 12
195. 8. 208. 130 |Nether| ands 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195.8.208.80 |Netherl ands 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 6
195. 8. 208. 118 |Net herl ands 147.237.72. 166 [aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 6
91.219.122.2 |Pol and 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ I njection (SALECT) B ock 6
179.43.141. 208 |Swtzerland  |147.237.76.38 |e.e. neitav. i df . iﬁéﬁilgitfﬁm%’g"fg)i cation wth Destination Fost is Admnistratively g o 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry Ste |Signature

195. 8. 208. 80 147.237.72.166  |Netherl ands akaidf.il S Injection - Select From 26
195. 8. 208. 118 147.237.72.166  |Netherl ands aka.idf.il SQ Injection - Select From 26
91.219.122.2 147.237.72.166  |Pol and akaidf.il S Injection - Select Fom 11
195. 8. 208. 130 147.237.77.233  |Netherl ands atal.idf.il S Injection - Select From 8
58. 218. 200. 137 147.237.0. 16 Chi na ny- kosher - kravi .i df . il ET SCAN Potential SSH Scan 1
200. 195. 135. 82 147.237.77.233 |Razil atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
52.166. 130. 115 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
104. 167. 6. 84 147.237.72.166 |Wnited Sates aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 24. 208. 162 147. 237. 76. 34 Lhited Sates yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.76.147 |China chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.8. 46 Chi na e. chinuch. i df .i ET SCAN Potential SSH Scan 1
52.166. 130. 115 147.237.76.200 [Wnited Sates eitan aka.idf.il ET SCAN Potential SSH Scan 1
200. 195. 135. 82 147.237.77.233 |Razil atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.4.63.2 147.237.77.170  |Ger many naar achot . i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
163. 172. 129. 15 147.237.72. 14 Uni ted Ki ngdom dover.idf.il (ol d) ET SCAN Potential WNC Scan 5900- 5920 1
94. 102. 48. 195 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.76.198 |[Wkraine e.yohal an.idf il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
41.254.9. 228 S;;ﬁnr iNyaab 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 717
5.9. 145. 132 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
82.166. 238. 235 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |19
136.243. 17. 161 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
84.111. 160. 195 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 14
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
82.166. 238. 235 |[Israel 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 11
192. 185. 218. 141|Lhited Sates 147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192.185. 218. 141|lhited Sates 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
192. 185. 218. 141 |tnited Sates 147.237.77. 226 [ chamat z. aka. 1df- | qyN At t ack SYN -> SYN-ACK -> Timeout |monitor |10
192.185. 218. 141 |lhited Sates 147.237.76.39 |nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
82.166. 238. 235 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 10
192.185. 218. 141 |lhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192. 185. 218. 141|Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192. 185. 218. 141 |Wni ted Sates 147.237.0.17 |V kosher-kravi-Td |\ At t ack SYN -> SYN-ACK -> Timeout |monitor |10
82.166. 238. 235 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 10
192. 185. 218. 141|Lhited Sates 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192.185. 218. 141 |lhited Sates 147. 237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
82.166. 238. 235 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
192.185. 218. 141 |lhited Sates 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.77. 235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
192.185. 218. 141 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
192.185. 218. 141 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 9
78.46. 156. 169  |CGer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
144.76.71. 83 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
5.9.94. 207 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
31.13. 162. 183 g";'cisgiigcija” Territony, 47 237.77. 216 |dover. i df . il drop First packet isn't SWN drop 8
82. 166. 238. 235 || srael 147.237.72. 166 |aka. i of . Bad TCP sequence ﬂﬁtﬁﬁﬂ;gth moni tor (8
192.185. 218. 141 |lhited Sates 147.237.77. 176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 8
192.185. 218. 141 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 8
46. 19. 86. 217 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |7
46. 19. 86. 89 | srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
85. 232. 60. 142 Uni ted Ki ngdom 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 6
184.168. 193. 34 |lLhited Sates 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 6
46. 19. 86. 217 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
82.166.75.214 |l srael 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂdzirsin;ngt wehdfferent | oonitor |6
84.229. 54. 244 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
2.53.14. 15 I srael 147.237.77. 243 |nobi 1 e.i o i Streamng Engi ne: TCP Invalid segnent retransmssion. |, 6
Invalid Retransnissi on Packet dr opped.
188. 57. 136. 12 Tur key 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 5
109. 253. 145. 55 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 86. 86 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 4
87.253.153.38 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
Li byan Arab . . .
41.254.9. 228 3 iriya 147.237.77.216|dover. i df . i | Post Request - Mssing Content Type from4l. 254. 9. 228 B ock 14
. . Unaut hori zed Method CPTI ONS for
79.182.53. 151 |l srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 4
84.109. 49.172 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
79. 180. 103. 128 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.85.154  |Israel 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.15.92 |lsrael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code Bl ock 3
. . Unaut hori zed URL Access to
31. 154. 254. 233 |l srael 147.237.77.216|dover.i df .i | v i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 2
109. 66. 126. 123 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspi ci ous Response Code B ock
5.29.229.109 |[lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock
. . . Unaut hori zed Met hod PCBT for
107. 178. 39. 104 |Lhited States 147.237.72. 166 [aka. i df . i | v aka, i o i |/ mai 1V gi yus/ i nf or mat i on. aspx B ock 1
79.177.51.27  |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 1
41.254.9. 208 [Hyan Arab 147.237.77. 216 |dover . i df . i | Ml forned URL aaaaaaaa B ock 1
Janahi ri ya
176.13.17. 184 |l srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f |B ock 1
82.166. 75. 214 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
74.91.23.166 |lhited Sates 147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
79.178. 215. 153 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.248.89 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed UR. Access from 176. 13. 248. 89 B ock 1
74.91.23.166 |lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock 1
. . Mil tiple Untraceabl e SS. Sessions from31. 168. 219. 155 ( Pr ot ocol
31.168. 219. 155 |l srael 147.237.77. 216 |dover.i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
Unknown Par anet er
109. 67.5.148 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00s$ct | 00$cphMai n$TochenPl aceHol der $t xt Password i n None 1
ww aka. i df . i1/ mai n/ gi yus/f ag. aspx
176.13.248.89 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
107.178.35.22 |Wited Sates 147, 237.72. 166 |aka. i df . i | Wnaut hori zed Method PCST f or Bl ock 1
ww aka. i df . i1/ mai n/ gi yus/ sai ar ot f| ash. aspx
77.138.54.197 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to v anan. i df.il/favicon.ico Bl ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
31.168. 219. 155 |l srael 147.237.77.216|dover.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
157.55.39. 124 |lnited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
79.181. 216. 104 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . Doubl e URL Encodi ng - paraneter: search in
46.19.86.235 |[Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ @i 1V gi yus/ pri ot handl er 1. asmx/ sear ch B ock 1
2.53.143.71 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
192.169.7.223 [Lhited Sates 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
107.178.39. 104 |Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized Method for Known URL from 107.178. 39. 104 Bl ock 1
77.138. 225. 200 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCBT for wwwy aka. i df . il /mai n/ sachar Bl ock 1
37.26.149.190 |Israel 147.237.77. 216 |dover.idf .i | Paraneter Type Mol ation SearchText in ww idf.il/1065-he/ dover.aspx |B ock 1
) . . Unaut hori zed URL Access to
68. 180. 229. 181 |United Sates 147.237.77. 176 |nat pash. idf. il wwe cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
207.46.13.93 |Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df . il/1283-16602- en/ dover B ock 1
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