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09-10-2016-12:04:00 to 09-10-2016-13:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature
2.53.135. 228 I srael

|Device Action |Count|
147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 6
94. 102. 49. 193 147.237.76. 44 e.refuah.idf.il|B ack List

dr op 1

Net her | ands




09-10-2016-12:04:00 to 09-10-2016-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 8




09-10-2016-12:04:00 to 09-10-2016-13:04:00

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

200. 58. 214. 138 [147. 237.8.50 |Col onbi a e.tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 129. 15 |147. 237. 72. 156 "Kji"irf;gom anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
103. 207.39. 82 [147.237.0.35 |V etnam akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236.50 [147.237.76. 202 |krai ne ehalagidf.il |[ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 |147.237.76.202|krai ne ehalag.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
200. 58. 214. 138 [147.237.8.50 |Col onbi a e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
198. 58. 110. 199 |147.237. 77. 227 |Lhited Sates e hanaz.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
124.106.23.35 |147.237.0.19  |Fhili ppi nes vadi matal idhi ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102. 48. 195 |147.237.72. 156 [Net her| ands aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236.50 [147.237.76. 202 |krai ne ehaag.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46.227.67.158 |147.237.72. 156 |Sweden anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
201.38.68.132 [147.237.76. 201 |Brazil eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1




09-10-2016-12:04:00 to 09-10-2016-13:04:00

|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
84.95.208.20 |Israel 147. 237. 76. 200 |6 tan. aka.i of . i Streamng Engi ne: TCP Inval i d segnent retransmssion. |, 63
Inval i d Retransnission Packet dr opped.
37. 60. 145. 201 _'?:jrfis: Lp;‘:"”a‘cupi o |147-287.77. 176 |nat pash.i f i1 dr op Frst packet isn't SWN drop 28
82. 145. 223. 109 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
187. 45. 13. 82 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 11
84.94.119.65 |lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 11
201. 46. 55. 42 Brazil 147.237. 77. 170 |n@arachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 10
201. 46. 55. 42 Brazil 147. 237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |monitor 10
187.45. 13. 82 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
201. 46. 55. 42 Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
187.45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
187.45. 13. 82 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 10
201. 46. 55. 42 Brazil 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
187.45.13.82 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
201.46.55.42 |Brazil 147. 237.77. 226 }’f’“’“ha”atz' aka.1d 1oyN At t ack SYN -> SYN-ACK -> Timeout |monitor |10
201. 46. 55. 42 Brazil 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |ronitor 10
187. 45. 13. 82 Brazil 147.237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 10
201. 46. 55. 42 Brazil 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |ronitor 10
201.46.55.42 |Brazil ur.237.0.17 [V kosher-kravi.1d 1qyN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |10
187.45.13.82 |Bazil 147.237.76.39 |[nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 9
201. 46. 55. 42 Brazil 147.237.77. 176 [nat pash.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 9
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nmonitor 9
201.46.55.42 |Bazil 147.237.76.39 |nobile neitav.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 9
201.46.55.42 |Bazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
84.94.119.65 |Israel 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval id ACK nunber nonitor |8
84.94.119. 65 | srael 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 7
109. 64. 166. 26 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
109. 64. 166. 26 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬂﬁtﬁ;g‘xlﬁe‘lgth moni tor |7
2.53.37.190  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TP Invalid segnent retransmssion. |, 6
Invalid Retransnm ssi on Packet dropped.
31.133.6.50 Pol and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
109. 67. 81. 94 I srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
77.126.64.208 |lsrael 147.237.72. 156 |anan.idf .il Bad TCP sequence noni t or 6
80. 246. 136. 108 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
87.71. 30. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
84.94.119. 65 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Invalid ACK nunber aert 5
87.68.59.156  |Israel 147.237.72. 166 |aka. i of . Bad TCP sequence wﬁtﬁ;gxg&gth moni tor |5
87. 68. 59. 156 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 5
80. 246. 136. 104 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
87. 68. 59. 156 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |monitor 5
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout |nonitor 4




09-10-2016-12:04:00 to 09-10-2016-13:04:00

|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Acti on ‘Count
83.130. 75. 252 |l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 104
36. 250. 183. 203 [Chi na 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 36. 250. 183. 203 B ock 15
36. 250. 174. 164 |Chi na 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 36. 250. 174. 164 Bl ock 15
36. 250. 183. 203 |Chi na 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 6
36. 250. 174. 164 |Chi na 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 6
77.124.24.176 |l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed HTTP Met hod B ock 5
77.124.24.176 |lsrael 147.237.72. 156 |aman. i df . i | Mil tipl e Unaut horized URL Access from 77.124.24.176 B ock 4
. . Unaut hori zed Met hod PCST for
77.139. 163. 207 |France 147.237.72. 166 [aka. i df . i | wiww aka, i o i 1/ mi 1V gi yus/ i nf or nat i on. aspx Bl ock 3
109. 186. 76. 154 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 3
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka.idf.il/ishurindmai n/ Bl ock
109. 67. 208. 171 [l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
Czech . . Uhaut hori zed Met hod PCST for
94.142. 238. 190 Republ i ¢ 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ mai rv r abanut/ gener al . aspx B ock 2
. . Unaut hori zed URL Access to
66. 249. 66. 174 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ si p st or agel 111 es/ 2/ 70262. pf Bl ock 1
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
68.180.229. 190 |Lhited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1395-en/ dover . aspx |B ock 1
) . . Unaut hori zed Met hod PCST for
66.102.9. 8 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ i n/ hore/ def aul t . aspx Bl ock 1
) ny- kosher-kravi . i df . i ) o
157.55.39. 251 |lLhited Sates |147.237.0.16 | Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt |[B ock 1
. . D stributed Unhaut hori zed LRL Access on
84.229.2.95 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
2.139.219.209 [Spain 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . . Unaut hori zed URL Access to
66. 249. 76. 2 I srael 147.237.77.243|nobi l e.i df . i | nobi 1 e. i cf i1/ vel | - knowy asset | i nks. j son Bl ock 1
84.95.208.20 |Israel 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
66.102. 9. 22 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/nai n/hone/ defaul t.aspx  |B ock 1
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed Method for Known URL from 192.198. 151. 43 |B ock 1
85. 64. 151. 237 |Israel 147.237.76.31 |nakchal .idf.il thaut hori zed URL Access to B ock 1
nakhal . i df.il/consol e/ core/ doc_ngr/doc ngr. asp
www. chamat z. aka. i df
77. 237, 138. 202 | 2N 147.237.77. 226 . Unaut hor i zed URL Access to / B ock 1
Republ i ¢ il
m ny-kosher-kravi.i [i1legal Byte Gde Character in Paraneter Nane
66.249.76.53 |lIsrael 147.237.0. 17 & il h&T907@ DKA&F A27H 1KR( [ #28] 1 { B ock 1
36. 250. 183. 203 |Chi na 147.237. 77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to waw cogat . idf.il/index. asp B ock 1
) . . Unaut hori zed URL Access to
157.55.39. 224 |Uhited States |147.237.72.166|aka. i df .il aka. i df i1/ portal il ui mit enpl at es/ ww behazdaa. org. i | Bl ock 1
. . Unaut hori zed URL Access to
84.95.208.20 |[lsrael 147.237.77.74 [lawidf.il v | aw i dff i 1/t enpl at es/ homepage! pi vi k. php Bl ock 1
66. 249. 64. 236 |l srael 147.237.77.243|nobi l e.i df . il Uhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association |B ock 1
89.237.67.78 |France 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for B ock 1
ww aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
m ny- kosher - kr avi . i ,
66. 249. 76. 53 | srael 147.237.0. 17 df il Il egal Paraneter Encodi ng G&T907@ DKd&f "z H 1kR [ #28]]{ None 1
37.26.148.180 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: (Qpen Mbde None 1
157.55.39. 241 |Lhited Sates |147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 157.55. 39. 241 B ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
77.124.24.176 |lsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to www anan. i df .il/sip_storage/files/4/ Bl ock 1
66. 249. 65. 152 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1512- he/ at al . aspx B ock 1
36. 250. 174. 164 |hi na 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/index. asp B ock 1
84.94.119.65 |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
v anan. i df . il /https:/ww anan.idf.il/
) . . Paranet er Type M ol ati on PageNumin
68.180. 229. 181 [Lhited Sates |147.237.77.176|nat pash.idf.il W cogat . i df . i 1/ 1038- he/ cogat . aspx B ock 1
62. 128. 45. 204 |israel 147.237. 72. 156 |anan. i df . i | Distributed haut horized LR Access on B ock 1
v anan. i df . il /https:/ww anan.idf.il/
Unaut hori zed URL Access to
157.55.39.241 |lLiited Sates |[147.237.0.34 |[tikshuv.idf.il ww ti kshuv. i df.il1/tenpl at es/ i nagevi deogal | eryl obby/ i nagevi deogal | er |Bl ock 1
yl obby. aspx
84.95.208.20 |Israel 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
. . D stributed Unaut hori zed URL Access on
2.53.20.216  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1136- hel at al . aspx B ock 1
77.139.16.23 |Rance 147.237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to waw arman. i df.il/favicon.ico B ock 1
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