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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
176. 13. 251. 204 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 21
5.22.134.178 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
23.234. 25. 87 Lhited Sates 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1

52.28. 32. 164 Cer many 147.237.76. 201 e atal.idf.il JLIMPurple Gon Linmt Htps drop 1

125. 77. 28. 26 Chi na 147.237.76. 31 nakchal .idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te Signature

69.24.208.162 |147.237.77.233|Whited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 65. 32 147.237.77.233|Wnited Sates [atal.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.158 |147.237.72. 217 [Sweden eidf.il ET SCAN NMAP -sS wi ndow 1024 1
192.200.193.3 |147.237.76.198|lited Sates |e. yohal an.idf.il ET SCAN Potential SSH Scan 1
179 33.51 168|147 237 0.33 |00l onbi & - ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

104. 148. 120. 134|147. 237. 76. 197 [Lnited Sates |e. hinush.idf.il ET SCAN Potential SSH Scan 1
104. 148. 120. 134|147. 237. 76. 147 [Lhited Sates |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
104. 148. 120. 134|147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
79.180.112.55  |147.237.77. 216 |l srael dover.idf.il ET SCAN NVAP -sA (2) 1
69.24.208.162 |147.237.77.226|Whited Sates |wwuchanatz.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.158 |147.237.77. 170 [Sweden nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
192.200.193.3 |147.237.76.201 |lLhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237.0.33 [Sweden idf.il ET SCAN NMAP -sS wi ndow 1024 1
192.200.193.3 |147.237.76.38 |Lhited Sates |e.eneitav.idf.il ET SCAN Potential SSH Scan 1
139. 162. 225. 219|147. 237.76.39 |lLhited Sates |nobile. meitayv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 148. 120. 134|147. 237. 76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
104. 148. 120. 134|147. 237.76.30 |Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.76.38 |[Turkey eeneitav.idf .il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
125. 235. 240. 171V et nam 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor [185
37.46.38.29 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |41
187. 45. 13. 82 Brazil 147. 237. 76. 200 |ei tan. aka. i df . i SYN Attack SYN -> SYN-ACK -> Tineout [monitor |19
187. 45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor |19
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 19
201.46.55.42  |Brazil 147.237.0.17  ["V kosher-kravi. 1d N At t ack SYN -> SYN-ACK -> Tineout [nonitor |18
187. 45. 13. 82 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237. 77. 170 |n@ar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 18
201. 46. 55. 42 Brazil 147.237.77. 234 |hal ag.idf .i| SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.0. 19 nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 18
201. 46. 55. 42 Brazil 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 18
201. 46. 55. 42 Brazil 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.76. 200 [ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 18
201.46.55.42  |Brazil 147.237.77. 226 :’7’“"‘ chamat z. aka. 1 df - |oyN At t ack SYN -> SYN-ACK -> Tineout [nonitor |18
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 18
187. 45. 13. 82 Brazil 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor |18
201. 46. 55. 42 Brazil 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 18
201. 46. 55. 42 Brazil 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |18
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor |18
201. 46. 55. 42 Brazil 147.237.72. 167 |i shurimaka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 17
187. 45. 13. 82 Brazil 147.237.76.39 |[nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 17
201. 46. 55. 42 Brazil 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |17
201. 46. 55. 42 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 17
201. 46. 55. 42 Brazil 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 17
187. 45. 13. 82 Brazil 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |17
187.45.13. 82 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 17
87.71.17.129 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 15
201. 46. 55. 42 Brazil 147. 237.77. 176 |mat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |14
82.166. 238. 235 |[Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 11
84.94. 119. 65 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence monitor |10
84.94. 119. 65 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SN drop 10
82. 166. 238. 235 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence nonitor |8
37.142.66.59  |israel 147.237.77. 243 |nobi l e i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
46.19.85.7 I srael 147. 237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber alert
46.19.85.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.55.33.233 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
46.43.78.198 _';erfis: L:‘;f"”@cupi o |147-237.77. 216 [dover i o i drop First packet isn't SN drop 6
185. 3. 147.185 |lIsrael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence Inval i d ACK nunber monitor |5
84.94.119. 65 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 5
82.166. 238. 235 |Israel 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
2.53.185. 190 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
84.94. 119. 65 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber alert 5
84.94. 119. 65 I srael 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber monitor |5
2.53.51.242  [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence ﬂﬁtrs\:;ﬁ;g&gth monitor |5
46.119. 127. 129 |krai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site S gnature Action ‘Count
84.95.208.20 |Israel 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 100
84.95.208.20 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | [Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 83
46.19.86.232 |[Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 48
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 8
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
2.53.151.247 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 5
46.19. 86. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.109.38.47 |[Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 2
84.95.208.20 |Israel 147.237.77.216|dover. i df . il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 2
79.177.15.86  [Israel 147.237.76.31 [nakchal .idf.i] [Fremer DpeMolaton serch in aspx Bl ock 2
66. 249. 66. 232 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 232 B ock
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock
207.46.13.122 |wnited Sates [147.237.77.216|dover.i df .il Unhaut hori zed LRL Access to waw i df .il/anan B ock
64.62.219.150 |lhited Sates  |147.237.72.166|aka. i df .i | m”;:;’_rii dzfe_c: I'ﬁ:ﬁ?ﬁgﬁ, ;;’rrlash/ sheel o, aspx Bl ock 1
2.139.219.209 |Spain 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
80. 246. 136. 171 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66. 249. 66. 251 |l srael 147.237.72. 166 |aka. i df . i | Ill1egal Byte Gode Character in URL /nai n/giyus/[[#11]]general . aspx B ock 1
37.46.38. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
95. 24. 52. 57 gz; & o 147.237.72. 166 |aka. i df . i | m“;k?: 'dfzelo: /'}‘:tu?iogﬁ ami fsglray ol | 5ol i s, a5 Bl ock 1
77.138. 253. 160 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wawy aka. i df.il/main/snalinismali maspx |B ock
207.46.13.188 |Whited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock
66. 249. 64. 228 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 602- 2267- he/ pat zar . aspx  |B ock
87.68.51. 32 I st ael 147.237.0.34  [tikshuv.idf.il muttihlfsrf:uff?dfu.qu /Atcec:pslsatte(s)/ opr ol escat egor y/ opr ol escat egory. i n. aspx Bl ock !
5.22.134.207 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 1
66.249.79.37 |Israel 147.237.77.216|dover . i df . i | D stributed Unhaut hori zed LRL Access on wa i df.il/anman Bl ock 1
109. 67.33.34 |Israel 147. 237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.249. 66. 176 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzg;’r'?gefegj‘l Jocees g:acl’l ery/ showpi ctur e, asp Bl ock 1
87.71.52.28  [Israel 147. 237.72. 166 |aka. i df . i | mnai":i Zfar ?I”/E;;r n/Cg;Lﬁ;%;yg??;gha'gxn%phsachar $cb15134453 in None 1
5.28.160.140 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 1
68.180. 228. 162 [Lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
46.19. 86. 90 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/ bul l et 1. gi f Bl ock 1
144.76.16. 162 |[Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . i |/ brot hers/ skira/ defaul t. asp |B ock 1
79.178. 234. 232 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
5.102.195.38 |Israel 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89. 139. 185. 219 |I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
68.180. 229. 190 [Lhited Sates  |147.237.77.216|dover.idf.i | Paraneter Type M ol ati on PageNumin waw i df.il/1133-ar/ dover. aspx B ock 1
207.46.13.107 [lnited Sates [147.237.0.19 [nadimatal.idf.i|Unhauthorized URL Access to nadimatal.idf.il/robots.txt B ock 1
80.179.91. 214 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ...18&sideScroll in ww aka.idf.il/giyus/kadatz/ None 1
66. 249. 66.232 [ srael 147.237.72. 166 [aka. i df . i | chaut hor zed Ib&mﬁ?ﬁzzm;fappl - app-i { - ass0ci at on Bl ock 1
37.26.149.222 |Israel 147.237.77. 234|hal ag.i df . i | i;t ;'35”;‘;‘12;27"‘;23!;2?13% cess f;i . Bl ock 1
93. 172. 125. 240 I srael 147.237.77. 234 |hal ag. i df . i | o ;'Sl;uﬁdzgﬁftn:g:;if‘aﬁlﬁffj 1c,)r;;i . Bl ock 1
71.6.167.142 [lnited Sates  |147.237.77.235(sviva.idf.il Unaut hori zed URL Access to 147.237.77.235/robot s. t xt B ock 1
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