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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
134. 147. 203. 115

|Target Address | site

|Signature  |Device Action |Count |
Cer many 147.237.76. 34 yohal an.idf.il B ack Li st drop 2
71.6.146. 185 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
94, 23. 144. 252 Net her | ands 147.237. 76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

| Sgnature

Devi ce Action

|Oount

216. 249. 107. 200 Lhited Sates 147.237.77. 233 atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
37.228.93.70 Russi an Federati on 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
109. 163. 234. 7 Romani a 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
66. 240. 219. 146 Lhited Sates 147. 237.72. 156 anman.idf.il [13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.228.93.70  [147.237.77.74 gj::;”ion lawidf.il SQ Injection - Select From 18
216. 249. 107. 200|147. 237. 77. 233 |Wiited Sates  [atal .idf.il SQ Injection - Select From 9
84.54. 184, 38 147.237.77. 216 |Bul gari a dover. i df.il PCLI CY- OTHER TCP packet with urgent flag attenpt 4
113. 240. 250. 154|147. 237.8.50 |Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 2
62.210.38.242 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
185. 110. 132. 201147. 237. 8. 27 |lkrai ne e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
52.166.130. 115 |147.237.76.39 |Uhited Sates |nohbile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176.31.42.130 |147.237.8.14 |Fance e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
45.56. 74. 212 147.237.77. 178 |lLhited Sates e. nat pash. i df . i1 ET SCAN Potential VWNC Scan 5900- 5920 1
163.172.129. 15 |147.237.72. 156 |Uni ted Ki ngdom|anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.76.201|Wited Sates |e.atal.idf.il ET DRCP Dshield B ock Listed Source 1
45.33.116.208 |147.237.0.15 |wnited Sates  |kosher-kravi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 8. 24 |Chi na elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 77. 227 |kr ai ne e. hamaz. i df .il ET SCAN Potential SSH Scan 1
112.162. 117. 28 [147.237.0.19 |KOV€® ReRUDIIC | o matal idh. i1 ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
of Gonnections, Potential Scan or Brute Force
185. 110. 132. 201{147. 237. 76. 199 |Ukr ai ne e. nakchal .idf il ET SCAN Potential SSH Scan 1
77.125.31.239  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 176 |krai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 31 |lkrai ne nakchal . i df.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
185. 110. 132. 201(147. 237.8.46  |krai ne e.chinuch.idf.il ET SCAN Potential SSH Scan 1
52.166. 130. 115 [147.237.76.44 |Wited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147.237.0.19  |Wkrai ne madi matal .idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237. 77. 234 |Sweden hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.31.42.130 |147.237.8.14 |Fance e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
45, 56. 74. 212 147.237.76.42 |thited Sates |refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 110. 132. 201{147. 237. 77. 235 |kr ai ne svivaidf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 8. 14 |Chi na e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 110. 132. 201|147. 237. 77. 226 |krai ne wwwy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
185. 110. 132. 201{147. 237. 76. 177 |Wkr ai ne ncore.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 34 |Wkrai ne yohal an.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
185. 110. 132. 201{147. 237. 72. 167 |Wkr ai ne i shuri maka.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry ‘Target Address |Ste Signature
109. 67. 235. 114 |I srael 147.237.76.31 |nakchal .idf i Bad TCP sequence mdﬁrsacr;rit Wth different moni tor 40
109. 67. 235. 114 |I srael 147. 237. 77. 216 |dover. i df . Bad TCP sequence mdge\:,rsaé;rit with different monitor |16
46.19.85.156  |Israel 147.237.77. 243 |nobi l e.i df .| Stream ng Engl ne: TCP Invalid finvalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
187. 45. 13. 82 Brazil 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
89. 248. 168. 224 |Netherl ands  [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |13
187.45.13.82 |Prazil 147.237.77. 233 |atal .idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |13
201. 46. 55. 42 Bazil 147.237.76.39 |nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
201.46.55.42 |Rrazil 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |12
201.46.55.42 |Brazil 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |12
201.46.55.42 |Rrazil 147. 237. 77. 226 :""WCha"mZ'aka' Tt T lsyN At tack SYN -> SYN-ACK -> Timeout  |monitor |11
187.45.13.82 |prazil 147.237.0.17 ;“lnly kosher-kravi.id oy At t ack SYN -> SYN-ACK -> Tineout |monitor |11
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
187.45.13.82 |PBrazil 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |11
201.46.55.42 |prazil 147.237.0. 17 ;nlnly kosher-kravi . id |qy\ At ack SYN -> SYN-ACK -> Tineout  |monitor |11
201. 46. 55. 42 Brazil 147.237.72. 167 |ishurimaka. i df. il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 11
201.46.55.42 |Brazil 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |11
187. 45. 13. 82 Bazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 11
201. 46. 55. 42 Brazil 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 10
72.5.102. 10 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
187. 45. 13. 82 Bazil 147.237. 77. 170 |n@ar achot . i df .i | SYN Attack SYN - > SYN ACK -> Ti neout noni t or 10
201.46.55.42 |Brazil 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |10
201.46.55.42 |Brazil 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |10
187. 45. 13. 82 Bazil 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 10
201.46.55.42 |Brazil 147.237.76.30 |hinush.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |10
201.46.55.42 |Brazil 147.237.77. 235 |sviva idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |10
187. 45. 13. 82 Bazil 147.237. 72. 156 |anan. i df .i | SYN Attack SYN - > SYN ACK -> Ti neout noni t or 10
201.46.55.42 |Brazil 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor |10
201.46.55.42 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |10
187. 45. 13. 82 Bazil 147.237.77.74 |lawidf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 9
201.46.55.42 |Brazil 147.237. 76. 200 |ei tan. aka. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor (9
187.45.13.82 |Prazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor (9
201. 46. 55. 42 Bazil 147.237.77.74 |lawidf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 9
201.46.55.42 |Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout nonitor (9
187.45.13.82 |Prazil 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor (9
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
187.45.13.82 |Brazil 147.237. 76. 200 |ei tan. aka. i df .i | SYN Att ack SYN -> SYN- ACK -> Ti meout nonitor (9
201.46.55.42 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor (9
187.45.13.82 |mrazil 147. 237. 77. 226 :’“’WChmtz'aka' Tt T oyN At tack SYN -> SYN-ACK -> Tineout |monitor [9
201.46.55.42 |Rrazil 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |8
187.45.13.82 |Prazil 147.237. 72. 167 |i shuri maka. i df . | SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor (8
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
187.45.13.82 |PBrazil 147.237.76.30 |himush.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |8
46.19. 86. 198 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
187. 45. 13. 82 Brazil 147.237.77.235|sviva. idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
187.45.13.82 |PBrazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor |8
201.46.55.42 |Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout nonitor (8
187. 45. 13. 82 Bazil 147.237.76.39 |nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
187. 45. 13. 82 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
106. 128. 91. 115 |Japan 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |6
187. 45. 13. 82 Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 116
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 90
84. 95. 208. 20 | srael 147.237.77. 226 V\TA:N chamat z. aka. i df Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 15
84.95.208.20  |Israel 147.237.77. 216 |dover . i df . i | DOstributed PHP At enpt B ock

84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock
84.229.60.170 | srael 147.237.0.19 |nadimatal .idf.il nq;;”;]h;r;lzfzf %ﬁ‘, gﬁacre:dslatj(;)d idt enakat GaUnt 1y, 5P B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock

46.19. 86. 232 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock

84. 95. 208. 20 I srael 147.237.77. 226 V\TA:N chamat z. aka. i df PHP Att enpt B ock 3
37.142.108.45 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.120. 187. 144 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
109. 66. 23. 177 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
40. 77. 167. 81 Wiited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
84.94.186.135 |Israel 147.237.77. 216 |dover . i df . | Ly 2. 77 216) 500 e dover . asp Bl ock 1
46.121.91.196 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None

118. 193. 155. 206|Chi na 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1

Parameter Type M ol ati on PageNumin

68.180.229. 181 |lhited Sates [147.237.77.176|nat pash. i df . i | vw cogat i df i 1/ 1043- ar/ cogat . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai v gi yus/ gener al . aspx B ock 1
66.249. 65. 152 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
118. 193. 155. 206|Chi na 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
77.125.63.180 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
. . Unaut hori zed URL Access to
109. 65. 102. 254 |l srael 147.237.72. 156 |arman. i df . i | . i1/t tps: /v il Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
66.249. 65. 160 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1234-he/ at al . aspx |Bl ock 1
31.154.88.138 |[Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
157.55.39.224 |Uited Sates |147.237.72.166|aka. i df . il Laut horized R Access to i aka. idf. il/edimfund/ x>>8xz g 1
. . D stributed Uhaut hori zed URL Access on
77.138.228.131 |France 147.237.72. 156 |arman. i df . i | - Cidf.i1/https: /v il Bl ock 1
46.113.181. 245 |Pol and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66.249. 66. 121  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-associ ation |B ock 1
79.178.234.232 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 194. 237/l srael 147.237.77. 176 |nat pash. i df . i | D stributed Whauthorized UR. Access on wwn cogat . idf.il/894-ar |Bl ock 1
66.249.66.179 | srael 147.237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on B ock 1

147.237. 72. 166/ r obot s. t xt
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