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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
107. 189, 45. 32

|Target Address |Site |Signature  |Device Action  |Count |
Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
107. 189. 45. 32 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

211. 20.51. 57 147.237.77.205 |Tai wan prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
116. 12. 175. 233 147. 237. 76. 30 S ngapor e hi nush. i df . i | ET SCAN NVAP -f -sS 1
202.21.110. 212 147. 237. 0. 200 Mongol i a . i df il ET SCAN NVAP -sS w ndow 3072 1
78. 46. 43. 18 147.237.77.170  |Ger many naar achot . i df . i | ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 1
176. 47. 117. 79 147.237.77.176  |Saudi Arabia nat pash. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
69. 24. 208. 162 147.237.76. 31 Lhited Sates nakchal . i df i | ET SCAN NVAP -sS w ndow 1024 1
163.172. 129. 15 147.237.77.216  |united Ki ngdom dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 84. 213. 146 147.237.72. 14 Lhited Sates dover.idf.il(ald) ET SCAN NVAP -sS wi ndow 2048 1
163. 172. 129. 15 147.237.77.205 |united Ki ngdom prisha idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.227.67. 158 147. 237. 0. 200 Sweden rdl. i of i | ET SCAN NMAP -sS wi ndow 1024 1
163.172. 129. 15 147.237.77.121  |united Ki ngdom e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.92. 20. 154 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
211. 20.51. 57 147.237.76.202 |Tai wan e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 147.237.77.61 Lhited Ki ngdom e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.20.51. 57 147.237.76.147  |Taiwan chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
139. 162. 160. 132  |147.237.76.147 |lhited Sates chi nuch. aka.i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
211. 20. 51. 57 147.237.72.217 |Taiwan eidf.il ET SCAN Potential WNC Scan 5900- 5920 1
116. 12. 175. 233 147. 237.76. 30 S ngapore hi nush. i df . il ET SCAN NVAP -sS w ndow 2048 1
211. 20.51. 57 147.237.0. 15 Tai wan kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104. 232. 98. 38 147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sS w ndow 1024 1
202.21.110. 212 147. 237. 0. 200 Mongol i a . i df il ET SCAN NVAP -sS w ndow 1024 1
69. 24. 208. 162 147. 237. 76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 129. 15 147.237.77.243  |united Ki ngdom nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 84. 213. 146 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 129. 15 147.237.77.216  |united Ki ngdom dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.20. 51. 57 147.237.77.234  |Taivan hal ag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
50. 84. 213. 146 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
163. 172. 129. 15 147.237.77.179  |united Ki ngdom e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.161. 40. 17 147.237.8.28 Russi an Federation |e. nobileks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211. 20.51. 57 147.237.77.178 |Taiwan e. mat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
163.172. 129. 15 147.237.77. 61 Uhi ted Ki ngdom e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211. 20. 51. 57 147.237.76.196 [Taiwan e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 129. 15 147.237.77.19 Uni ted Ki ngdom | awforumidf.il ET SCAN Potential VNC Scan 5900- 5920 1
211. 20.51. 57 147.237.76. 31 Tai wan nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
116. 12. 175. 233 147. 237.76. 30 S ngapor e hi nush. i df il ET SCAN NVAP -sS w ndow 4096 1
211.20.51. 57 147.237.72.166  |Taiwan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Signature

Count ry

‘Tar get Address ([Ste

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

31.154.14. 43 | srael 147.237.77.176 |nat pash. i df . il Ret r ansni ssi on Packet dr opped. drop 44
91.141.2.117 |Austria 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 19
77.42.252.199 |Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
89. 248. 168. 224 |Net her| ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 14
104. 34.143.59 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
109. 67. 235. 114 |I srael 147.237.76.31 |nakchal .idf il Bad TCP sequence mdgiflrsa:asl"gt wth different moni tor [13
46. 243. 150. 194 |Bahrain 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
216.52.148. 4 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46. 121.98. 249 |Israel 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
37.26.147.239 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor (8
93.172. 130. 234 |I srael 147.237.77. 233 |atal i df i Bad TCP sequence mdgitvrsa:;”gt wth different moni tor |7
216.52.148.4 |Wited Sates [147.237.76.86 |navy.idf.il SYN At t ack monitor |7
77.42.252.195 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
185. 89. 217. 232 |Net her| ands 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
185. 89. 217. 234 |Net her| ands 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop 6
37.26.147.239 |lsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval id ACK nunber nonitor (6
185. 89. 217. 235 |Net her| ands 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 6
185. 89. 217. 230 |Net her| ands 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop 6
213. 8. 204. 56 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
109. 67. 235. 114 |I srael 147. 237.77. 216 |dover i df . Bad TCP sequence mdgiflrsa:asl"gt wth different moni tor |5
108.170. 43. 234 [Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
108. 170. 43. 234 |Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
108.170. 43. 234 |Lhited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
108.170. 43. 234 |Lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
185. 89. 217. 226 |Net her| ands 147.237.77.176 |nat pash.idf . il dr op First packet isn't SYN drop 4
37.26.147.239 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber aert 4
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
185. 89. 217. 227 |Net her| ands 147.237.77.176 |nat pash.idf . il dr op First packet isn't SYN drop 4
201. 46. 55. 42 Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
85. 64. 122. 38 | srael 147.237.72. 166 |aka. i df .i| SYN At tack SYN -> SYN-ACK -> RST noni t or 4
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
108. 170. 43. 234 |Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
37.26.147.239 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber aert 4
37.26.147.239 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
185. 89. 217. 225 |Net her| ands 147.237.77.176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
185. 89. 217. 231 |Net her| ands 147.237.77.176 |nat pash.idf . il dr op First packet isn't SYN drop 4
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
37.26.147.239 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
201. 46. 55. 42 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
187.45.13.82 |Brazil 17.237.0.17 [V kosher-kravi.id oy At t ack SYN -> SYN-ACK -> Tinmeout  |monitor |3
37.26.147.239 |lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber alert 3
108. 170. 43. 234 |Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
187. 45. 13. 82 Bazil 147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
108. 170. 43. 234 [Lhited Sates [147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
89. 248. 168. 224 |Netherl ands  |147.237.76.86 |navy.idf.il SYN Attack noni t or 3
176. 13. 235. 165 || srael 147. 237.77. 243 |mobi l e, i f . i Streaning Bngine: TCP Invalid |invalid segnent retramsnission. |, 3
Ret r ansm ssi on Packet dr opped.
77.126.6.214 |israel 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
187. 45. 13. 82 Bazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
201. 46. 55. 42 Brazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 18
219. 130. 235. 130|Chi na 147.237.77. 216 |dover . i df .i | Mul ti pl e Unauthorized URL Access from 219. 130. 235. 130 Bl ock 17
84. 95. 208. 20 | srael 147.237.77. 226 }IW\:I;/ chamat z. aka. i d Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 11
84. 95. 208. 20 I srael 147.237.77. 226 }AM:V:/ chamat z. aka. i d PHP At tenpt B ock 7
219. 130. 235. 130|Chi na 147.237.77.216|dover.idf . il PHP Att enpt Bl ock 6
84. 95. 208. 20 I sr ael 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 5
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka.i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 5
87.71. 69. 237 I srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 5
84. 95. 208. 20 I sr ael 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt Bl ock 4
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.77.234hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 | sr ael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 3
176. 13. 235. 165 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
84. 95. 208. 20 | sr ael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
87.71.50. 98 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 2
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 2
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt Bl ock 1
195. 154. 41. 132 |France 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ Bl ock 1
93.172.130. 234 I srael 147.237.77.233|atal . i df .i | ot red Mo hor zed W _A:;:;fs on Bl ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df . i | chaut nor zed fetfog PSBT Tor (. aspx Bl ock 1
66.249. 66. 174 I srael 147.237.72. 166 |aka. i df . i | 1u;?ut22$r ;;.efséi‘i gf;e;sa;; i l e/ 1 1621 pek Bl ock 1
157.55.39. 244 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1133-he/ atal . aspx  [B ock 1
84. 95. 208. 20 I sr ael 147.237.77.234|hal ag. i df . i PHP Attenpt Bl ock 1
212.129.62.79 |France 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
94.234.170.84  |Sweden 147.237.77. 216 |dover . i df . i | paraeL et Jyfozg’f 3#73&3&':2'5%3%’”‘ ent Al acetbl der 1txt content in g o 1
66. 102. 9. 26 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/mai n/home/ defaul t.aspx |B ock
66.249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ ei t an/ t nuna/ B ock
172.246. 118. 178|lhited Sates |147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock 1
85.64.151.237 | srael 147.237.76.31 |nakchal .idf.il rl;hasﬁgjhﬂréfzﬁdl /Lgnsﬁ‘;?sczrt; doc. gt doc. T 85 B ock 1
2.53.149. 176 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/nai n/giyus/ . 3necs B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At enpt B ock 1
109. 67. 235. 114 |l srael 147.237.76.31 |nakchal .idf.il ﬂ?.ljtZg?.ri?éégllL?_pf;CSrsasgélc;i | s/ 8/ 1668. doc Bl ock 1
66.249.64.30  |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g?r;éefz?‘p fsctcoersasg;/?i | s 41 3044 pa Bl ock 1
84.195.208. 20 | srael 147.237.77. 226 :‘IW\:,}/ chamat z. aka.1d muéﬁgrz;tzzdalt:_i (ﬁ‘cﬁelslst etr?pl at es/ honepage/ di v. i tem Bl ock !
66. 249. 79. 37 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/tags/tags.aspx  |B ock 1
172.246.118. 178|thited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/bl og/ wo-1ogin. php Bl ock 1
31.154.39.187 [Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . i |/ mai n/ gi yus Bl ock 1
84. 95. 208. 20 | srael 147.237.72. 156 |anan. i df . i | Mil tiple Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 1
109. 253. 194. 237l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hor i zed URL Access to ww cogat . i df . il/894-ar B ock 1
66.249. 64.220 | srael 147.237.77.74 |lawidf il ﬂ?_“tzg;’_”?f%ul'g‘pfc;;s;gé/ofi e/ 9/ 239, doc B ock 1
84.95.208.20 | srael 147.237.77. 216 |dover . i df . i | m“f er: szfenb"}afg;eﬁsn;sage/ v k. pho Bl ock 1
219. 130. 235. 130|Chi na 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df.il/index. asp Bl ock 1
84. 95. 208. 20 I sr ael 147.237.72. 156 |aman. i df . i | PHP Attenpt Bl ock 1
66.249. 64. 224 | srael 147.237.77.74 |lawidf.il ﬂ?“;g;r;ﬁ%ﬁnpf‘;fszsnffd o i chur e rfof i ctur el oo, 5 B ock 1
109. 253. 214. 110]I srael 147.237.77. 176 [mat pash. i df . i | D stributed Lhaut hori zed URL Access on waw cogat.idf.il/894-ar  [B ock 1
84. 95. 208. 20 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
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