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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature |Device Action|Count|
85. 65. 199. 38 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegot i ati on-A i dest - reset 66
185.94.111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il B ack Li st drop 1
207.174.212. 180 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df.il | TGP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Device Action |Count|

1.179.134.194  |Thailand 147.237.76.86 |navy.i df.i13076: HTTP. Apache Struts 2 GA\L Command | njection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

91. 201. 236. 158 147. 237. 77. 205 kr ai ne prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 66. 102 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NVAP -sA (2) 1
52.166. 130. 115 147. 237.77. 226 Lhited Sates vwwy chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
45, 33. 116. 208 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
197. 44. 94. 31 147.237.77. 170 Egypt naar achot . i df . i1 ET SCAN NVAP -sS w ndow 2048 1
195. 88. 208. 193 147. 237. 77. 205 Russi an Federation prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 168. 200 147. 237.72. 167 Lhited Sates ishurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
139. 162. 160. 132 [147.237.0. 17 Lhited Sates mny- kosher -kravi .idf . il ET SCAN Potential VWNC Scan 5900- 5920 1
91. 201. 236. 158 147. 237. 77. 205 Lkr ai ne prisha.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 158 147.237.77. 205 krai ne prisha.idf.il ET SCAN NVAP -f -sS 1
66. 249. 65. 191 147.237.77.233  |Uhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
45, 56. 74. 212 147. 237.77. 227 Lhited Sates e. hamaz. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
197. 44. 94. 31 147.237.77. 170 Egypt naar achot . i df . i ET SCAN NMAP -sS wi ndow 4096 1
197.44.94. 31 147.237.77.170 Egypt naar achot . i df .i | ET SCAN NVAP -f -sS 1
139. 162. 168. 200 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
139. 162. 168. 200 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 158. 203. 149 147.237.72. 166 Net her | ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Addr ess

Signature |Massage

Devi ce Action |Oount |

59. 56. 19. 60 Chi na 147. 237. 76. 86 navy.idf.il SYN Attack noni t or 492
59. 56. 19. 60 Chi na 147. 237.76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 271
198. 27.117. 37 Canada 147. 237. 76. 86 navy.idf.il SYN Attack |[SYN -> SYN-ACK -> RST noni t or 134
198. 27.117. 37 Canada 147.237.76. 86 navy.idf.il SYN Attack noni t or 117
59. 56. 19. 60 Chi na 147. 237.76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> RST noni t or 64
187.45.13. 82 Bazil 147. 237. 76. 86 navy.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 18
187. 45.13. 82 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 17
187. 45. 13. 82 Brazil 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 17
187. 45.13. 82 Brazil 147. 237.76. 30 hi nush. i df . i | SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45.13. 82 Brazil 147.237.76. 147  |chinuch. aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.0. 34 tikshuv.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45.13. 82 Brazil 147.237.77.216  |dover.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45.13. 82 Brazil 147. 237.76. 31 nakchal . i df.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45.13. 82 Brazil 147. 237.76. 39 nobi | e. nei tav.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.77.74 lawidf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.72.166 |aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.77.233 |atal.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147. 237.76. 42 refuah. idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
201. 46. 55. 42 Brazil 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Bazil 147.237.77.234 |halag.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147. 237. 76. 86 navy.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.0.19 madi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147. 237.76. 30 hi nush. i df . i | SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.235 |svivaidf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.147  |chinuch. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.216  |dover.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147. 237.76. 31 nakchal . i df.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.72.156  |anan.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.226  |ww chamat z. aka. i df . i | SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147. 237. 76. 39 nobi | e. nei tav.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45.13. 82 Brazil 147.237.77.233 |atal.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.170  |mmarachot.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147.237.77.170 |mmarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45.13. 82 Brazil 147.237.72.167 |ishurimaka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187.45.13. 82 Brazil 147.237.77.234 |halag.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.0.19 madi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45.13. 82 Brazil 147.237.77.235 [svivaidf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45.13. 82 Brazil 147.237.0. 34 tikshuv.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.72.156  |anan.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45.13. 82 Brazil 147.237.77.226  |wwu chamat z. aka. i df . i | SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45.13. 82 Brazil 147.237.0.15 kosher -kravi . i df . il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.77. 74 lawidf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.0. 17 mny- kosher -kravi . i df.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187.45.13. 82 Brazil 147.237.0. 17 m ny-kosher -kravi .i df il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.72.166 |aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Bazil 147.237.77.176  |matpash.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout nmoni t or 12
106. 38.241. 105  |China 147.237.72.166 |aka.idf.il drop SAMrule drop 12
187. 45. 13. 82 Brazil 147.237.77.176  |matpash.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address ‘Slte ‘S gnature Acti on ‘Oount
112.111. 172. 228|Chi na 147.237.77.216|dover. i df . ijMil ti pl e Unaut hori zed URL Access from 112, 111.172. 228 Bl ock 17
112. 111. 172. 228|Chi na 147.237.77. 216 |dover . i df . i|PHP Attenpt B ock 6
109. 64. 134,122 |l srael 147.237.72. 166 |aka. i df .i| | |98 Byte Cde Quaracter in R /nai nkapatz//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f

66.249.66. 174 |l srael 147.237.72.166|aka. i df . i | |Unaut horized URL Access to 147.237.72. 166/ gi yus/ f or uni asp/ showf orum asp |B ock 1
109. 64. 134. 122 |Israel 147.237.72. 166 |aka. i df .i| [Mitiple Illegal Byte Code Character in URL from109. 64. 134. 122 B ock 1
66.249. 66. 176 I srael 147.237.72. 166 |aka. i df . i | [P St Puted haut hori zed LR. Access on B ock 1

147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp

. . |Dstributed Whaut hori zed Method for Known URL on

77.139. 89. 13 France 147.237.72. 166 |aka. i df . i | aka. i f i1/ mai n/ home/ def aul t . aspx Bl ock 1
. .1 |Unknown Par anet er VI EWSTATEENCRYPTED i n

aka.idf.il i - — ;

wwn aka. i df . i | / mai n/ sachar/ mar ki veysachar . aspx

112. 111. 172. 228|Chi na 147.237.77. 216 |dover . i df . i|Uhaut hori zed LRL Access to wwwvidf.il/index. asp B ock 1
09-10-2016-07:04:05 to 09-10-2016-08:04:05

109. 64. 51. 153 |l srael 147.237.72. 166 None 1




