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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address|Site

|Signature |Device Action|Count]|
2.53.138.116 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
91.224. 161. 69 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 3
91.224. 161. 69 147.237.76. 31 Net her | ands nakchal . i df . i1 ET SCAN Potential SSH Scan 2
91. 224. 161. 69 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 2
91. 224. 161. 69 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 2
108. 28. 45. 211 147. 237. 76. 199 Lhited Sates e. nakchal i df .i | ET SCAN Potential SSH Scan 1
67.222. 16. 47 147. 237.72. 217 Lhited Sates eidf.il @PL SCAN super scan echo 1
93. 158. 203. 147 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 33. 116. 208 147.237.0. 35 Lhited Sates akaws. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 161. 69 147. 237. 76. 201 Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
91.224. 161. 69 147. 237. 76. 197 Net her | ands e. hinush. i df .il ET SCAN Potential SSH Scan 1
91. 224. 161. 69 147. 237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
197. 44. 94. 31 147.237.77.234 Egypt hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 88. 208. 193 147. 237. 76. 147 Russi an Federation chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 168. 200 147.237. 76. 148 Lhited Sates gacenter. aka. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
91. 224. 161. 69 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
123. 176. 80. 201 147.237.77. 121 Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 24. 208. 162 147. 237.77. 227 Lhited Sates e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 147 147. 237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71. 251 147.237.0. 15 Wkrai ne kosher-kravi .idf.il ET SCAN NMAP -sS w ndow 1024 1
23.92. 20. 154 147.237.76. 30 Lhited Sates hi nush. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 161. 69 147. 237. 76. 196 Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
91. 224. 161. 69 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
197. 44. 94. 31 147.237.77.234 Egypt hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 161. 69 147. 237.76. 39 Net her | ands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
176. 58. 124. 35 147. 237. 76. 201 Uhi ted Ki ngdom e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91. 224. 161. 69 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
123. 176. 80. 201 147. 237.77. 227 Chi na e. hamaz. i df .i| ET SCAN Potential WNC Scan 5900- 5920 1
72.69.113. 91 147. 237.72. 167 Lhited Sates ishurimaka.idf.il ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address Signature Acti on ‘Count
66.249.75. 149 |wited Sates [147.237.76.86 |navy.idf.il Strean ng E'?g' ne: TCP Invalid |invalid segnent retransnission drop 21
Ret r ansm ssi on Packet dr opped.
98. 227.255. 164 |Lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |17
98.227. 255. 164 |Wnited Sates |147. 237.76.86 [navy.idf. il Bad TCP sequence i’:l;:r:(;:’mt wth different aert 16
98. 227. 255. 164 |Lhited Sates |147. 237.76.86 |navy.idf.il Bad TOP sequence iZ'Jeetnégnsmt wth different monitor |16
187. 45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
187. 45. 13. 82 Brazil 147.237. 72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.176 [nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
187. 45. 13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201.46.55.42 |mrazil 147. 237.77. 226 :’“’“’“ha”m' aka.dl- 1 1oyN At t ack SYN -> SYN-ACK -> Timeout  |nonitor |15
201. 46. 55. 42 Brazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
187.45.13.82 |mrazil 147. 237.77. 226 :’“’“’“Cha"atz' aka. 10l 1 oy At ack SYN -> SYN-ACK -> Timeout  |nonitor |15
201. 46. 55. 42 Brazil 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187.45.13. 82 Brazil 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5. 254. 66. 55 Romani a 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
187. 45. 13. 82 Brazil 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.76. 31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
187. 45. 13. 82 Brazil 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
187. 45. 13. 82 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
5. 254. 66. 55 Ronani a 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187.45. 13. 82 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187.45. 13. 82 Brazil 147.237.0.15  |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
5. 254. 66. 55 Rormani a 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
5. 254. 66. 55 Romani a 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 45. 13. 82 Brazil 147.237.77. 176 [nat pash.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
5. 254. 66. 55 Romani a 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 45. 13. 82 Brazil 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
187. 45. 13. 82 Brazil 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
98.227. 255. 164 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
201.46.55.42 |mrazil 17.237.0.17 [NV kosher -kravi- Tdf | qyN At t ack SYN -> SYN-ACK -> Tinmeout  [nonitor |13




09-10-2016-06:04:02 to 09-10-2016-07:04:02

|Top Attackers In V\AF|

Attacker Address | Attacker Gount ry|Tar get Address |Site |S’ gnature

69.123.93.127 |lLhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/nai n/ hone/ defaul t.aspx |B ock 2
68. 180. 228. 240 |Lhited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/robots. txt Bl ock 1
157.55.39.20 |lhited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157.55.39.109 |lLhited Sates 147.237.77. 176 |mat pash. i df . i [|haut hori zed UR. Access to waw cogat . i df . il/1392-en/ cogat . asp Bl ock 1
66. 249. 66. 233 |Israel 147.237.76.31 |nakchal . i df . i l|Unaut hori zed LRL Access to nakhal .idf.il/) B ock 1
79.181. 186.38 |l srael 147.237.77. 216 |dover.i df . il [Wauthorized URL Access to wwidf.il/hinush Bl ock 1
157.55.39.224 |Wited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 157.55. 39. 224 B ock 1
66.249. 75. 149 |Israel 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to ww navy. i df.il/894-he B ock 1
115.28.71. 161 |China 147.237.77.216 (dover.idf.i| |[Distributed PP Attenpt B ock 1
66. 249. 64. 228 || srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147. 237. 77. 74/ 602- 2265- he/ pat zar . aspx |Bl ock 1
157.55.39. 227 |lhited Sates 147.237.76.42 |refuah.idf.il [Wauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 1
66. 249. 76. 70 I srael 147.237.72.156 |anan. i df . i | D stributed Unaut hori zed URL Access on www anman. i df.il/robots. txt Bl ock 1
115.28.71.161 |China 147.237.77.216 |dover.idf.il |Dstributed Uauthorized URL Access on waw i df.il/wp-1ogin. php B ock 1
66. 249. 65. 156 |l srael 147.237.77.233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1482- he/ at al . aspx B ock 1
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