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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action [Count |
89. 248. 167. 131 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
120. 76. 24. 17 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il JLMPurple Gon Limt_Tcp drop 1
120. 76. 24. 17 Chi na 147.237. 8. 46 e.chinuch.idf.il JLMPurple Con Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

84.19.178.7 Ger many 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

69.24.208.162 |147.237.76.148|lhited Sates gqcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
45.79.71.122 147.237.72. 166 |Lhited Sates |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
23.92.20. 154 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
195. 88. 208. 193 [147. 237. 76. 42 gj::;”ion refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 168. 200|147. 237. 72. 217 |Lhited Sates  |e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93. 158. 203. 149 |147.237. 77. 205 Net her | ands prisha. idf.il ET SCAN NVAP -sS w ndow 1024 1
50.84.213.146 [147.237.76.177|lnited Sates  |ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
45.33.116.208 |147.237.77.212|Wited Sates  |e dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 14. 134 [147.237.76. 177 |France ncore.idf.il SER\/ER APAO—E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
185 93, 185. 10 |147. 237. 77. 176 |k ai e rat pash. i f i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.195 |[147.237.8.27 |[Netherlands e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address Signature Acti on ‘Count
5.64.143. 112 E?';;gom 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |20
Lhited . . SWNretransmit wth different )
5. 64.143. 112 Ki ngdom 147.237.76.86 |navy.idf.il Bad TCP sequence sequence noni t or 19
5.64.143 112 |J1ted 147.237.76.86 |navy.idf.il Bad TCP sequence SN retransnit with different alert 18
Ki ngdom sequence
. . SYNWAXK retransmt with .
2.55.42. 137 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Gi fferent vi ndow scal e noni t or 18
71.103.142.23 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
2.55.42.137 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
5. 64. 143. 112 LK”i"rfgegom 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |18
2.55.42. 137 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
2.55.42. 137 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout aert 17
187. 45. 13. 82 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45. 13. 82 Bazil 147.237.76.200|eitan. aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 16
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 16
5. 64.143. 112 E?';gegom 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 16
201. 46. 55. 42 Brazil 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.200|eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
187. 45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
187.45.13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
187. 45. 13. 82 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
187. 45. 13. 82 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
187. 45. 13. 82 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187.45. 13. 82 Brazil 147.237.77.234|hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
187. 45. 13. 82 Brazil 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 10
187. 45. 13. 82 Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
187.45. 13. 82 Brazil 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
187.45.13.82  |mrazl 147. 237. 77. 226 :’WCha"atz'aka' T lsyN At ack SYN -> SYN-ACK -> Tineout |monitor |10
187. 45. 13. 82 Brazil 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
187. 45. 13. 82 Brazil 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
187.45.13.82  |prazl 147.237.0. 17 ;nlnly kosher-kravi.1d o At t ack SYN -> SYN-ACK -> Tineout |monitor |10
187.45. 13. 82 Brazil 147. 237. 77. 170 |naar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
187. 45. 13. 82 Brazil 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
187. 45. 13. 82 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
187. 45. 13. 82 Brazil 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
187. 45. 13. 82 Brazil 147.237.72. 167 |i shurimaka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
187.45.13. 82 Bazil 147.237.77. 176 |nat pash. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
Sreaning BEngine: TCP Invalid i i ssi
62.128.48.84  |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansm ssi on Packet dropped.
2.55.42.137 I srael 147.237.77. 226 :"MWCha”mZ'aka"df" drop First packet isn't SWN drop 7
197. 165. 132. 201 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.55. 42,137 I srael 147. 237. 77. 226 :’WCha"atz'aka' T lsyN At ack SYN -> SYN-ACK -> Tineout |alert 7
wwy chanat z. aka. i df . i . .
2.55.42. 137 | srael 147.237.77. 226 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
139. 162. 13. 205 |S ngapore 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
wwn chamat z. aka. i df . i SYNtAXK retransnmit with .
2.55.42.137 I srael 147.237.77. 226 Bad TCP sequence gifferent vi ndow scal @ noni t or 7
5.29.185. 219 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
139. 162. 197. 117|Wited Sates |147. 237. 77. 227 |e. hanaz. i of . | Geo-1 ocation enf or cenent gﬁ?;}:ggi'ﬂfn I nbound drop 6
208.85.93.114 |lLhited Sates |147.237.72.166|aka. idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count

120.27.35.11 |China 147.237.77.216|dover. i df . i | |Uhaut hori zed URL Access to wwu i df.il/wp-1ogin. php B ock 1

; . - Unhaut hori zed URL Access to
173.252.90. 123 [lhited Sates [147.237.0.34 |ti kshuv.idf. 147.237.0. 34/ i p._stor age/ fi | es/ 8/ si 2e220x0/ 1738.  pg B ock 1

. . |Whaut hori zed URL Access to

66.249. 69. 133 |l srael 147.237.77. 234 hal ag. | df.il wwy | ogi stics.atal.idf.il/tenpl ates/ shared/ usercontrol s/ navnenu/ undef i ned Bt ock !

! . . |Uhaut hori zed UR. Access to wawvi df.il/engli sh/affRE™RES A fAES A
157.55.39. 69 |lhited Sates [147.237.77.216|dover.idf.il — - o i ) B ock 1

i FAESARE™AES oA FAES B [AES

. . . D stributed Unauthori zed URL Access on
66.220.146.28 |United Srates 147.237.0.34  tikshuv.idf. | > " "0 o b storage/fi1es/ 8/ si e220x0/ 1738. | pg B ock 1
192.169.7.223 |lhited Sates [147.237.77.74 |law idf.il |Unauthorized UR. Access to 147.237.77.74/ B ock 1
66.249. 69. 191 |Israel 147.237.77.234|hal ag. i df . i | [Lhauthorized URL Access to www | ogistics.atal.idf.il/size338x0/si p_storage B ock 1
157.55.39. 74 |lhited Sates [147.237.72.166|aka. i df .i| |Uauthorized LRL Access to waw aka. i df.il/mai n/sachar/| ogin Bl ock 1
66. 249. 64. 220 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 2/ 302. pdf B ock 1
68. 180. 229. 190 |Lhited Sates [147.237.77.216|dover. i df.i| |Paraneter Type Miol ati on PageNumin wa i df .il/1283-en/ dover . aspx B ock 1
157.55.39. 224 |lhited Sates |147.237.72.166aka. i df .i| |Uauthorized URL Access to waw aka.idf.il/mai n/ msrot.aspx Bl ock 1
66.249. 66. 174 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ si p_storage/fil es/ 7/ 70517. pdf B ock 1
120.27.35.11 |China 147.237.77. 216 |dover.i df . i| [PHP Attenpt B ock 1
157.55.39. 224 |Lhited Sates |147.237.72.166|aka. i df.i|l |Unknown Paraneter docid in aka.idf.il/mnain/snali mfshowbi g. aspx None 1
66.249. 66. 176 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ si p_storage/ fil es/ 7/ 63577. doc B ock 1
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