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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il B ack List drop 1
94.177. 164. 99 Ronani a 147.237.76. 86 navy.idf.il B ack List dr op 1
179.104.41. 73 Bazil 147.237.72. 14 dover.idf.il(od) |[JLMPurple Gon Limt Tcp drop 1
185. 81. 158. 121 F ance 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count

178. 33. 200. 180 France 147. 237.77. 216 dover.idf.il |cClL000016: HITP: administrator in R Per it 8
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

71.6.216. 41 147.237.77.170|Wited Sates  |naarachot.idf.il ET SCAN Potential SSH Scan 1
69.24.208.162 |147.237.0.200 |Whited Sates  |mu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.19 |Whited Sates  |lawforumidf.il ET DRCP Bshiel d B ock Listed Source 1
24.173.213.138 |147.237.72.217 |Whited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 101. 251. 160|147. 237.72. 14 |thited Sates  |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
167.0.255. 151  [147.237. 77. 121 |Col onbi a e.navy.idf.il ET SOAN Behavi oral 'Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
163.172.129. 15 |147.237.76.30 |United Ki ngdom|hi nush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113. 23. 201. 8 147.237.0.35 [Milaysia akavs. i df . i ET SCAN NVAP -sS w ndow 4096 1
103. 207.37.82  |147.237. 77. 212 |M et nam e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
69.24.208.162 |[147.237.76.38 [Wiited Sates |e.e meitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.85.252.239 |147.237.0.19 |Canada madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237. 72. 167 ?;Z:;:I”ion i shurimaka. i df . ET SCAN NVAP -sS wi ndow 1024 1
176.47. 46.123  |147.237.77.176|Saudi Arabia nat pash. i df .i ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
163.172.129. 15 |147.237.76.31 [United Ki ngdom|nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
139. 162. 168. 200|147. 237.72. 14 |thited Sates  |dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
113. 23. 201. 8 147.237.0.35 [Milaysia akavs. i df . i ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address Signature
104. 153. 108. 131|United Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 97
104. 153. 108. 131|wnited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence i’;l;eert]c'sns”“ W th different monitor |36
104. 153. 108. 131|Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor (30
104. 153. 108. 131 Wi ted Sates |147.237.76.86 [navy.idf.il Bad TCP sequence i’;l;eeécrznsn“ wehdifferent 1) ert 30
213.57.201.91 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 29
104. 153. 108. 131 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 24
187. 45. 13. 82 Brazil 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
187.45.13. 82 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
187. 45. 13. 82 Brazil 147.237.0.19 |madimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.76.200|eitan. aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187.45.13.82  |prazl 147.237.77. 226 ;”“WCha"atZ'aka' Hdf-T lsyN At ack SYN -> SYN-ACK -> Timeout |nonitor |13
187. 45. 13. 82 Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
187. 45. 13. 82 Brazil 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 45. 13. 82 Brazil 147.237.77.235|sviva. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 45. 13. 82 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 45. 13. 82 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
187. 45. 13. 82 Brazil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 12
187. 45. 13. 82 Bazil 147.237.76.39 |nobile.meitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147.237.76.200|eitan. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 11
187. 45. 13. 82 Brazil 147.237.72. 167 |i shurimaka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
187.45.13. 82 Brazil 147.237.77.234|hal ag.i df i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
187. 45. 13. 82 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
187.45.13.82  |mrazl 147.237.0.17 ;"I”I” kosher-kravi.1d fovn At t ack SYN -> SYN-ACK -> Tineout |monitor |11
187.45.13. 82 Bazil 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
Sreaming Engine: TCP Invalid i i ssi
93.172.221. 133 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dropped.
95. 146. 187. 116 E?';gegom 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop
141. 0. 13. 234 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
201. 46. 55. 42 Brazil 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
201.46.55.42  |mrazil 147. 237.77. 226 ;’W“Cha"atz'aka' Tt T {syN At tack SYN -> SYN-ACK -> Tineout |monitor |3
73.148.127.249 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
201. 46. 55. 42 Brazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
73.148.127.44 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
201. 46. 55. 42 Brazil 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
73.148.127.249 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
201.46.55.42  |mrazil 147.237.0.17 ;“I”Iy kosher-kravi. id fen At t ack SYN -> SYN-ACK -> Tineout |monitor |3
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|Top Attackers In V\AF|

At acker

ountry Target Address |Site Sgnature

192.169.7.223 |lhited Sates [147.237.76.30 [hi nush. i df. i |Unhauthorized Method HEAD for 147.237.76. 30/ Bl ock
77.138.147.0 |France 147.237.72.166|aka. i df .i| |Wauthorized Method POST for waww aka. i df.il/mai n/ gi yus/informati on. aspx B ock

. . Unaut hori zed URL Access to o
66. 249. 64. 245 |l st ael 147.237.0.34  [ti kshuv. i df . wan ti kshuv. i df.il/tenpl at es/ cont act us/ cont act us. aspx ock
87.71.34.241 |israel 147.237.72. 166 |aka. i df .i| |'''e9dl Byte Cbde Character in URL /mai /kapatz//res#012 B ock

our ces/ i mages/ i nner page/ goback. gi f

. . . [Unhaut hori zed URL Access to o
66.249.76. 2 I srael 147.237.77. 243 [nobi | €. df . | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1362 ock
87.71.34.241 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from87.71. 34. 241 B ock

. . |Uhaut hori zed URL Access to

66. 249.79. 37 I srael 147.237.77. 216 [dover . i df . i | waw i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock
157.55.39. 244 |lLhited Sates |[147.237.77.233|atal .idf.i| |Unhauthorized URL Access to 147.237.77.233/ B ock
68. 180. 229. 190 [Wnited Sates [147.237.77.216|dover.idf.i| |Paraneter Type Mol ati on PageNumin waw i df . il/1779- he/ dover . aspx B ock
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