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|Top Attackers | n DDoS- Def ence |

Attacker Address
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|Attacker Country
Cer many

Target Address
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 68. 128 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

71.6.216. 58 147.237.77.243  |Uhited Sates nobi | e.idf.il ET SCAN Potential SSH Scan 1
52.166. 130. 115 147.237.77.176  |Lhited Sates nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 129. 15 147.237.76.148 |United Ki ngdom ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 147 147.237.77.234  [Netherl ands hal ag.idf. i1 ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.158  |147.237.76.39 krai ne nobi le.neitav.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
85.14.42.2 147. 237. 76. 86 Bul garia navy.idf.il ET SCAN NVAP -f -sS 1
69. 24. 208. 162 147.237.77.234  |thited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 58. 124. 35 147.237.77.212  |United Ki ngdom e. dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 158. 203. 168 147.237.77.235  |Netherl ands sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147. 237.76. 39 Wrai ne nobi le.neitav.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
85.14.42.2 147. 237.76. 86 Bul gari a navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address |[Ste Signature Action ‘Count
98.212.180. 181 |lhited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 159
197.40. 183.93  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
198. 27. 89. 148 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 27
198. 27. 89. 148 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 27
198.27.89.148 |Lhited Sates [147.237.76. 200 |ei tan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 27
198. 27. 89. 148 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
198. 27. 89. 148 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
198.27.89.148 |[Lhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 26
198. 27. 89. 148 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 25
198. 27. 89. 148 Lhited Sates |147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
173.30.233.12 |Whited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 23
104. 153. 108. 131|lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
158. 69. 109. 201 |lLhited Sates [147.237.0.19 |nadimatal .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 6
158. 69. 109. 201 |ULhited Sates |147.237.76. 30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
158. 69. 109. 201 |Lhited Sates |147.237. 76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
158. 69. 109. 201 |ULhited Sates |147.237. 72. 156 |anan.i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 6
104. 153. 108. 131|Lhited Sates |147. 237. 76.86 |navy.idf.il SYN At ack noni t or 6
158.69.109. 201 |United States |147. 237. 77. 226 }”’“"‘Chamz'aka' Hdt- T 1syN At t ack SYN -> SYN-ACK -> Tineout  [monitor |6
158. 69. 109. 201 |lhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
66.249. 64.63  |Wited Sates |147.237.0.19 |nadimatal .idf.il Streaning Engine: TCP Invalid |invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
158. 69. 109. 201 |lhited Sates |147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 |Whited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
158. 69. 109. 201 |lhited Sates [147.237.77. 176 |nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69.109. 201 |Whited Sates |147.237. 77. 235 |sviva.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
208.85.93.114 |lhited Sates |147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 109. 201 |Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 |lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 [Lhited Sates [147.237.76. 200 [ei tan. aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 109. 201 |Lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 109. 201 |ULhited Sates |147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 109. 201 |Lhited Sates |147.237. 77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
158. 69. 109. 201 [Lhited Sates [147.237. 77. 170 |n@arachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 109. 201 |Lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
208.85.93.114 |lhited Sates |147.237.76.200|eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
158. 69. 109. 201 |Whited Sates |147. 237. 77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
157.55.39.224 |Whited Sates |147. 237. 76. 200 |eitan. aka i of il Streaming Engine: TCP Invalid finvlid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dr opped.
208. 85.93. 114 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
208. 85.93. 114 Lhited Sates |147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
158.69.109. 201 [tnited Sates 147.237.0.17 [TV kosher-kravi.1d 1o At t ack SYN -> SYN-ACK -> Tineout  [monitor |4
77.138.246.53  |France 147.237. 76. 200 |ei tan. aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 4
Ret ransni ssi on Packet dr opped.
208. 85.93. 114 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
208. 85.93. 114 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
66.249. 66. 251 |Uhited Sates |147. 237. 72. 166 |aka i df .il Streaning Engine: TCP Invalid invalid segnent retransmission drop 3
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
40.77.167.97  |Wited Sates |147. 237. 7. 243 |nobi l e. i of . i Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 3
Ret ransni ssi on Packet dr opped.
104. 153. 108. 131|Wni ted States |147. 237. 76. 86 |navy.idf.il Bad TCP sequence i’(;'l;:;é:nsmt with different aert 3
208.85.93.114 |lhited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
104. 153. 108. 131|Wnited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;ésnsmt Wth different monitor |3
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
66.147. 244. 101 |Uited Sates  |147.237.72. 166 |aka. i df . il Uhaut hori zed Method HEAD for B ock 11
viwv aka. i df . i | / mai n/ gi yus/ gener al . aspx
200. 181. 229. 112|Bazi | 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. idf.il/megurim B ock
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock
Russi an ] . D stributed Unaut hori zed Method for Known URL on
176.193.108. 235 Federati on 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx B ock !
Unaut hori zed URL Access to
66. 249. 64. 253 |l srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i1/tenpl at es/ opr ol escat egory/ oprol escat egory. i n. a |B ock 1
SpX
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/ gi yus/ pi wi k. php |B ock 1
Russi an ] . Unaut hori zed Met hod PCST for
37.144.50. 201 Federati on 147.237.72. 166 aka. i df . i | viwv aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx B ock !
Russi an . . Unaut hori zed Met hod PCST for
188.32.242.20 | oo 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ hoe/ def aul t . aspx Bl ock 1
66. 249. 65. 156 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136-he/ atal . aspx |Bl ock 1
85.64.184.19  |Israel 147.237.77. 216 |dover . i df . i | m;;)p' e Untraceabl e SS. Sessions from85. 64.184.19 ((Gpen None 1
. . Uhaut hori zed URL Access to
46. 19. 86. 104 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unaut hori zed URL Access to
66.249. 65. 160 |l srael 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 994- 7237- he/ at al . aspx Bl ock 1
85. 64. 184. 19 I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
} . . Unaut hori zed Met hod PCST for
204.79.180.171 |Wited Sates |147.237.72.166|aka.idf.il aka. i of i1/l Ui it enpl at es/i nner. asp B ock 1
66. 249. 79. 37 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew 120203 |B ock 1
: ] . D stributed Unaut hori zed Method for Known URL on
108.21.193.175 |Uhited Sates  |147.237.72. 166 |aka. i df .i | v aka. i df . i 1/ mai v home/ def aul t . aspx B ock 1
wwv. chamat z. aka. i d i
66.249. 64. 144 |Israel 147.237.77. 226, . Whaut hori zed LR Access to . B ock 1
foil W chamat z. aka. i df . i1/t enpl at es/ news/ news. i n. aspx
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