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09-10-2016-02:04:03 to 09-10-2016-03:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
185.94.111. 1 Russi an Federation 147.237.76. 202 e halag.idf.il B ack List drop 1
221.210. 200. 245 Chi na 147.237.76. 31 nakchal .idf.il JLMPurple Gon Limt_Tcp drop 1
93. 174. 95. 106 Net her | ands 147.237. 76. 147 chi nuch. aka.i df . il B ack List drop 1
139. 162. 13. 205 S ngapor e 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 f orward 1




09-10-2016-02:04:03 to 09-10-2016-03:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
91.198. 143. 123 Wkrai ne 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
91.198. 143.123 kr ai ne 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 1




09-10-2016-02:04:03 to 09-10-2016-03:04:03

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.121.221. 160 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
91.121.136.34 |147.237.77.74 |Fance lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link S euth User Agent 2
91.201.236.50 [147.237.76. 196 |lkrai ne e.svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5. 255. 90. 133 147. 237. 77. 233 [Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221. 210. 200. 245|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245|147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
85.14.42.2 147.237.8.27 |Blgaria e.nadimatal .idf.il ET SCAN NMAP -sS w ndow 2048 1
195. 88. 208. 193 |147. 237.77. 243 23::;'}0'1 nobi | e i df i1 ET SCAN NVAP -sS wi ndow 1024 1
71.6.216. 44 147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
69.24.208.162 |[147.237.8.14 |Lited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 29. 197. 215 |147.237.76.38 |Chi na e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237.76. 44 |lkrai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 |147.237.77. 235 |Wkrai ne svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237. 76. 200 |kr ai ne eitan aka.idf.il ET SCAN NMAP -sS w ndow 4096 1
91.201.236.50 |[147.237. 76. 196 |Lkrai ne e.svivaidf.il ET SCAN Potential SSH Scan 1
23.91.75.231 147.237.76.39 |lhited Sates nobi | . nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 227 |Net her | ands e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
221.210. 200. 245(147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
85.14.42.2 147.237.8.27 |Bilgaria e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
221.210. 200. 245(147. 237.0.15 |Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
85.14.42.2 147.237.8.27 |Bilgaria e.madi matal .idf.il ET SCAN NVAP -f -sS 1
195. 88. 208. 193 |147. 237.77. 235 ?;Z:;;”im svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
71.6.216. 37 147.237.76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
139. 162. 225. 219|147. 237. 76. 197 [Lhited Sates e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 102. 9. 147 147.237.77.216|Whited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
93.158. 203. 147 |147.237.77. 121 |Net her | ands e.navy.idf.il ET SCAN Behavi or al Lhusu'al ly fast Termnal Server Traffic, 1
Potential Scan or Infection
58.218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.76.44 |kraine e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.172.71.251 |147.237.77. 205 |Ukrai ne prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |[147.237. 76. 200 |Lkrai ne eitan aka idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
23.92. 20. 154 147.237.77. 170 |Wnited Sates maar achot . i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
96.59.222.153 |Lhited Sates |147.237.76.86 [navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout monitor (366
45.18. 103. 92 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 292
201.23.219.32 |Bazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 77
191.176.177.33 |Brazil 147. 237. 77. 216 |dover i of . Streaning Engine: TP Invalid |imvalid segrent retramsmssion. |y o) 76
Ret r ansmi ssi on Packet dropped.
79.181.79.170 |israel 147. 237. 76. 200 |ei tan. aka. i df .| Streaning Engine: TCP Invalid |invalid segnent retransmission drop 46
Ret r ansmi ssi on Packet dr opped.
198.27.89.148 |hited Sates [147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 14
198.27.89. 148 |lWhited Sates |147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
198.27.89.148 |[wnited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
198.27.89.148 |[nited Sates [147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 13
198. 27. 89. 148 Lhited Sates |147. 237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
198.27.89.148 |wited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
198.27.89.148 |[lhited Sates [147.237.76. 200 |eitan. aka. i df il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 13
198.27.89. 148 |lLhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
64.37.98.12 Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 11
64.37.98.12 Lhited Sates [147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 11
46. 19. 86. 155 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
64.37.98.12 Lhited Sates |147.237.76.30 |[hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 10
64.37.98.12 Lhited Sates [147. 237. 76. 147 [chi nuch. aka. i df . i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 10
209. 107. 204. 102|Wni ted Sates |147. 237. 76.86 |navy.idf.il Bad TCP sequence iZ'JeetnC':r‘smt wWith different alert 10
64.37.98.12 Lhited Sates |147. 237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
64.37.98. 12 Lhited Sates |147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
64.37.98. 12 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
198.27.89.148 |[Wnited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 9
198.27.89.148 |[wnited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 9
64.37.98. 12 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 9
198.27.89.148 |[wnited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 9
209. 107. 204. 102Uhi ted Qates [147. 237.76.86 |navy.idf.il Bad TCP sequence f:zllfncrsnsmt Wth different moni tor |9
209. 107. 204. 102|Wnited States |147. 237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
198.27.89.148 |[hited Sates [147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout aert 8
198. 27. 89. 148 Lhited Sates |147. 237. 76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 8
198.27.89.148 |[Wnited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout alert 8
209. 107. 204. 102|Uhited Sates |147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |7
198.27.89. 148 |lLhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 7
198.27.89.148 |wnited Sates [147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
66. 102. 9. 145 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
92.247.181.29 |Blgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 6
5.22.134.235 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d AGK nunber monitor (6
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
209. 107. 204. 102|Uhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
198.27.89. 148 |lhited Sates [147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
198.27.89.148 |Uited Sates |147. 237. 77. 226 }”’“"‘Chamz'aka' Hdf- T lsyN At t ack SYN -> SYN-ACK -> Timeout  [nonitor |5
198.27.89.148 |[wnited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
198.27.89.148 |[wited Sates [147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
198. 27. 89. 148 Lhited Sates |147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
198.27.89.148 |wnited Sates [147.237. 77. 176 |nat pash.i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
198. 27. 89. 148 Lhited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
198.27.89.148 |[wnited Sates [147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
198.27.89.148 |Wiited Sates |147.237.0. 17 ;nlnly kosher-kravi-1d o\ At ack SYN -> SYN-ACK -> Tineout [alert 5
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
109. 67. 174. 110 |l srael 147.237.72. 156 |aman. i df . i | |Dstributed Suspicious Response Code B ock 3
66. 147. 244. 101 gq;::‘: 147.237.72.166|aka. i df . i| |Uhauthorized Method HEAD for wwww aka.idf.il/mai n/gi yus/ general . aspx Bl ock 2
66.249.64.33 |[Israel 147.237.76. 42 [refuah.idf.i|Uauthorized URL Access to 147.237.76. 42/ si p_storage/ fil es/ 9/ 2339. j pg B ock 1
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah.idf.i|D stributed Unknown HTTP Request Met hod B ock 1
66.249.76.30 |[Israel 147.237.77. 243 |nobi | e. i df . i|Uaut hori zed URL Access to nobile.idf.il/appl e-app-site-association B ock 1
139. 162. 13. 205 [Sngapore  |147.237.76.42 |refuah.idf.i|NLL Character in Header Nane at B ock 1
87.12.200.87 |[ltaly 147.237.77.233|atal . idf.i| |Wauthorized URL Access to 147.237.77.233/favi con.ico Bl ock 1
66. 249. 64. 220 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 935- 4493- he/ pat zar . aspx B ock 1
139. 162. 13. 205 [Sngapore  |147.237.76.42 |refuah.idf.i|lllega Byte Qode Character in Header Nane B ock 1
66.249.79.59 |Israel 147.237.77. 216 |dover . i df . i [|{Uhaut hori zed URL Access to 147.237.77.216/ 1133- 9269- he/ dover . aspx B ock 1
NULL Character in Method
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah. i df . i|[[#0]1cR[#O]1[[#1][[#26]]+<M[#011[[#U]1[[#011[[#O11[[#U1[[#O11[[#O11[[#O11[[#O11[[ |8 ock 1
HOLT[[#O1] [[#] ] [[#0] [[#O] 1 [[#O1] [[#2]]1[[#0]]1[[#0]]
66. 249. 64. 224 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
Illegal Byte de Character in Mthod
139. 162. 13. 205 |S ngapore  |147.237.76.42 |refuah. i df. i|[[#0]]cB[#01]1[[#1]][[#26]1+<M[#0]1[[#1]1[[#0]]1[[#011[[#U][[#O]]1[[#O]1[[#O1][[#0]][[ |8 ock 1
HOL[[#O1] [[#0] ] [[#O]] [[#O] ] [[#O11[[#2]]1[[#0]] [[#]]]
68. 180. 228. 162 ;q;::g 147.237.77.233|atal .idf.il |Wauthorized URL Access to 147.237.77.233/ robots. t xt B ock 1
157. 55. 39. 253 Lah;::s 147.237.72.166|aka. i df .i| |Dstributed Unauthorized URL Access on 147.237.72. 166/ B ock 1
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah. i df.i|Abnormal |y Long Request nethod B ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df .i| |Uhauthorized URL Access to 147.237.72. 166/ B ock
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah.idf.i|Mitiple Il11egal Byte Code Character in Mthod from 139. 162. 13. 205 B ock
68. 180. 230. 33 ;q;::g 147.237.76. 42 [refuah.idf.i|Uauthorized LRL Access to 147.237.76. 42/ robots. t xt B ock 1
66.249.64.30 |[Israel 147.237.76. 42 [refuah.idf.i|Uauthorized URL Access to 147.237.76. 42/ si p_storage/ fil es/ 6/ 2356. j pg B ock 1
195. 154. 41. 132 |France 147.237.77.233|atal .idf.i| |Wauthorized URL Access to 147.237.77.233/ Bl ock 1
139. 162. 13. 205 [Singapore  |147.237.76.42 |refuah.idf.i|Dstributed Ml forned URL B ock 1
66. 249. 76. 2 I srael 147.237.77. 243 |nobi | e. i df . i|Uaut hori zed LRL Access to nobile.idf.il/.well-know/ appl e-app-site-association |B ock 1
139. 162. 13. 205 |S ngapor e 147.237.76.42 |refuah.idf.i|Miltiple NLL Character in Method from 139. 162. 13. 205 B ock 1
77.139. 163. 207 |Fance 147.237.72. 166 |aka. i df . i | |Wnauthorized Method POST for waw aka. i df.il/mai n/ gi yus/ yahash/ sheel on. aspx B ock 1
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