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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action

139. 162. 13. 205 S ngapor e 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
94.177. 164. 99 Ronani a 147.237.76. 31 nakchal .idf.il B ack List drop 1
94, 177. 164. 99 Rormani a 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
94.177. 164. 99 Ronani a 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

162. 210. 196. 98 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

144. 76. 185. 234 147.237.77.170 Ger many mearachot.idf.il |ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 3
84.93.84.77 147.237.77.216  |United K ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2
45.79.103. 178 147.237.0. 34 Lhited Sates tikshuv.idf.il VEB- M SC Chunked- Encodi ng transfer attenpt 2
178. 20. 188. 164 147.237.77. 179 Jor dan e.nazi.idf.il ET SCAN NVAP -f -sS 1
174.37.222. 106 147.237.77.205  |wnited Sates prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
144.76. 172. 150 147.237.77.170  |Ger many mearachot.idf.il  |ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 1
106. 186. 20. 183 147.237. 76. 199 Japan e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 198 147. 237.72. 217 St zerl and eidf.il ET SCAN Potential SSH Scan 1
178. 20. 188. 164 147.237.77. 179 Jordan e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.222. 106 147.237.77.205  |wnited Sates prishaidf.il ET SCAN NMAP -sS wi ndow 4096 1
144. 76. 167. 53 147. 237.77. 170 Ger many mearachot.idf.il  |ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 1
93. 158. 203. 149 147.237.76. 31 Net her | ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
46.161. 40. 17 147.237.77. 243 Russi an Feder ati on nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.239. 31. 132 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5. 255. 90. 133 147. 237.76. 34 Net her | ands yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
178. 20. 188. 164 147.237.77.179  |Jordan e.mazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

42

Attacker Address count ry Target Address |Ste Signature
37.48.105. 67 Net her | ands 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 136
idf.i |[SSreamng Engine: TCP Invalid i i ssi
176.13.0. 94 | srael 147. 237. 77. 226 Wi chanat z. aka. i df . i g _g Inval id segnent retransnission. drop 66
| Ret r ansmi ssi on Packet dropped.
64.37.98.12 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 24
64.37.98. 12 Lhited Sates |[147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 24
64.37.98.12 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 23
64.37.98.12 Lhited Sates |[147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 23
96.59.222.153 |lLited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 23
64.37.98.12 Lhited Sates |147.237.76. 147 |chi nuch. aka.i df.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 23
64.37.98.12 Lhited Sates |[147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 22
64.37.98. 12 Lhited Sates |[147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 22
64.37.98.12 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 22
195. 211. 23. 206 RJSIS::t”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |22
209. 107. 204. 102|thited States  |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |20
37.35.154.100 [Spain 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 20
79.179.26.159 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 20
209.107. 204. 102U ted Qates  [147.237.76.86 |navy.idf.il Bad TCP sequence i’(\qﬁee;crs”s"“ wehdfferent | oonitor |16
209.107. 204. 102|wited Sates  [147.237.76.86 [ravy.idf.il Bad TCP sequence f:’c\:Jee;ég”S”“ wehdifferent ) ert 15
. . SYNretransmt wth different )
80. 246. 133. 140 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 14
209. 107. 204. 102|lhited Sates [147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 12
74.91.125.133 |lhited Qates |147.237.76.86 |navy.idf.il Bad TCP sequence f:zll:fné:m”“ wehdifferent 1 ert 9
74.91.125.133 |Lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
37.46. 37. 100 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
74.91.125.133 |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’(\qﬁee;crs”s"“ wthdfferent | oitor |7
209. 107. 204. 102|lhited Sates [147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[alert 7
- . SYNWAXK retransmt with )
37. 46. 37. 100 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 7
64.37.98.12 Lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
64.37.98. 12 Lhited Sates |147.237.77.226 ;””N chamatz. aka. idf . 1 |qyN At t ack SYN -> SYN-ACK -> Timeout |monitor |6
64.37.98.12 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
64.37.98. 12 Lhited Sates |147.237.0.17 ;“lnly kosher-kravi-id oy At ack SYN -> SYN-ACK -> Timeout |monitor |6
64.37.98.12 Lhited Sates |147.237.77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 6
64.37.98.12 Lhited Sates |147.237.72.167 |ishurimaka.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 6
64.37.98.12 Lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
64.37.98.12 Lhited Sates |[147.237.0.19 |nmadi matal.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 6
64.37.98. 12 Lhited Sates |147.237.77.176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
64.37.98.12 Lhited Sates |[147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 6
64.37.98.12 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
64.37.98.12 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 5
74.91.125.133 |Uited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[alert 5
64.37.98.12 Lhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
106. 38. 241. 105 |Chi na 147. 237.77. 216 |dover.idf .il drop SAMrul e drop 5
73.148.127.249 |Wited Sates |[147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor 5
212.68.131.59 |[lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5
74.91.125.133 |lhited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 5
73.148.127.249 [United Qates [147.237.76.86 |navy.idf.il Bad TCP sequence i’(\qﬁee;crs”s"“ wth different | ert 5
64.37.98.12 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
73.148.127.249 [lhited Qates |147.237.76.86 |navy.idf.il Bad TCP sequence f:zll:fné:m”“ wehdfferent — oonitor |5
73.148.127.249 |lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
212.68.131.59 |lsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nvalid sequence nunber noni t or
216. 244.66. 243 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
45.79.103. 178 g;g: 147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 45. 79. 103. 178 B ock 2
85.65.190. 124 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
45.79.103. 178 g‘;ttee: 147.237.0.34 |tikshuv.idf.il Mil tipl e Mal fornmed HTTP Header Line from 45.79.103. 178 B ock 2
45.79.103.178 ;“;tteeg 147.237.0.34 |tikshuv.idf.il Mil tiple Malformed URL from45.79.103. 178 B ock 2
139. 162.13. 205 |Sngapore  [147.237.76.42 |refuah.idf.il Abnornal |y Long Request et hod B ock 1
. . Unaut hori zed URL Access to
79.183.77. 47 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st or agel 1 | es/ O/ 1740. png Bl ock 1
23.20.197. 30 g"alt:g 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
139.162.13.205 |Sngapore [147.237.76.42 |refuah.idf.il NULL Character in Header Nane at B ock 1
. . . D stributed Whaut hori zed Method for Known URL on
89.185. 1. 39 Ukrai ne 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
139.162.13. 205 |Sngapore |147.237.76.42 |refuah.idf.il Dstributed Mal formed LRL Bl ock 1
80. 246. 133. 140 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
. . D stributed Whaut hori zed Method for Known URL on
24.114.84.201 |Canada 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hone/ def aul t . aspx B ock 1
NULL Character in Method
139.162.13.205 |9 ngapore [147.237.76.42 |refuah.idf.il [[#O]] o[ #O] 1 [[#1]1[[#26] 1 +<M[#O] 1 [[# 1[[#O11[[#O 1 [[#U]1[[#O11[[#O1]1[[#|H ock 1
O [[#OI[[#O] ] [[#O1 ] [[#0] ] [[#O]] [[#O]][[#O1][[#2]][[#O]] [[#]]]
109. 253. 210. 106|1 sr ael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul | et 1. gi f |Bl ock
66.249. 66. 180 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |B ock
139.162.13. 205 |Sngapore |147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod Bl ock 1
. . D stributed Unaut hori zed URL Access on
84.109. 192. 207 |l srael 147.237.77. 234 |hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
37.46. 37. 100 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
157. 55. 39. 69 g“;:s 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 157. 55. 39. 69 B ock 1
. . . Unaut hori zed URL Access to
113.66.41.40  |China 147.237.77. 216 [dover. i df . il v i dff . i |/ 1283- 18318- en dover . aspx/ t r ackback/ B ock 1
79. 178. 240. 247 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx B ock 1
139. 162. 13. 205 |9 ngapore  [147.237.76.42 |refuah.idf.il Illegal Byte Gde Character in Header Nane B ock 1
i -kosher-kravi.id
207. 46. 13. 47 g‘;ttees 147.237.0. 16 ][Tyi | Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
. . . Unaut hori zed URL Access to
124.73.6. 250 Chi na 147.237.77. 176 |nat pash. idf.il waw. cogat . i df . i|/1694- 11734- he/ cogat . aspx/ t r ackback/ B ock !
79.179.119.52 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
Illegal Byte Gode Character in Mt hod
139.162.13. 205 |9 ngapore  [147.237.76.42 |refuah.idf.il [[#O]] o[ #O] 1 [[#1]1[[#26] 1 +<M[#O] 1 [[# 1[[#O11[[#O1[[#U]1[[#O11[[#O1]1[[#|H ock 1
O [[#O I [[#O] ] [[#O1 ] [[#0] ] [[#O]] [[#O]][[#O1][[#2]][[#O]][[#]]]
87. 12. 200. 87 Italy 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ favi con. i co B ock 1
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