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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

195.76.149.15 |Spain 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
209.17.114.79 |nited Sates |[147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 11
207.178.197.44 |Wited Sates [147.237.77.233|atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
187.61.50. 197 |Brazil 147.237.77.233|atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
195.76.149.15 |Spain 147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
46. 165. 197. 142 |Ger many 147.237.77.216|dover. i df . i | C1000074: HTTP. maj estic bot Per nirt 3
108. 166. 190. 139|Uhited Sates [147.237.77.74 (lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 3
203. 146. 140. 196Thai | and 147. 237. 76. 147 |chi nuch. aka. i df . i ﬁiﬁllblt'g\j’}&ﬂg)' cation with Destination Fbst is Admnistratively g 1
209.17.114.79 |whited Sates [147.237.77.74 |lawidf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry(Ste \Signature

195.76.149. 15  [147.237.76.42 |Spain refuah.icf.il SQ Injection - Select From 54
187.61.50.197  [147.237.77.233|Brazil atal.idf.il QA Injection - Select From 18
209.17.114.79 |147.237.77.74 |Wited Sates lawidf.il S Injection - Select From 14
207.178.197. 44 |147.237.77.233|Wited Sates aal.idf.il SQ Injection - Select From 8
91.121.132. 153 |147.237.77.74 |Rance lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
202.112.38.190 |147.237.72. 167 |Chi na ishurimaka.idf.il [GPL SCAN nmap TCP 2
187.19. 178. 147 |147.237.77.216 |Brazil dover.idf il Xenu Link Seuth User Agent 2
93. 158. 203. 147 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.72.153. 2 147. 237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.4.63.2 147. 237. 77. 170 |Ger many naarachot.idf.il  [ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
179. 43. 141. 198 |147.237. 72. 156 |Sni t zer | and anan. i df.il ET SCAN Potential SSH Scan 1
139. 162. 160. 132|147. 237. 76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 76. 148 |Canada gacenter.aka i df.il [ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 147 |147.237.76. 198 |Net her | ands eyohaan.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
216. 81. 230. 167 |[147.237.77.216|Wited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 147 |147.237.76.39 [Netherl ands nobi  e.nei tav.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
69.24.208.162 |147.237.76.34 |Lhited Sates yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237. 76. 30 ?éj:i;’}m hi mush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
59. 72. 153. 2 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 73 [147.237.0.35 |lkraine akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
178.79. 141. 130 |147.237.0.200 [United Ki ngdom |mdu.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
107.6.179. 131 [147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN Behavi oral uﬁusuglly fast Termnal Server Traffic, 1

Potential Scan or Infection
94.102.48.195 |147.237.76.86 |Netherlands navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Gountry |Target Address Signature Acti on ‘Count
74.91.125.133 |lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |361
172.56.21.232 |Uited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor [131
149. 202. 196. 100|France 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 99
79.177.94.122 | srael 147.237.76.42 |refuah.id.il Bad TCP sequence SWretransmt with different | oq o o1
w ndow scal e
. . SN retransmt wth different .
93.172.128. 238 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |33
168. 232. 169. 82 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |20
37.48.105. 67 Net her | ands 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |19
158. 85. 253. 245 |Lhited Sates 147.237.77.233 |atal .idf.il drop SAMrul e drop 18
74.91.125.133 |[thited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |17
74.91.125.133 |Whited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;l:eert]c'sns”“ wth different | o 16
74.91.125.133 |[Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence z':l;eeécrznsm wehdifferent | onitor |16
74.91.125.133 |lited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [alert 12
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |7
Pal estini an . . -
46.43.114.91 Territory, Creupied 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 7
83.168. 250. 50 |Sweden 147.237.77.74 |(lawidf.il dr op SAMrul e drop 6
89. 146. 28. 138  |Net herl ands 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
46.19. 85. 74 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
213.174.55.11  |Ger many 147.237.77.233|atal .idf.il drop SAMrul e drop 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
107. 150. 96. 58  |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 5
46. 19. 86. 116 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
2.53.51.232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [alert 4
107. 150. 96. 58  |Chi na 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
184.175. 115. 235|hited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 4
107. 150. 96. 58  |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 4
184.175. 115. 235|Uhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
2.53.51.232 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 4
184.175. 115. 235|thited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
107. 150. 96. 58  |Chi na 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
2.53.51. 232 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 4
107. 150. 96. 58  |Chi na 147.237. 76. 200 |ei tan. aka. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 4
. . SYNtAXK retransmt with .
2.53.51. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 4
184.175. 115. 235|thited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor
107. 150. 96. 58  |Chi na 147.237.76.39 |mobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor
S ream ng Engi ne: TCP i i ssi
80. 246. 130. 128 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe. 7 Invalid segnent retransmssion. |, . 4
Inval i d Retransmssion Packet dropped.
2.53.51. 232 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
107. 150. 96. 58 |Chi na 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
2.53.51.232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 4
184.175. 115. 235|hited Sates 147.237. 76. 200 |ei tan. aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 4
107. 150. 96.58  |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |4
37.26.149.143 |lIsrael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST mnitor |3
81.218.183.37 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 3
184. 175. 115. 235|Wited Sates 147. 237. 77. 226 :’7’“"‘ chanat z. aka. i df - oy At t ack SYN -> SYN-ACK -> Tinmeout |mnitor |3
184. 175. 115. 235|Lhited Sates 147.237.76.39 |mobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 3
184. 175. 115. 235|lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
184.175. 115. 235|Uhited Sates 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 3
176.13. 231. 212 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
46. 19. 85. 140 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST mnitor |3
184. 175. 115. 235|Wnited Sates 147.237.0. 17 ][nlnly kosher-kravi.1d [oyn At t ack SYN -> SYN-ACK -> Tineout |monitor |3
184. 175. 115. 235|lhited Sates 147.237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
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Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.142.228. 204 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/givus B ock 3
66. 249. 66. 107 [l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 66. 107 B ock 2
Pal estinian Territory, . . Unaut hori zed Met hod PCST for
46.43.114. 91 Cecupi ed 147.237.72. 166 |aka. i df . i | v aka i dff i 1/ mai /i | ui i about . aspx B ock 2
. . Unhaut hori zed URL Access to
79.180. 218. 42 [l srael 147.237.72. 156 |anan. i df . i | - Cid i1/ https: /waw il B ock 1
176. 13. 240. 98 |Israel 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code Bl ock 1
73.75.139.2 Lhited Sates 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
. . Unaut hori zed Met hod PCST for
37.128.98.194 |Pol and 147.237.72. 166 [aka. i df . i | wws aka i cf i 1/ edi 1 i brary/ gener al doc. asp B ock 1
81.18.213.246 |Pol and 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 1
66. 249. 66. 107 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json |B ock 1
207.46.13.163 |Uited Sates 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to waw cogat.idf.il/894-11081-he Bl ock 1
77.139.241.56 |France 147.237.72. 166 |aka. i df . i | thaut hori zed Method POST for Bl ock 1

wwn aka. i df . i | / mai n/ rabanut / gener al . aspx

. . Uhaut hori zed URL Access to
85.64.242.94 |Israel 147.237.72.166 |aka. i df . i | v aka. i df . i 11 onuli nd bakashot / abr oad/ def aul t . asp B ock 1

. . Uhaut hori zed URL Access to
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1

. . D stributed Unaut hori zed URL Access on
79.177.94.122 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1

Pal estinian Territory,

46.43.114. 91 Cecupi ed 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46. 43. 114. 91 [B ock 1
93.172. 128. 238 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.69.97 |[lIsrael 147.237.77. 216 |dover . i df . i | vw i i |/ newsi t ef engl i sh/ docunent s. asp Bl ock 1
79.177.94.122 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css |B ock 1
. . Uhaut hori zed Met hod PCBT for
174.115. 29. 28 |Canada 147.237.72.166|aka. i df . i | v aka. i df i |/ i n/ hore/ def aul t . aspx B ock 1
71. 194, 220. 107 |Wited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation ct| 00SCont ent Al acetbl der 1txtBmai | in gy ) 1

wan i df . i | /1038- en/ dover . aspx
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