09-09-2016-23:04:04 to 09-10-2016-00:04:04

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

160+

Nunber

(6]
At acks

404"

S . ~ § § ) §
.\6\ ’Sg_@‘\ > \ %.\& Q-.\b {b;\b \& K\..\b rb:\
S X el %> »F X e X
s & 7T ¢ @ F & &
.\\. (@3 AN O
2 S
~
Top Tar get

[Top Attackers |

150+

M dover.idf.il
Meitan aka.idf.il
Matal .idf.il
M navy.idf.il
M hal ag.idf.il
W aka. idf.il
I natpash. i df.i
M refuah.idf.il

i shurimaka.idf.i
M aman.idf.il

Nunber
(6]

At acks

Il 94. 250. 223. 7

79.179. 103. 185
I 5.9.89.170

216. 26. 128. 28
Il 70. 194. 106. 249
M 109. 64. 89. 170
I 223.227.112. 222
M 5. 79. 66. 145

185. 24. 207. 121
M 46. 116. 113. 120

(b‘
15 . . o¥ . . . . .
@Q‘q, '\9‘5 O_,fbo.) .I\'q/ '\96 2 3 \,'\(J/ be ® ’1/6\
v o P° B > A A B
3 v Y e

Top Attackers




09-09-2016-23:04:04 to 09-10-2016-00:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
98. 139. 135. 129 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Invalid TGP H ags drop 1
98. 139. 135. 129 Lhited Sates 147.237.77. 235 sviva.idf.il Invalid TGP H ags drop 1
98. 139. 135. 129 Lhited Sates 147.237.76. 177 ncore.idf.il Invalid TGP H ags drop 1
185.94.111.1 Russi an Federation 147.237.76. 148 gocenter. aka. i df.il B ack List drop 1
98. 139. 135. 129 Lhited Sates 147.237.77. 205 prisha.idf.il Invalid TGP H ags drop 1
187.108. 192. 90 Brazil 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount |
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 49
216. 26. 128. 28 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 6
216. 26. 128. 28 Lhited Sates 147.237.77.233 J|atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
216. 26. 128. 28 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 5
195. 8. 208. 130 Net her | ands 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 5
5.9.89.170 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 5
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
23.96. 97. 203 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 2
23. 96. 97. 235 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 2
5.9.89.170 Ger many 147.237.77.176 |nat pash.idf.il [Cl1000074: HITP. ngjestic bot Per mit 2
23.96. 97. 233 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) Bl ock 1
195. 8. 208. 130 Net her | ands 147.237.77.233 |atal .idf.il 9785 HITP. SQ Injection (Referer Header) B ock 1
93. 115. 95. 205 Anonynous Proxy |147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
216.26.128.28 |147.237.77.233|Wited Sates aal.idf.il SQ Injection - Select From 20
195. 8.208. 130 [147.237. 77. 233 |Net her | ands atal.idf.il QA Injection - Select From 8
23.96. 97. 203 147.237.77. 233 |lhited Sates atal.idf.il S Injection - Select From 6
108. 166. 190. 139|147. 237. 77. 74 |Wnited Sates lawidf.il SQ Injection - Select From 5
23.96.97. 235 147.237.77.233|Wited Sates atal .idf.il QA Injection - Select From 4
23.96. 97. 233 147.237.77. 233 |lhited Sates atal.idf.il S Injection - Select From 2
93. 158. 203. 147 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.158 |147.237. 76. 196 |Sweden e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 3 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.92. 20. 154 147.237.77.235|Wnited Sates svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
139. 162. 168. 200|147. 237.76. 39 |Lhited States nobi | e.nei tav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 0. 34  |Chi na tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 149 |147.237.76.38 [Netherl ands eeneitav.id.il [ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.158 |147.237. 76. 201 |Sweden e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.161.40.17  |147.237.8.24 |SSIan elifestyleidf.il ET SCAN Behavioral Unusual [y fast Termnal Server Traffic, 1
Federation Potential Scan or Infection

163.172.129. 15 |147.237.76.34 |United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 160. 132|147.237.0.15 |Lhited Sates kosher-kravi.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
109. 64. 56. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
106. 186. 20. 183 [147.237.8.50 |Japan e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreanmng Engine: TCP Invalid

Inval i d segnent retransnission.

79.179.103. 185 |[lIsrael 147. 237. 76. 200 |ei tan. aka.i df . i | .. dro 80
Ret ransm ssi on Packet dr opped. P
s SYNretransmt wth different .
109. 64.89. 170 |l srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e noni t or 32
Sreamng Engine: TCP Invalid i i SSi
70.194. 106. 249 |United Sates |147.237.77.216 |dover.idf.il 9 =g Inval id segnent retransmssion. |, 24
Ret ransm ssi on Packet dr opped.
5.79.66. 145 Net herl ands  |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
79.179. 103. 185 |l srael 147.237. 76. 200 |ei tan. aka. i df .| Bad TCP sequence I'nval i d ACK nunber aert 19
79.179.103.185 |[lIsrael 147. 237. 76. 200 |ei tan. aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 19
213.174.55.11  |Ger many 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 18
46.116.113.120 |Israel 147. 237.77. 234 |hal ag. i df .i Bad TCP sequence SiNretransmt wth different o p0vor |18
W ndow scal e
Sreamng Engine: TP Invalid i i ssi
213.57.54.206 | srael 147.237.72. 167 |i shuri maka. i df . i | 9 =g Inval id segnent retransmssion. |, 16
Ret ransnm ssi on Packet dr opped.
223.227.112. 222|Indi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
. ) SYNFACXK retransmt wth .
185. 24. 207. 121 |Israel 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 14
100. 92. 100. 105 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SYN drop 10
74.91.125.133 |lhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 8
94. 250. 223.7 Ger many 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
94. 250. 223. 7 Ger many 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
94. 250. 223. 7 Ger many 147.237.72. 167 |i shurimaka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 7
94.250.223.7  |Gernmany 147.237.77. 226 :"”‘”“Cha"atz'aka' Hdf-TlsyN At ack SYN -> SYN-ACK -> Tineout |mnitor |7
94. 250. 223.7 Ger many 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
94.250. 223. 7 Ger many 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
wan chamat z. aka. i df . i SYNtACXK retransmt with .
176. 13. 239. 234 |l srael 147.237.77.226 ] Bad TCP sequence di fferent vi ndow scal e noni t or 7
94. 250. 223. 7 Ger many 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 7
94. 250. 223.7 Ger many 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
94. 250. 223. 7 Ger many 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
94. 250. 223. 7 Ger many 147.237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 7
94. 250. 223. 7 Ger many 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 7
94. 250. 223. 7 Ger many 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
94. 250. 223. 7 Ger many 147.237. 72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 7
94. 250. 223.7 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
94.250.223.7  |cermany 147.237.0.17 ;"I"Iy kosher-kravi.id gy At ack SYN -> SYN-ACK -> Timeout |nmonitor |6
94. 250. 223. 7 Ger many 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
94. 250. 223.7 Ger many 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
94. 250. 223.7 Ger many 147.237.77. 176 |nat pash.i df .i| SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 6
94. 250. 223.7 Ger many 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 6
94. 250. 223. 7 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN ACK -> Ti meout moni t or 6
223.227.112. 222|India 147.237. 77. 216 [dover.i df il SYN At tack noni t or 6
’ . . SYNWtAXK retransmt with .
223.227.112.222]|Indi a 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
70.194. 106. 249 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber aert 5
94. 250. 223. 7 Ger many 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 5
70.194.106. 249 |lhited States |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |5
94. 250. 223. 7 Ger many 147.237.77. 170 |na@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
185. 24, 207. 121 |l srael 147. 237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 5
46.120.63.177 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
Sreanming Engine: TGP Invalid i i sSi
46.116.91.109 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. o 4
Ret ransm ssi on Packet dr opped.
176. 13. 239. 234 |l srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence monitor |4
138. 246. 253. 19 |Ger many 147.237.76. 197 |e. hi nush. i df . | Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
5.79.66. 145 Net herl ands  |147.237.76.86 [navy.idf.il SYN At tack noni t or 4
Sreamng Engine: TP Invalid i i ssi
109. 65.66.66  |Israel 147. 237. 76. 200 |ei tan. aka i df . i 9 =g Inval id segnent retransmssion. |, 4
Ret ransnm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i SSi
185.27. 106. 126 |l srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 3
Ret ransnm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
5.150.128.142 |[italy 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
79.180. 166. 81 |l srael 147.237.72. 156 |anan. i df . i | Mitiple Il1legal Byte Qode Character in Paraneter Val ue from79.180.166.81 |B ock 4
46.19.85.3 I srael 147.237.76.31 |nakchal .idf.i| |Unknown HTTP Request Method d4g3o in URL B ock 1
136. 243. 67. 234 |Ger nany 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka.idf.il/brothers/skira/default.asp  |B ock 1
77.124.41.213 |Israel 147.237.76.42 |refuah.idf.il |Wauthorized LRL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
- . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.108.7.101 [lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v sachar / mar ki veysachar . aspx None 1
46.116. 113. 120 |l srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
] ] D stributed Unaut hori zed Method for Known URL on
144.76.16. 162 [Ger many 147.237.72. 166 |aka. i df . i | W aka, i i |/br ot hers/ ski raf def aul t. asp B ock 1
77.139. 49. 133 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCBT for aka.idf.il/tiznoret/gallery/ B ock 1
. . DO stributed Unaut hori zed URL Access on
2.53.182.108 |Israel 147.237.77.234hal ag. idf .11 | o o0 o mages/ shar ed/ bul | et 1. gi Bl ock 1
87.71.34.241 [israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from87.71. 34. 241 B ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi m yoman/ enl ar ge. asp Bl ock 1
180.76.15.26 |China 147.237.76. 200 |ei t an. aka. i df . if{Lhaut hori zed URL Access to eitan. aka.idf.il/1105- en/ cont act us. aspx B ock 1
79.176.1.161 [Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
37.142.231.97 |[Israel 147.237.77.216|dover.idf .i|l |SSL Wntraceabl e Connection - Cpen Mde None 1
. ; D stributed ULhauthorized URL Access on
89.138.222. 85 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp Bl ock 1
. ] Unaut hori zed URL Access to
185. 27. 106. 126 [l srael 147.237.77. 216 |dover.idf . il ww i o i |/ cat egoryt enpl at es/ | i st chi | doat egori es/ 2080 Bl ock 1
. . Ill1egal Byte Qode Character in Paraneter Value at 1 for
79.180. 166. 81 |l srael 147.237.72. 156 |anan. i df . i | Vo aman. i of i |/ nodi i n/ quest i onnai r es. aspx Bl ock 1
46.19.85.3 I srael 147.237.76.31 |nakchal .idf.il |Milformed UR B ock 1
. . D stributed Lhauthorized URL Access on
109. 64. 89. 170 |l srael 147.237.77. 234 hal ag. idf . il 1 050 on nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 69. 102 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to ww i df.il/appl e- app-site-associ ati on Bl ock 1
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