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09-09-2016-22:04:04 to 09-09-2016-23:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 6
185. 89. 217. 232 Net her | ands 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 3
134.147. 203. 115 Ger nany 147.237.76. 38 e.e.ngitav.idf.i|B ack List drop 2
185. 89. 217. 226 Net her | ands 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 2
109. 253. 206. 207 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
98. 139. 135. 129 Lhited Sates 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 1
61. 1. 44. 156 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
116. 255. 250. 23 Chi na 147.237.76. 199 e.nakchal .idf.il [JLMPurple Con Limt_Htp drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1




09-09-2016-22:04:04 to 09-09-2016-23:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
41.185. 31. 40 South Africa 147.237.72. 166 aka.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
71.227.28.52 Lhited Sates 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
72.167.131. 22 Lhited Sates 147.237.77.233 atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
84. 245, 33. 104 Net her | ands 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
187.17. 109. 161 Brazil 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 5
187.17.109. 161 Brazil 147.237.77.74 lawidf.il [9785 HITP. SQ Injection (Referer Header) Bl ock 1




09-09-2016-22:04:04 to 09-09-2016-23:04:04

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
71.227.28.52 147.237.77.74 |Wnited Sates  [lawidf.il SQ Injection - Select From 18
41.185. 31. 40 147.237. 72. 166 |South Arica aka.idf.il SQ Injection - Select From 8
84.245.33.104 |147.237.77.74 |Netherl ands lawidf.il S Injection - Select From 8
72.167.131.22 |147.237.77.233|Whited Sates |atal .idf.il A Injection - Select From 8
187.17.109. 161 |147.237.77.74 |Bazl lawidf.il SQ Injection - Select From 8
45.79.71. 122 147.237.72. 167 |Wited Sates i shurimaka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
139. 162. 170. 119(147. 237. 77. 61 |Whited Sates |e. cogat.idf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 2
port denial of service attenpt
150. 242. 238. 99 |147.237.8.14 |China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 20. 183 |147.237.0.17 [Japan mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
216.81.230. 167 |147.237.76.30 [Lhited Sates  [hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.158. 203. 168 [147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
195.88.208. 193 [147.237.8.50 [0 % e tikshuv.idf.il ET SCAN NMAP - sS wi ndow 1024 1
190. 69. 54. 66 147.237. 77. 121 |Col onbi a e.navy.idf.il BT SCAN Behavi oral _Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
176.58.124.35 |147.237.76.196 |Uni ted Ki ngdom|e.sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.240. 144. 65 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
176. 13. 6. 207 147 237 77 233 |1 sr el atal il ET DO5 Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos attack
61.240.144. 65 |[147.237.76.44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
163.172.129. 15 |147.237.8.50 |United Ki ngdom|e.tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.172.71.251 |147.237.76.38 |Wkraine eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.8.28 |Uhited Ki ngdom|e. nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.241.25. 62 147.237.72. 166 |Indi a aka.idf.il ET VB SERVER Poi son NUl | Byte 1
93. 158. 203. 168 [147.237.0.35 [Netherlands akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237. 72. 166 gj::;”ion aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 149 [147.237. 76. 42 |Netherl ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 69. 233. 191 [147.237.0.34 |Col onbi a tikshuv.idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
82.221.105.7  [147.237.8.45 [iceland eeitanid.il SERVER APACHE Apache nod_ssl non-SSL connection to S8 |,
port denial of service attenpt
176.58.124.35 |147.237.72. 166 |Uni ted Ki ngdom|aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240. 144. 65 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
174.37.222.106 |147.237.76. 147 |Lhited Sates  |chinuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 |147.237.76.44 |Wkraine e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.8.46 |United K ngdom|e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

SYNretransmt wth different

Action

‘Count

w ndow scal e

43.241.25. 62 I ndi a 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 28
87.69. 52. 88 | srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 22
46.19.85.192  |Israel 147.237.76.31 |nakehal ir. i1 | S@M NG Engine: TGP Ivalid invalid segnent retransnissi on. drop 22
Ret r ansni ssi on Packet dropped.
87.69. 52. 88 I'srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsg ransmt wthdifferent | oonitor |20
185. 89. 217. 225 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 20
37. 48. 105. 67 Netherlands  [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 18
46. 19. 86. 151 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
213.57.201.91 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 12
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
185. 89. 217. 230 |Net herl ands 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 10
185. 89. 217. 232 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 10
199. 203. 122. 173l srael 147.237.72. 167 |i shuri maka. i df . i {dr op Frst packet isn't SN drop 9
185. 89. 217. 226 |Net herl ands 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 8
185. 89. 217. 235 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 8
87.69.79. 124 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
87.69.79.124  [israel 147.237.72. 166 |aka. i of .| Bad TCP sequence mﬁsg rea”smt wehdifferent | oitor s
185. 89.217.228 |Netherlands  [147.237.77.233|atal .idf.il drop First packet isn't SIN drop 8
46.112.26.123 |Pol and 147.237.72. 156 |anan. i df .i| SYN Attack noni t or 7
64.34.186.9 Lhited Sates [147.237.77.233|atal .idf.il drop SAMrule drop 6
46.19. 86. 151 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
213.8.204.70  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
185. 89. 217. 231 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 6
185.89. 217. 227 [Netherlands  [147.237.77.233|atal .idf.il drop First packet isn't SN drop 6
97.88.198.223 |lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 6
185. 89. 217. 233 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 6
73.148.127.249 |lhited Qates [147.237.76.86 |navy.idf.il Bad TCP sequence S:Z'Jeetncr:mm't Wth different mnitor |5
87.70. 30. 37 | srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
46.112.26.123  |Pol and 147. 237.72. 156 |aman. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |5
73.148.127.249 |lWnited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 89. 217. 234 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 5
87.69.79. 124 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 5
66.249.93.133  |Europe 147.237.0.34 [tikshw.idf.il [Drectory Traversal directory traversal overflow noni t or 5
87. 70. 30. 37 I srael 147.237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansmt wehdtterent | onitor |5
79. 180. 250. 138 |l srael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop
73.148.127.249 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
73.148.127. 249 |Uhited Sates [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
73.148.127. 249 |Wited Sates |147.237.76.86 |navy.idf.il Bad TOP sequence izll;eer:crj“sm't With different aert 5
185. 89. 217. 229 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 4
134.35.228.105 |Wited Sates [147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 253. 129. 224! srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
138. 246. 253. 19 |Ger many 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 4
46. 19. 86. 151 I srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 4
46.121.234.128 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
134.35.228.105 [lhited Sates |[147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 85. 192 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
134.35.171. 124 |Wnited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 206. 207l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.112.26.123 |Pol and 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 3
176.13.247.42  |Israel 147. 237.77. 216 |dover i df .1 Bad TCP sequence SINAK retransmt with different oo |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
110. 89. 17. 48 Chi na 147.237.77.216|dover.i df . il |Mitipl e Unauthorized URL Access from 110. 89. 17. 48 B ock 12
110. 89. 17. 48 Chi na 147.237.77. 216 |dover . i df . i | [PHP Attenpt B ock 4
37.26.148.178 |[Israel 147.237.72. 156 [aman. i df . i | [Suspi ci ous Response Code B ock 3
66. 249. 66. 78 I srael 147.237.76.86 |navy.idf.il [Wnhauthorized URL Access to navy.idf.il/shared & ax/setivgal | erycontrol . aspx [B ock 2
195. 90. 103. 48 |Pol and 147.237.72. 156 |anan. i df . i | [Wntraceabl e SSL Sessions: Qpen Mde None 2
109. 67. 174. 110 |Israel 147.237.72. 156 [aman. i df . i | [Distributed Suspicious Response Code B ock 1
66.249.66.176 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
Ill1egal Byte Gde Character in Mthod
43.241. 25. 62 I ndi a 147.237.72. 166 |aka. i df .i | (o[ [#O]][[#0]]1[[#0]]198LeA [[#3]]RoJ[[#24]] oCE[ [#31]] %1 &vibi 6N [#23]][[# [Bl ock 1
1] 1 YH [ #18] ] »DxO
176. 13. 6. 227 I srael 147.237.77.233|atal .idf.il [Uhauthorized URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
80.179.188. 234 [Israel 147.237.72. 156 [aman. i df . i| [SSL Wntraceabl e Connection - Qpen Mde None 1
43.241. 25. 62 I ndi a 147.237.72. 166 |aka. i df .i| [Unauthorized URL Access to 147.237.72. 166/ B ock 1
213. 8. 204. 48 I srael 147.237.72. 166 |aka. i df . i |  |Whauthorized URL Access to v aka. i df.il/main/giyus/.aspx B ock 1
5.29.138. 189 I srael 147.237.77.216|dover. i df . i | |Unaut hori zed LRL Access to waw i df.il/dover/site/ nai npage. asp Bl ock 1
66.249. 66.251 |lsrael 147.237.72. 166 |aka. i df . i | [Wauthorized URL Access to wwu aka.idf.il/kam ar/adv. asp B ock 1
43.241.25.62 |[india 147.237. 72. 166 [aka. i df . i | ;:[fgg[ [%?ﬂ%’?zgg]?ad er in WRL dygl [#25...0G(]] 824 [ $c: m]] Bock |1
185. 89. 217. 226 |Net her| ands 147.237.77.233|atal .idf.il |UR is Aove Root Drectory wwatal.idf.il/../inages/shared/ie.gif B ock 1
89.138.222.85 | srael 147.237.76.42 [refuah. idf.i| oo e TVee Molat fglg_tr']gﬁ?l?af”;;xacem der 13t xtLast hare in Bock |1
Unknown HTTP Request Met hod
43.241. 25. 62 I ndi a 147.237.72. 166 |aka. i df .i | (o[ [#O]][[#0]]1[[#0]1]198LeA [[#3]]RbJ[[#24]] oCE] [#31]] %1 &vibi 6N [#23]][[# [Bl ock 1
117 [#18] 1 »D<O in URL dRyg[ [ Y#25nv] |
213. 8.204. 70 | srael 147.237.77.243|nobi | e. i df . i [Dstributed Suspici ous Response Code B ock 1
66.249.93.137 |[Israel 147.237.0.34 |tikshuv.idf.[Dstributed URL is Above Root Directory B ock 1
43.241. 25. 62 I ndi a 147.237.72.166|aka. i df . il [I11egal HITP \ersion B ock 1
185. 159. 37.6 147.237.77.234|hal ag. i df . i | [Mil tiple Wauthorized URL Access from 185.159. 37. 6 Bl ock 1
94, 142. 238.190 [Czech Republic 147.237.72.166|aka. i df . il  [Waut hori zed Method POST for waw aka.idf.il/mai n/rabanut/general . aspx |Bl ock 1
66.102. 9. 2 Wited Sates 147.237. 72. 166 |aka. i df . i | m;l'(guf gfd iﬁt}ar;‘;ihn‘;rriozr;‘f d'\efgtlof_;;rjxmo"‘” R on Bock |1
43.241. 25. 62 I ndi a 147.237.72. 166 |aka. i df.i| [Abnormal Iy Long Request nethod B ock 1
139. 162. 185. 240|lnited Sates 147.237.77. 216 |dover . i df . i | [Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1
68.180.229.190 [lhited Sates 147.237.77. 216 |dover. i df . i | [Uhaut hori zed URL Access to waw i df . il/1589-en/ dover . aspxt he B ock 1
43.241. 25. 62 I ndi a 147.237.72.166|aka. i df . i | Mal formed URL dRyg[ [ 9#25] 1 03#] [w:] ] 3#[ [2bgUt ! ...0@[]]82#( [ $c; nv] ] B ock 1
188. 161. 30. 115 _F;:'rff:io?;f‘”acupi o |147-287.77.233(at @l .idf i | [wauthorized URL Access to 147.237.77. 233/ favi con.ico B ock 1
109. 65. 102. 254 |l srael 147.237.72. 156 |aman. i df . i | |Uaut hori zed URL Access to waww aman.idf.il/https:/www aman.idf.il/ B ock 1
43.241. 25. 62 I ndi a 147.237.72.166|aka.idf .il [Il1legal Byte Qde Character in Header Nane B ock 1
157.55.39. 253 |lhited Sates 147.237.72. 166 |aka. i df .i| [Distributed Unauthorized URL Access on 147.237.72. 166/ robot s. t xt B ock 1
79.177.157.25  |Israel 147.237.72.166|aka. i df .i| |SSL Wntraceabl e Connection - (pen Mde None 1
NLLL Character in Method
43.241. 25. 62 I ndi a 147.237.72. 166 |aka. i df .i | (o[ [#O]][[#0]]1[[#0]]198LeA [[#3]]RoJ[[#24]] oCE[ [#31]] %1 &vibi 6N [#23]][[# [Bl ock 1
1] 1 YH [ #18] ] »DxO
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