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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
46. 19. 86. 97 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
177.53. 240. 10 Bazil 147.237.76. 199 e.nakchal .idf.il |JLMPurple Gon_Limt_Tcp drop 1
98. 139. 135. 129 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il|lInvalid TCP H ags drop 1
149. 202. 89. 123 Fr ance 147.237.76. 38 eeneitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
163. 172. 49. 61 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 92
163. 172. 49. 61 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per it 44
163. 172. 49. 61 Lhi ted Ki ngdom 147.237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Permt 3
199. 58. 86. 206 Lhited Sates 147.237.77. 234 hal ag.idf.il C1000074: HTTP: naj estic bot Per it 2
163. 172. 49. 61 Lhi ted Ki ngdom 147.237. 76. 200 eitan. aka.idf.il C1000074: HITP. maj estic bot Per it 2
216. 58. 230. 159 Lhited Sates 147.237.72. 166 aka.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

216. 58. 230. 159 147.237.72.166 |Lhited Sates akaidf.il SQ Injection - Select From 8
45.79.71.122 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
62.210.97. 79 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
58. 218. 200. 137 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
177. 53. 240. 10 147. 237.76. 38 Brazil e.eneitav.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.76.200 [Uited Sates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177. 53. 240. 10 147. 237. 76. 30 Brazil hi nush. i df . i ET SCAN Potential SSH Scan 1
176. 47.73. 178 147.237.77.216 |Sudi Arabia dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
104. 128. 144. 131  |147.237.77.19 Canada | awforumidf.il ET SCAN NVAP -f -sS 1
93. 158. 203. 149 147.237.77.121  |Netherl ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 24. 208. 162 147.237.0. 35 Lhited Sates akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
202. 65. 138. 2 147. 237.76. 39 Indi a nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
177. 53. 240. 10 147.237.77.216 |Brazil dover.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.76.196  [China e.svivaidf.il ET SCAN Potential SSH Scan 1
177. 53. 240. 10 147. 237. 76. 86 Brazil navy.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
177. 53. 240. 10 147.237.76. 34 Brazil yohal an.i df .i | ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.76.177 |Uited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177. 53. 240. 10 147.237.72. 14 Brazil dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
104.128. 144. 131  [147.237.77.19 Canada lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
93. 174. 91. 29 147.237.76.177  |Netherl ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 24. 208. 162 147.237.76.199 [lLnited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
65. 39. 201. 30 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 73 147.237.0. 34 Wkrai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.202 |China e halag.idf.il ET SCAN Potential SSH Scan 1
177. 53. 240. 10 147.237.76.200 |Brazil eitan. aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
141.0.15. 34 Nor way 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
101. 200. 165. 157 |Chi na 147.237.76.86 |navy.idf il Bad TCP sequence izlureetncr:nsn“ wWthdifferent ) ert 18
101. 200. 165. 157 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence i’c\:ur:r:égnsmt wehdfferent ) oonitor |17
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 16
101. 200. 165. 157|Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |16
177.93.110.86 |Prazil 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 16
177.93.110.86 |Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 15
177.93.110.86 |Brazil 147.237.76.200[eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> Tinmeout |nonitor 15
177.93.110.86 |Razil 147. 237.76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 14
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 14
177.93. 110. 86 Brazil 147.237.76.39 |nobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
177.93.110.86 |Razil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 13
100. 92. 89. 229 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 11
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 10
177.93.110.86 |Razil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 10
177.93.110.86 |Brazil 147.237.76. 200 |eitan. aka. i df . il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 10
177.93.110.86 |Brazil 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 10
177.93.110.86 |Razil 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Tineout |[alert 10
177.93.110.86 |Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 10
e SYNWAXK retransmt with .
89. 139. 207. 156 |l srael 147.237. 77. 216 |dover.i df i | Bad TCP sequence di fferent vi ndow scal & monitor |9
177.93.110.86 |Brazil 147. 237.76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Timeout |aert 9
89. 139. 207. 156 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 9
177.93.110.86 |Prazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 9
156. 216. 235. 86 |Egypt 147.237.77. 216 [dover.i df i | SYN Attack SYN -> SYN-ACK -> RST monitor |7
185. 87. 183. 51 Lézzbl:ilﬁrfmc 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 128 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 128 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Iran, Islamc e SYNretransmt wth different .
185. 87. 183. 51 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence nmoni t or 5
Iran, Islanmic . . SYNretransmt wth different .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence noni t or 4
109. 253. 158. 173l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop
77.139.214.97 |France 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
31.13.161.81  |Aestinan Termitoryl, ;537 77 176 mat pash.i o . i1 dr op First packet isn't SN drop 4
Qccupi ed
176.13.23. 1 I srael 147.237.0.19 |madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 106 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or
109. 66. 99. 203 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or
Sreanming Engine: TGP Invalid i i ssi
65.55.213.28  |United Sates 147.237. 76. 200 |ei tan. aka.i of i 9 =g Invalid segnent retransmssion. g ., 4
Ret ransm ssi on Packet dr opped.
Iran, Islamc o SYNretransmt wth different
185. 87. 183. 51 Republ i ¢ of 147.237.76.86 [navy.idf.il Bad TCP sequence sequence alert 4
87. 68. 38. 229 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 66. 99. 203 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
138. 246. 253. 19 |Ger many 147.237.76. 196 |e. sviva i df. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
217.132.12.62 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 4
. . SYNWAKK retransmt with .
77.127.22.154 |israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence di fferent vi ndow scal 6 monitor |3
Iran, Islamc . . . .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber monitor |3
79.182.138.217 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop
213.57.201.91 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreanming Engine: TGP Invalid i i ssi
31.168.54.194 | srael 147.237.77. 243 |nobi l e i df .1 9 =g Inval id segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
109. 66. 99. 203 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 3
185. 87. 183. 51 'Féz:bl i'i'z'fm 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |3
Iran, Islanmic . . ) .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 3
185.87.183.52 [Lfan Islanc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different ) oy 3
Republ i ¢ of seguence
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
176.13.23. 1 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 80
109. 253. 133. 42 [l srael 147.237.0.19 |madi matal . idf.il|{Suspicious Response Code B ock 3
81. 218. 208. 248 [I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.138.73.250 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m Bl ock 2
2.53.190.214 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.15.7 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/main/sachar/klali.aspx |B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237.77. 233/ robot s. t xt B ock 1
] . . D stributed Whaut horized Method for Known URL on

66.102.9. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
84.95.208.20 |[Israel 147.237.77.233|atal .idf .il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock

66.249. 66. 174 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 66. 174 B ock 1

. . Unaut hori zed Met hod PCST for
77.139. 226. 158 |France 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai v snal i n sl | m aspx Bl ock 1
46. 19. 85. 106 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
66. 249. 66. 176 [l srael 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
. . . Uhaut hori zed URL Access to
180.76.15.162 |Chi na 147.237.76.31 [nakchal .idf. il nakhal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
79.180. 238. 40 |[lIsrael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
. . D stributed Uhaut hori zed URL Access on
46.19.85.128 [l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
. . Unaut hori zed URL Access to

84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il vaw atal i df i 1/t enpl at es/ honepage/ pi vi k. php Bl ock 1
66.249.69.97 |[Israel 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/hi nush B ock

46.120. 24. 104 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None

Russi an . . D stributed Whaut horized Met hod for Known URL on
95.27.69.171 | o o 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
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