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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

2.53. 145. 189 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
185. 81. 158. 121 France 147.237.76.176 test.ncore.idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 202 e halag.idf.il |Back List drop 1
98. 139. 135. 129 Lhited Sates 147.237. 0. 200 . i df . i | Inval i d TP H ags dr op 1
98. 139. 135. 129 Lhited Sates 147.237.77. 121 e navy.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 17
195. 154. 187. 115 France 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit

195. 154. 187. 115 France 147.237.77. 74 lawidf.il C1000074: HTTP. mnaj estic bot Per it

188. 163. 109. 21 kr ai ne 147.237.77.216  |dover.idf.il| |Cl000016: HITP. adninistrator in LR Per nit
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

45.79.71.122  [147.237.72.166|lhited Sates  [akaidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
46. 120. 122. 219 |147. 237. 77. 216 | srael dover.idf.il Xenu Link Seuth Wser Agent 2
195. 88. 208. 193 |147. 237. 72. 166 :3::;”' o akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 77. 226 |S ngapor e ww chamat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 2048 1
94.102. 48. 195 |147.237.77. 170 |Net her| ands maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
79.182.41.169 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 66. 187 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
216. 81.230. 167 |147.237.77. 216 |Lhited Sates  |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
161. 10. 9. 69 147.237.0.33 |Col onbi a idf.il ) 1
Potential Scan or Brute Force
116. 12. 175. 233 |147. 237. 77. 226 |S ngapor e ww chanat z. aka. i df . i | [ET SCAN NVAP -f -sS 1
93.174.91.29 |147.237.76.42 |Nether| ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET DC5 Large anount of TCP ZeroVWWndow - Possible Niller2
79.180. 111. 175 [147. 237. 76. 86 |l srael navy. i df .il 1
DDos attack
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
87.69.79.124 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 25
. . SYNtAXK retransmt with .
87.69.79. 124 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence di fferent vi ndow scal 6 noni t or 25
195. 211. 23. 206 RJSIS::t”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |24
2.53.14. 188 | srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 21
87.71.60.95 |Israel 147.237.77. 233 [atal i f il Bad TCP sequence SiNretransmt with different oo 50
wi ndow scal e
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 19
101. 200. 165. 157 |chi na 147.237.76.86 |navy.idf.il Bad TCP sequence SZ';J;;;:'WM wehdfferent — \oonitor |17
177.93.110.86 |Razil 147.237.77. 170 |naar achot . i of . i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 17
101. 200. 165. 157 |cni na 147.237.76.86 |navy.idf.il Bad TCP sequence izlureergcr:”s”“ wthdifferent . o 16
177.93.110.86 |Brazil 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 16
177.93.110.86 |Brazil 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 15
177.93.110.86 |Prazil 147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 15
101. 200. 165. 157|Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |15
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 15
177.93.110.86 |Prazil 147. 237.77. 226 }’W“Cha"atz' aka.1df- 1\ ovN At t ack SYN -> SYN-ACK -> Timeout |monitor |15
177.93.110.86 |Razil 147.237.76.39 |mobile. neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 15
109. 253. 216. 1761 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
177.93.110.86 |Brazil 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 14
177.93.110.86 |Razil 147.237.72. 156 |aman.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 14
188. 120. 154. 65 |l srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d AGK nunber moni tor |14
77.139.247. 124 |France 147.237.72. 166 |aka.i df .i| SYN Att ack SYN -> SYN-ACK -> RST noni t or 14
177.93.110.86 |Brazil 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 13
177.93.110.86 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 13
177.93.110.86 |Brazil 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout [nonitor 13
177.93.110.86 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 13
177.93.110.86 |Brazil 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 13
46. 19. 86. 106 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |12
177.93.110.86 |Razil 147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 12
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 12
177.93.110.86 |Brazil 147.237.0.17 ][“I”IV kosher-kravi.id |ou\ At ack SYN -> SYN-ACK -> Timeout |monitor |11
177.93.110.86 |Brazil 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
177.93.110.86 |Brazil 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 10
177.93.110.86 |Brazil 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 10
177.93.110.86 |Brazil 147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
46. 19. 85. 128 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |8
109. 66. 99. 203 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
2.53.53.51 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
87.69.79. 124 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 7
i Sreanming BEngine: TGP Invalid i i ssi
86.177.75.33  |Wted 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 6
Ki ngdom Ret r ansni ssi on Packet dr opped.
. . SYNtAXK retransmt with .
109. 66. 99. 203 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vindow scal e monitor |6
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
204.88.159.118 |lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 6
110. 171. 37. 147 |Thail and 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber monitor |6
37.142.86.109 |[lIsrael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |6
86.104. 178. 206 |Romani a 147.237.76.42 |refuah.idt.il Bad TCP sequence SNretransmt wih different —onivor o
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
185.3.147.204 |Israel 147.237.77. 243 |nobi L e.i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 66. 99. 203 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Timeout [nonitor
82.101.247.28 |Netherlands 147.237.77. 216 |dover.idf .il drop drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 210. 140. 234 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
46. 19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.177.133.198 |[lsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
84.111.102. 110 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
109. 253. 221. 1511 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
207. 46. 13. 57 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
109. 253. 216. 176l srael 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from 109. 253. 216. 176 B ock 1
84.95.208.20 | srael 147.237.76.86 |navy.idf.il muaz\?;' Izgfd o ;f;eastsest/ohonepage/ i k. php Bl ock 1
66.249. 66. 174 | srael 147.237.72. 166 |aka. i df . i | ﬂ?f’;g?r;;ef&% gf;ejfa;; fi es/ 3 71573 pk B ock 1
2.53.1.162 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 1
188.120.154. 65 |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;ggr;;?g?’:ﬂ‘mpg:;fh;oe &bl et L, i Bl ock 1
86. 104. 178. 206 |Romani a 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
79.178.15.172 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
66.102.9. 26 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/main/hone/ defaul t.aspx |B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
66. 249. 66. 182 | srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’r;éefz?p :’;C;Saz e‘,‘;i | es/ 61 3156, pg Bl ock 1
2.55.14.12 I'srael 147.237.72. 166 |aka. i df . i | :J'u'ri%i' ’ iE?TdageeS?ince}:z:;(te/egoibchkﬁ_gi/ fm’j W kapat 2/ [ 1 es#012 Bl ock 1
188. 163. 109. 21 |krai ne 147.237.77.216|dover . i df . i | Admi n Bl ocki ng B ock 1
87.71.60.95 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
82. 166. 240. 200 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |Bl ock 1
157.55.39.224 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wantikshuv.idf.il Bl ock 1
66.249.76.83  |Israel 147.237.76.42 |refuah.idf.il ﬂ?_“tzg;’_“?éeyg‘p :’;C;s;;/?i | es/ 613126, pg Bl ock 1
5.228.18.157  |Russian Federation |147.237.72.166 |aka. i df .i | m“;:;rii gfe.di |'\fr:£?:/jhzcr§ d;f;ult.aspx Bl ock 1
188. 163. 109. 21 |krai ne 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
89.237.65.166 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/favicon.ico B ock 1
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx  |Bl ock 1
176.13.251.60 |Israel 147. 237.72. 166 |aka. i df . i | Doubl® UL Enood ng. p 517‘;?]} pe Bl ock 1
84.108.27.105 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.138.66.5 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for www aka. i df.il/ishurindnain/ B ock 1
188. 163. 109. 21 |lkrai ne 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/adm n. php Bl ock 1
109. 65. 117. 5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il PHP Attenpt B ock 1
66.249.66.29  |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. txt Bl ock 1
176. 67. 58. 193 (F;ajcis;iigjja” Territory. |147. 237. 72. 156 [anan. i df . i | Uhautt hori zed LRL Access to |ist. ips.gov.il/favicon.ico Bl ock 1
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