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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
134. 147. 203. 115 Ger many 147.237. 76. 200 eitan. aka. idf.il B ack List drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
89. 187.217. 74 Lebanon 147.237.0. 19 nadi matal .idf.il |L4 Source or Dest Port Zero drop 1
89. 187.217. 74 Lebanon 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

52.166. 130. 115 147.237.72. 217 Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
200. 58. 214. 138 147.237.8.24 Col onbi a elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
200. 58. 214. 138 147.237.8. 24 Col onbi a elifestyle.idf.il ET SCAN NVAP -f -sS 1
163. 172. 129. 15 147. 237.77. 170 Uhi ted Ki ngdom maar achot . i df . i1 ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131 147. 237.77. 205 Canada prishaidf.il ET SCAN NMAP -sS wi ndow 4096 1
77.252.26.51 147. 237. 0. 200 Pol and ndu. i df il ET SCAN NVAP -sS wi ndow 2048 1
52. 166. 130. 115 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67. 158 147.237.0. 15 Sweden kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 58. 214. 138 147.237.8. 24 Col onbi a elifestyle.idf.il ET SCAN NVAP -sS wi ndow 2048 1
176. 58. 124. 35 147. 237.77. 235 Uhi ted Ki ngdom sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
139. 162. 225. 219 147.237.76. 39 Lhited Sates nobi | . nei tav. i df il ET SCAN Potential VNC Scan 5900- 5920 1
93.174. 91. 29 147. 237.76. 30 Net her | ands hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
77.252. 26. 51 147. 237. 0. 200 Pol and ndu.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

At acker

country Target Address |Ste Signature Acti on ‘Count
107.167.105.2 |Wnited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |22
177.93.110.86 |Bazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
177.93.110.86 |Brazil 147. 237. 76. 200 |eitan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |15
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |15
177.93.110.86 |Fazil 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |14
177.93.110.86 |Brazil 147. 237. 77. 216 |dover i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |13
177.93.110.86 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
109.66.12.21 |israel 147.237.77. 243 |nobi l e i of .1 Streaning Engi ne: TCP Inval id imvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 86. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
177.93.110.86 |Bazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 11
46. 120. 161. 164 |1 srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |10
87.68.51. 32 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[nonitor |9
177.93.110.86 |Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 8
177.93.110.86 |Brazil 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout |alert 8
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 8
177.93.110.86 |Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 7
46.19.86.211  |Israel 147.237.77. 226 [} chanatz. aka.idf 1paq TCP sequence Inval i d ACK nunber monitor |7
87.181.29. 219 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 7
177.93.110.86 |Brazil 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [alert 6
43.239.204.60 |[India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
46. 19. 86. 41 I srael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 86. 41 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |5
87.181.29.219 |Ger many 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 4
212.143. 138. 65 |1 srael 147. 237.77. 243 |nobi | e. i df . Streamng Engi ne: TCP Inval id inval id segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
213. 233. 85. 142 |Ronani a 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4
138. 246. 253. 19 |Ger many 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent i?o'rzgi:mo” i nbound drop 4
177.93.110.86 |Brazil 147.237.76. 200 |ei tan. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout aert
213.57.184. 121 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
84.95.208.20 |Israel 147. 237.72. 166 |aka. i df .| Sireamng Engine: TCP [nval 1d |invalid segnent retransmission. |, o 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 41 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
213.57.184. 121 |I srael 147.237.72. 166 |aka i df . i Bad TCP sequence wﬁtﬁ;{j‘gzz’%fth monitor (3
185. 87. 183. 52 :{e;)mubl:zlsfam'c 147.237.76.86 |navy.idf.il Bad TOP sequence izlureerﬁcr:mm't wth different aert 3
84.95.208.20 |israel 147. 237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 3
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
185. 87. 183. 52 :é?ﬂi)”'z'i;“c 147.237.76.86 |navy.idf. il Bad TCP sequence Inval i d ACK nunber monitor |3
66.249.76.2  |Wnited Sates  |147.237.77. 243 |nbile.i df il Streamng Engi ne: TCP Inval id linval id segnent retransmssion. |, o 3
Ret r ansni ssi on Packet dropped.
46.19.85.202  |[lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |3
2.53.22.98 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
46. 19. 86. 36 | srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19.85.140 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 2
2.53. 46. 183 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
46.19.85.140  |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor 2
109. 253. 150. 46 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 222 | srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
85. 250. 183. 179 |I srael 147.237.77. 243 |nobi l e i of .1 Streaning Engi ne: TCP Inval id imvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.
46.19.85.202 |lIsrael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count

46.19. 86. 81 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 227
46.19.85.223 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
84.108.44.62 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.200 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
213.57.225.23 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i| |Dstributed PP Atenpt Bl ock 1
66. 249. 66. 174 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
41.251.23.206 [Morocco 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/main/smalimsnmalimaspx |B ock 1
94.142. 238. 190 gpejjn c 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for vww aka. i df.il/mai n/rabanut/general . aspx [B ock 1
77.139.71.221 |Fance 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df . il/gi yus/ kadat z/ Bl ock
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . 1]  |Mil tiple Wauthorized URL Access from 84.95.208. 20 B ock 1
77.138.11. 124 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df.il/nain/ haredi i general . aspx |B ock 1
46. 4. 74. 42 Ger many 147.237.72. 166 |aka. i df . i | m“;k':ir idleei? /'i\fLrhior;a;Ep/Az;;rayonesol dier. ssp B ock 1
94.230.85.129 I srael 147.237.72. 166 |aka. i df . i | 'O'u'ri%‘il/ i?,tageeg/)?ingag:g;féogcﬁi/ [/ kepauzl [ esiO12 Bl ock 1
79.178.155. 64 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | m”tcgs;t' _ngf Lﬁ‘/ fgﬁssast - homepage! pivi k. php Bl ock 1
77.138. 216. 224 |France 147.237.72. 166 |aka. i df . i | x;\;;:(:.“it;q iﬂa#;ih;réiéii/&azggﬁ/Lﬁ;elKgﬁv‘;‘sgf‘ on B ock 1
46. 19. 85. 33 I srael 147.237.76.42 |refuah.idf.il Mal formed LR B ock 1
94.230. 85. 129 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from94.230. 85. 129 Bl ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
46.116. 4. 77 I srael 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
2.55.41. 112 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.5.146 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka.idf.il/mluinitenpl ates/ hone. asp |B ock 1
46.19. 85. 33 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method te in LR B ock 1
207.46.13.46 |Wited Sates [147.237.76.31 |nakchal .idf.il m“;g&;ﬁeiddfﬁ /’:C(;%T;Lzlshar od/ user cont 1ol </ naviendl Bl ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il mult 2\?\:; g di Il‘/'?e :;Caisjs /th%nepage/ i k. php Bl ock 1
46.120. 200. 47 |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
41.251.23.206 |Morocco 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 41.251. 23. 206 B ock

89. 138. 121. 230 [l srael 147.237.72. 166 |aka. i df . i | m”a?gi ;a‘_ri"’l";er;?;/ &rmﬁfgima;q on. asp None 1
77.139.16. 126 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mluindtenpl ates/inner.asp |B ock 1
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