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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
218. 93. 206. 21 Chi na 147.237.76. 44 e.refuah.idf.il JLMPurple Gon Limt Htp drop 1
98. 139. 135. 129 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
218. 93. 206. 21 Chi na 147.237.76. 176 test.ncore.idf.il |[JLMPurple Gon Limt Htp drop 1
98.139. 135. 129 Lhited Sates 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
218. 93. 206. 21 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Htp drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 200 eitan.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

162.213. 1. 246 |147.237.77.216|lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
46.172.71.251 |147.237.72.14 |Wraine dover.idf.il(od |ET SCAN NVAP -sS wi ndow 1024 1
14.152.94. 130 |147.237.8.50 [China e.tikshuv.idf.il |ET SCAN NVAP -f -sS 1
220.242.82.131 [147.237.8.50 |China e.tikshuv.idf.il [ET SCAN NVAP -f -sS 1
213.231.145. 118(147. 237. 76.86 |Bulgaria navy. i df.il Xenu Link Seuth User Agent 1
213.231. 145. 118|147.237.0.34 |Bugaria tikshuv.idf.il Xenu Link Seuth User Agent 1
195. 88. 208. 193 [147. 237.77. 170 gj::;”ion mearachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
122 88. 86,207 |147. 237 76. 38 |ni na o o ngitay. i il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
14.152.94. 130 |147.237.8.50 [China e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
220.242.82.131 |147.237.8.50 |China e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
213. 231. 145. 118|147.237. 77. 170 |Bul gari a naarachot.idf.il |Xenu Link Seuth User Agent 1
213.231. 145. 118(147. 237. 72. 166 |Bul gari a aka.idf.il Xenu Link Seuth User Agent 1
213.231.145.118|147.237.0. 15 |Bilgaria kosher-kravi.idf.i]Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
188. 165. 22. 182 [Pol and 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nmonitor  [|153
77.125.51.5 I srael 147. 237. 77. 243 |robi 1 e. i of . i | Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 24
Ret r ansmi ssi on Packet dr opped.
89. 187.219. 3 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
46.19. 85. 108 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invali d ACK nunber noni t or 10
46. 19. 85. 108 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 9
46. 19. 85. 76 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 9
79.178. 254. 24 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
177.93. 110. 86 Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 7
177.93.110.86 |Rrazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |7
46. 19. 85. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.53.166. 222 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |6
177.93.110.86 |Rrazil 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |6
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |6
177.93.110.86 |Brazil 147.237.76.200 |eitan. aka.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 6
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |6
176.13.232. 217 |Israel 147.237.77. 176 |nat pash.i f . | Bad TCP sequence wﬁtrﬁjﬁ:@fth monitor |6
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
177.93.110.86 |Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
177.93.110.86 |Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 6
46.19.85.202  |israel 147.237.77. 243 |nobi l e. i df .| Streaning Engi ne: TCP Invalid|invalid segrent retransnission. | 6
Ret r ansni ssi on Packet dr opped.
5.29.77.221 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 6
177.93.110.86 |Rrazil 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Tineout |alert 6
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |6
177.93.110.86 |Brazil 147.237.76.200 |eitan. aka.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout alert 5
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
177.93.110.86 |Brazil 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
188. 165. 22. 182 [Pol and 147.237.76.86 |navy.idf.il SYN Attack monitor |5
109. 64. 146. 162 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
176.13.232. 217 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence wﬁtrﬁjﬁ:@fth mnitor |5
46.19.85.200  |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence wﬁtrj\f;g‘gﬂggth monitor |5
46.19. 86. 151 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |5
109. 253. 144. 245]l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 5
46.120. 203. 171 |Israel 147.237.77. 216 |dover.idf . i1 Bad TCP sequence monitor |5
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
177.93. 110. 86 Brazil 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 4
177.93.110.86 |Rrazil 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |4
46.19. 85. 76 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACGK nunber aert 4
84.52.98. 134 gz::;”ion 147.237.77. 216 |dover.idf.i| drop First packet isn't SWN drop 4
177.93.110.86 |Brazil 147.237.0. 17 qunly kosher-kravi-1d oy af t ack SYN -> SYN'ACK -> Tineout |monitor |4
107.167.108. 44 [wnited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
177.93.110.86 |Rrazil 147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
213.57.225.23 |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |4
46.19.85.185  |[israel 147.237.77. 226 [ "™ chanatz. aka. idf- 1 1pa 4 TCP sequence Inval i d ACK nurber monitor |4
46.19. 86. 26 I srael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 4
177.93.110.86 |Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
213.57.225.23 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
79.182.13.191 |Israel 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> RST aert 4
177.93.110.86 |Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
5.29.77.221 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 66. 126. 123 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 18
27.154.34.210 |China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Wnauthorized URL Access from 27.154. 34. 210 B ock 15
27.154.34.210 |China 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
5.102.192. 140 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
Russi an - . - Paraneter Type Mol ation docld in
5.8.88.74 e ot i on 147.237.0.34 |tikshuv.idf.il ww ti kshuv. i df i 1/si tel general . aspx B ock 4
77.138.1.222  |France 147.237. 72. 166 |aka. i df . i | O stributed Lhaut hori zed Method for Known LR on Bock |3
vy aka. i df . i | / mai n/ gi yus/ yahash/ sheel on. aspx
. . D stributed Unaut hori zed Method for Known URL on
77.139. 247. 124 |France 147.237.72.166 |aka. i df . i | v aka. i df . i 1/ nai 1V gi yus/ yahash/ sheel on. aspx B ock 3
37.26.146.146 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Mitiple Wnauthorized UR. Access from 84.95. 208. 20 B ock
5.29.77.221 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
77.138.216.224 |France 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Mthod for Known LRL on Bock |2
vy aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
213.57.225.23 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ nai n/ sachar/ pi wi k. php  |Bl ock 1
62.219. 159. 100 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
- kosher - kravi . i df
157.55.39.223 |lhited Sates |147.237.0.16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
82.81.10. 32 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 229 I srael 147.237.77. 216 [dover . i df . i | vy i df . i | /. wel | - known/ appl e- app-si t e- associ at i on Bl ock !
46.19. 85. 200 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
94.230. 86. 155  |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
v anan. i df . il /https:/ww anan. i df.il/
5. 8. 88. 74 RJSf;:I”ion 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wuwtikshuv.idf.il/sitelgeneral . aspx|B ock 1
77.138.14.251 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for waw aka.idf.il/ishurim B ock 1
] . . Unaut hori zed Met hod PCBT for
66.102.9.2 Lhited Sates |147.237.72.166|aka. i df.il v aka. i df i 1/ mai n/ hoe/ def aul t . aspx B ock 1
172.241.151. 107|Uhited Sates [147.237.72. 156 |aman. i df . il Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico Bl ock
83.130.92.163 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in UR. from83.130.92. 163 B ock
. . Unhaut hori zed URL Access to
66. 249. 76. 70 I srael 147.237.72. 156 |anan. i df . i | - i df.i 1/ appl e-app-si t e-associ ati on B ock 1
46. 19. 85. 202 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.199. 233 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ nai 1V gi yus/ yahash/ sheel on. aspx B ock 1
i www. chamat z. aka. i )
66. 240.219. 146 |lhited Sates |147.237.77.226 df il Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
207.46.13.163 |nited Sates |[147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/coor dinati ongaza B ock 1
68.180.229.190 [nited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/newsitel english/ 1226- Bl ock 1
46. 19. 85. 238 | srael 147.237.72.167|i shuri maka.i df . il Unt raceabl e SSL Sessi ons: pen Mbde None 1
109. 67. 243. 221 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
Unhaut hori zed URL Access to
66.249. 65. 187 |lIsrael 147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df.i | /tenpl at es/ oprol escat egory/ oprol escat egory. i n.asp |B ock 1
X
27.154.34.210 [China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/index. asp Bl ock 1
212. 47.243.219 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt Bl ock 1
77.125.56. 10 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/mai n/sachar/fag. aspx |B ock 1
Unknown Par anet er
46.116. 74. 55 I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat e$hi ddenlp [None 1
dat eQuestion in wwu aka. i df.il/nai n/ gi yus/ f ag. aspx
5.29.77.221 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None
109. 253. 195. 208]lI srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock
66.249. 69. 229  |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 229 B ock 1
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