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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
8. 37. 225. 47 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 497
185.94.111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
71.6.165. 200 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |Back List drop 1

94. 102. 49. 193 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 1

149. 202. 89. 123 F ance 147.237.76. 42 refuah.idf.il B ack List drop 1




09-09-2016-17:04:00 to 09-09-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

85. 143, 219. 211 Russi an Federation 147. 237.77. 216 dover.idf.il |24910. HTTP. Python urllib User-Agent Header B ock 1




09-09-2016-17:04:00 to 09-09-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
79.182. 35. 149 147.237.72.156 |l srael anman. i df .i | ET SCAN NVAP -sA (2) 4
91.121.220.181  |147.237.77.74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
58. 218. 200. 137 147.237.0. 35 Chi na akavs. i df i | ET SCAN Potential SSH Scan 1
52.166. 130. 115 147.237.77.170 |lnited Sates maar achot . i df . i | ET SCAN Potential SSH Scan 1
52.166.130.115  [147.237.8.45 Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 147.237.76.196 |Russian Federation |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 147 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.158.203. 147  |147.237.8.24 Net her | ands elifestyle idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 187. 219. 3 147.237.77.216  |Lebanon dover.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218.200.137  [147.237.0.16 Chi na ny- kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
52.166. 130. 115 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.72.217 |Wnited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.72.166  |Netherl ands akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 147 147.237.8. 27 Net her | ands e madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1




09-09-2016-17:04:00 to 09-09-2016-18:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
46.116.53.164 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vs\?'r\]'droitvrsacnaslm'et wth dfferent moni tor |37
8.37.225.47 Lhited Sates |147.237.72.167 |ishurimaka.idf.il dr op First packet isn't SYN drop 35
185. 11. 146.59  |Net herl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 27
109. 253. 144. 245! srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |22
85. 65. 134. 2 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
46. 19. 86. 26 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
79.179. 107. 157 |Israel 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 12
46. 19. 86. 204 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (10
46. 19. 86. 26 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 86. 204 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
79.180. 213. 166 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 9
217.132.82.142 |Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |8
85. 65. 170. 248 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 8
5.172.232.176 |Pol and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
79.178.254.24 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence I'nvalid ACK nunber noni t or 8
79.178.254.24 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |8
46.19. 86. 172 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 86. 204 I srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
79.178. 2. 83 I'srael 147. 237. 77. 243 |mobi l e. i f . i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, o, 6
Ret ransni ssi on Packet dropped.
46.19. 85. 44 I srael 147.237.77. 226 " chanatz. aka. 10f 1paq TOP sequence Invalid ACK nurber monitor |5
46. 19. 86. 204 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
84.94.203. 54 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
138.246.253. 19 |Ger many 147.237.76. 201 |e.atal .idf. il Geo- | ocati on enf or cenent gﬁ?;'rggiinfn t nbound drop 4
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence i’:J:;;:”S”“ Wth different al ert 4
46.116. 11. 38 | srael 147.237.0.15 |kosher-kravi.idf.il dr op Frst packet isn't SN drop
109. 65. 193. 52 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf. il Bad TCP sequence i’c\]ﬁee;crg”s““ wehdifferent | nitor |3
185.27.105.85 |lIsrael 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |3
185.3.147.172 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor 3
79.180.59.249 |Israel 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3
46.19. 86. 101 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
77.139.47.190 |France 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3
109. 253. 193. 44 |Israel 147.237.77. 243 |nobi l e. i of . Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
115. 28. 210. 109 |Chi na 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout alert
79.180.59. 249 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence wﬁtﬁ;gx?&gth monitor |3
84.229.60.116 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3
115. 28. 210. 109 |Chi na 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |3
2.53.131.185 I srael 147.237.72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |3
37.26.147.191 [Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence nmoni t or 2
50.138.2.230  [lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence iz'l;eetncr:”sm wth dfferent dert 2
85. 65. 170. 248 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 2
84.108. 166.15 |[lIsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 2
46.121.58.174 |Israel 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST monitor |2
80. 246. 137. 23 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
109. 253. 146. 238! srael 147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
2.55.57.164 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |2
85.65.170. 248  [lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence nmoni t or 2
50.138.2.230  |Uhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’c\]ﬁee;crg”s““ wehdifferent | nitor |2




09-09-2016-17:04:00 to 09-09-2016-18:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
82.81.10. 32 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response CGode Bl ock 173
37.26.146.170 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 139
46.19. 85. 195 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 48
46.19.86.6 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code Bl ock 12
37.26.146.146 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 6
40.136.32.138 |wnited Sates [147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 4
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 3
31.210.187. 113 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
46.116.221.59 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 66. 126. 123 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response CGode Bl ock 3
109. 253.132. 99 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
37.26.146.242 |[israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 2
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
84.108.184.50 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .i|/mai n/ gi yus/ general . aspx |Bl ock 2
37.26.146.180 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response CGode Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwuidf.il/default.aspx B ock 1
37.142.86.109 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
5. 22. 134. 207 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 5. 22. 134. 207 B ock 1
157.55.39.109 |[Lhited Sates |147.237. 77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/tenpl at es/ honepage/ B ock 1
77.138.32.228 |France 147. 237.72. 166 |aka. i df . i | mu;:gii jfe.(? ”)‘::;?]‘/jg':f; :/Zfr]ash/sheel on. aspx Bl ock 1
85. 65.204. 162  [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 1
46.116.32.126 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
84. 95. 208. 20 I srael 147.237.72.167|i shuri maka. i df . i [[PHP Attenpt B ock 1
82.166.228.10 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/brothers/skiraldefaul t.asp|B ock 1
213.8.204.53  |Israel 147.237.72. 166 |aka. i df . i | Dstriout ed thadt :loéii ;lfs(j g'\:r:e':‘;‘lj' ;;’;X Knoun LRL on Bock |1
66.249. 66.176 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ti znor et/ news/ def aul t. asp |B ock 1
109. 253. 132. 99 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
84. 95. 208. 20 | srael 147.237.72.156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
180. 76. 15. 156  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx |B ock 1
77.139.247.145 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. i df .il/favicon.ico B ock 1
109. 64. 182. 129 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.191 |[Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.i|Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 1
217.132. 100. 143|I srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
66.249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
109. 253. 193. 44 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 | srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 1
193. 252. 118. 176|France 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
79.177. 49. 56 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.117. 166. 147 I srael 147.237.76.86 navy.idf.i| ?é‘%kifegsg." T 10, 10273?22;3%2,_%0”:;vB(ch)jecztese§446355. 2. 10. 1473432602 |\°"° !
37.142.7.3 I srael 147.237.0.19 |nadimatal .idf.il ﬁ;“ﬁnh;r;%?‘ifﬁ‘/gﬁ;ej;atj‘;x/updalenakatqaumity_ asix Bl ock 1
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.i|PHP At tenpt B ock
66.249.75.32 [ Israel 147.237. 77. 216 |dover . i df . i | e e ot hel dover. aspx Bock |1
109. 253.230.5 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mode None 1
84.229. 22. 62 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84.229. 22. 62 B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 1
207.46. 13. 93 Uhited Sates |147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
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