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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

79.176. 105. 139 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
89. 187.217. 74 Lebanon 147.237.77.61 e.cogat.idf.il |L4 Source or Dest Port Zero drop 1
185.94.111.1 Russi an Federation 147.237.76. 86 navy.idf.il B ack List drop 1
212.34.23.151 Jordan 147.237.77.176 nat pash. i df . il | TGP handshake viol ati on, first packet not syn drop 1
79.178. 26. 193 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

46.120. 122. 219 (147. 237. 77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 4
91. 224. 160. 106 |147. 237.76. 38 |Net her| ands e.enmeitav.idf.il ET SCAN Potential SSH Scan 2
96. 126. 126. 142 |147.237.77. 216 |Lhited Sates  |dover.idf.il SE-'\"\/ER’-APAO-E'ApaChe mod_ss| non-SSL connection to SSL port 2
deni al of service attenpt
91. 224. 160. 106 |147. 237. 76. 86 |Net herl ands navy. i df .il ET SCAN Potential SSH Scan 2
84.93.84.77 147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il Tehila - Perl LWP wth fake user agent 2
91. 224. 160. 106 [147. 237. 76. 44 |Net herl ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
194.58.37.44  |147.237.77.74 ?;Z::ﬂon lawidf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 1
163. 172. 129. 15 [147. 237. 77. 226 |Uni t ed Ki ngdom |waw chamat z. aka. i df .i 1 |ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 |147. 237. 76. 30 |Net her| ands hi nush. i df . i ET SCAN Potential SSH Scan 1
163. 172. 129. 15 |147. 237. 77. 178 |Uni ted Ki ngdom [e. nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 [147.237.0.33  [Netherl ands idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 [147. 237. 77. 121 |Uni t ed Ki ngdom |e. navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
52.166. 130. 115 |147. 237. 77. 243 |Lhited Sates nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
52.166. 130. 115 [147. 237. 77. 216 |Lnited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 197 |Net her | ands e himush.idf.il ET SCAN Potential SSH Scan 1
208.73.143.36 [147.237.76.38 [lLnited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 42 |Nether| ands refuah.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 |147. 237. 77. 243 |Uni ted Ki ngdom |nobi | . i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 |147. 237.76. 34 |Netherl ands yohal an. i df .| ET SCAN Potential SSH Scan 1
163. 172.129. 15 |147. 237. 77. 216 |Uni t ed Ki ngdom |dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91. 224. 160. 106 |147.237.0.35 |Netherl ands akavs. i df . il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 |147. 237. 77. 176 |Uni ted Ki ngdom |nat pash. i df . i | ET SCAN Potential WWNC Scan 5900- 5920 1
109. 65. 169. 33 |147.237. 72. 156 || srael anan. i of . i | ET SCAN NVAP -sA (2) 1
52.166. 130. 115 |147. 237.77. 233 |Lhited Sates  |atal .idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 168 [147. 237. 77. 74 |Net herl ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
52. 166. 130. 115 [147. 237. 77. 205 |Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Gountry|Target Address Signature Action ‘Count
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 24
115.28. 210. 109 |Chi na 147.237.76.86 |navy.idf il Bad TCP sequence i’(\]ﬁeer:;sns"“ wehdfferent foonitor |21
115. 28.210.109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence i’:J:;ég”sm wehdifferent | ert 19
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor 15
115. 28. 210. 109 |Chi na 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 11
87. 68.59. 129 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 10
S SWNretransnmit wth different .
89.138. 116. 194 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal & monitor |10
Sreaning Engine: TCP Invalid i i ssi
176.13.2.199  [Israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. | . 9
Ret r ansm ssi on Packet dropped.
79.176.76. 78 I srael 147.237.77. 216 [dover.idf . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
o SYNtACXK retransnmt wth .
87. 68. 59. 129 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal & monitor |9
87. 69. 36. 130 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
Sreaming Engine: TCP Invalid i i ssi
94.230.86.47  |Israel 147. 237. 72. 156 |anan. i df . i 9 =9 Invalid segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 18 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 9
93.172.12.148 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nmoni t or 8
87. 69. 36. 130 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 7
37.26.148.136 |[lIsrael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |6
46.19. 85. 95 I'srael 147.237.77. 226 | "} chanatz. aka. 1df 1pad TGP sequence Inval i d AGK nunber moni tor |6
109. 253. 132. 15 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
46. 19. 86. 7 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80.246.137.23 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 5
138. 246. 253. 19 |Ger many 147.237.77. 121 |e. navy. i of . | Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 4
enf or cenent
84.94.113.216 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 53 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
178.134.63.55 |Georgia 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 4
77.124.247.72  |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 4
138.246. 253. 19 |Ger many 147.237.8.24 |elifestyle.idf.il  |Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 4
enf or cenent
185.11.146.59  |Netherl ands 147.237.76.86 |navy.idf.il Bad TCP sequence f:';ljee;cr:”s"“ wthdfferent | ohitor |3
37. 46. 38. 197 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
46.19.86.7 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
85. 65. 24. 18 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
141. 226. 217. 228|1 sr ael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
185.11. 146.59  [Netherl ands 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 3
5.206.225.110 |Portugal 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 3
46. 19. 86. 143 I srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
85. 65. 24. 18 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
5.206.225.110 |Portugal 147.237.76.86 |navy.idf.il Bad TCP sequence iz'l;eetné:”sn“ wthdfferent 1 onitor |2
46. 19. 86. 58 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
212.143.164.58 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Iran, Islamc . . SYNretransmt wth different .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence noni t or 2
95. 86. 69. 250 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19. 85. 53 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
79. 180. 250. 148 [l srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 87. 183. 52 IF;;IEH:??C 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
46.19.86.75 I srael 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
Véb Server Enforcenent i
104. 197. 105. 144|tnited Sates  [147.237.76.42 |refuah.idf.il _ Veb Servers S ow HITP Denial of | o 2
Mol ation Servi ce
5.206.225.110 |Portugal 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert
176.13.13.230 |Israel 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.26.148.180 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site dgnature Action ‘Count
46. 19. 86. 234 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 33
79.179.50. 204  |Israel 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 10
212.199. 218. 246|l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 6
46.120.53.135 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode Bl ock 4
66. 249. 69. 224  |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 66. 249. 69. 224 B ock 3
176. 13. 2. 199 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
89.139.97.38 |israel 147. 237. 72. 156 |anan. i df . i | thaut hori zed LR. Access to : Bock |2
waw aman. i df . i |/ consol e/ cor e/ doc_ngr / undef i ned
84.108.108.80 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
94. 230. 86. 47 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock
Unhaut hori zed URL Access to
. . waw aka. i df.il/sip_storagel/ fil es/6/57056. pdf &ed=0ahukew 88npnt 6f
79.178.194.176 Israel 147.237.72.166 |aka. i df . i | mahuc_i wkhwnt ar 4qf ggdrmai &usg=af gj cnf 1yol ugsboi j i bl zxi yeOgpl abcg&s Bl ock 2
i g2=sl j t 3vnb9hu32r wugzyesw
66.249. 69. 224 |lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwidf.il/daily-statistics/english/ B ock 1
46.116.53.164 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
89.138. 116. 194 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 24 I srael 147.237.77.74 |lawidf.il 147.237. 77741 si p__st or age/ £ | es/ 6/ 1066, pef B ock 1
] . . SS. Lhtraceabl e Gonnection - Protocol violation
96.126. 126. 142 |[lhited Sates 147.237.77. 216 |dover. i df . i | (SSL CONN CLI ENT HELLO) None 1
. . D stributed Uhauthorized URL Access on
84.108. 47. 91 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 75. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
46.116.69.185 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 46. 116. 69. 185 Bl ock 1
185.32.179. 64  |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
79.180.93.132 [israel 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 107 |l srael 147.237.72. 166 |aka. i df . i | aka. i i |/ i 1V gj yus/ user det ai | s/ Updat euser det ai | s. aspx B ock 1
46.29.250.242  |Sweden 147.237.76.86 [navy.idf.il PHP At enpt B ock
96. 126. 126. 142 |Whited Sates 147.237.77.216|dover. i df . il Unaut hori zed Method CPTIONS for / Bl ock
. . . Unaut hori zed URL Access to
66. 249. 76. 2 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1465 B ock 1
46.116.69. 185 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/main/giyus= B ock 1
Unaut hori zed URL Access to
197. 15. 236. 215 |Tunisia 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/t enpl at es/ honepage/ www yout ube. cond v/ 3g51ei 5nuh [Bl ock 1
9
2.53.38.63 | srael 147.237.77. 216 |dover. i df .i | SSL Uhtraceabl e Connection - Qpen Mde None 1
79.180.93.132 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1
66.249. 66.232 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
46.29.250. 242  [Sweden 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/wp/ wp-1 ogin. php B ock 1
- . Unhaut hori zed URL Access to
109. 64. 100. 31 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel fi | es/ 8/ 1668. doc B ock 1
85.65. 202. 246 I srael 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai nkapat 2/ /res012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
. . D stributed Unauthorized Method for Known URL on
77.139.48.150 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v home/ def aul t . aspx B ock 1
96. 126. 126. 142 |Whited Sates 147.237.77.216|dover . i df . i | D stributed Waut horized HTTP Met hod B ock 1
2.53.48.113 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to ww chi nuch. aka. i df .il/404. htm B ock 1
82.81.10. 32 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
46.112.148.35 |Poland 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
157.55. 39. 244 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
85. 65.202. 246 [l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from85. 65, 202. 246 B ock 1
Pal esti ni an
213. 6. 75. 142 Territory, 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to waw i df . i|/894-he/ dover . aspx/ sql B ock 1
Qccupi ed
66.102.9.5 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx |B ock 1
] . . Mil tiple Uhtraceabl e SS. Sessions from96. 126. 126. 142 (Pr ot ocol
96.126. 126. 142 |[lhited Sates 147.237.77. 216 |dover. i df .i | viol ation (SSL GONN QLI ENT HELLO)) None 1
31.168. 185. 143 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
84.94.113.216 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to ww cogat . i df . il/si ze220x0/ si p_st or age Bl ock
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